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Abstract

Software diagnostics studies signs of software structure and behavior in software execution artifacts. Such
artifacts include memory dumps, traces, logs, profiles, and other data collected during or after execution. In
this history, we consider how these artifacts became available, how their analysis developed, and how
diagnostics became related to debugging and observability. The three activities have different starting points.
Debugging commonly starts with an observed failure or a suspected defect. Diagnostics starts with a problem
description and the available evidence. Observability concerns the information that a system makes available

for understanding its behavior.

We follow these developments from early machine fault finding and stored-program checking routines to
symbolic debuggers, memory dump analysis, static and dynamic analysis, profiling, event logging, distributed
tracing, and production instrumentation. We also consider program slicing, algorithmic debugging, managed
runtimes, browser measurements, database provenance, and systematic exploration of concurrent execution.
Later chapters cover site reliability engineering, telemetry standards, pattern-oriented and theoretical
software diagnostics, machine learning, and Al-assisted investigation. A chronology, glossary, and evidence

taxonomy provide additional ways to navigate the material.

These developments introduced additional artifacts and analysis methods. They also extended existing
methods to new systems and levels of abstraction. A distributed service may still require a memory dump, a
packet trace, or a reduced failing input. An Al-generated explanation may still require a debugger command or
another experiment to check it. Throughout this history, we therefore distinguish the observed problem, the
patterns found in its artifacts, the proposed mechanism, and the action taken to resolve it. Their
correspondence has to be established in each particular case.

How to read this history

This article follows diagnostic concepts, methods, and tools across different computing environments.
Dates refer to documented publications, standards, releases, or incidents. They do not always identify the
beginning of a practice. Similar methods often developed independently, and an existing method
sometimes received a new name when it moved to another platform. We therefore use claims of priority

only where the available sources support them.

The chapters consider both software tools and the analysis processes around them. For example, a
memory dump requires a capture method, matching symbols, an analysis tool, and sufficient problem
information. A distributed trace requires instrumentation, context propagation, collection, and
interpretation. We include these surrounding activities because a history of commands or file formats

alone would leave much of software diagnostics unexplained.
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Neighboring practices and their primary questions

Table 1. Working distinctions used throughout this article; practices overlap in real investigations.

m Primary question Characteristic evidence

Testing Does behavior violate an expectation? Inputs, assertions, oracles, coverage, failures

Where and how does execution depart

. intent? Breakpoints, stacks, variables, watchpoints, replay
rom intent?

Debugging

Is a known condition or threshold
Monitoring . Metrics, health checks, dashboards, alerts
occurring?

X . What happened, why, and what .
Diagnostics . . Dumps, traces, logs, metrics, models, context
evidence supports the explanation?

. What internal behavior can be inferred . .
Observability . ilable outputs? Correlated events, traces, metrics, logs, profiles
rom availa ;

. What past activity can be . .
Forensics Snapshots, timelines, provenance, chain of custody
reconstructed and preserved?

Root-cause Which causal mechanism best explains Hypotheses, counter-evidence, experiments, dependency
analysis the failure? data

SEVEN RECURRING TRANSITIONS

¢ Physical fault symptoms - symbolic machine and program state

e Live intervention - reproducible post-mortem evidence

¢ Isolated snapshots - ordered event histories

e Single-process control = distributed context and causality

e Individual failures - population-scale crash and telemetry statistics

¢ Tool-specific craft = reusable patterns, protocols, and semantic conventions

e Manual inspection - automated ranking, agents, and machine-assisted explanation
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PART I

Foundations of Software Diagnostics

1. Vocabulary and Historical Scope

Let us first distinguish several meanings of software diagnostics, observability, and debugging. Debugging
may refer to source-level investigation, but it may also include the whole process from a reported problem
to a correction. Monitoring may refer to a particular check or to an operational data collection system.
Observability has a mathematical meaning in control theory and several related meanings in software

practice. We use the distinctions below to explain their relationships across this history.

We consider three related activities. In debugging, we control and inspect execution, change a program
or its environment, and check the result. In diagnostics, we collect artifacts, reconstruct structure and
behavior, recognize patterns, and investigate possible mechanisms. In observability, we consider what
can be inferred from the outputs available from a system. These activities can be composed. A metric may

lead to a trace, a trace to a memory dump, and dump analysis to a debugging experiment.

The sources for early diagnostic practices include machine manuals, operator records, local utilities, and
accounts by their developers. Later periods provide more research papers and product documentation,
although the terminology is not always consistent. We therefore follow capabilities as well as names. A
breakpoint remains a selected observation point even when its interface changes from a console
command to a source editor. Similarly, an operator log and a structured event stream both preserve

selected information about activity that has already occurred.

Software diagnostics shares an analysis process with medicine and other engineering disciplines. We
observe signs, collect additional information, consider possible explanations, and choose further tests or
interventions. However, software is also a model of a required or imagined system. A failure may arise
from anincorrect instruction, an invalid state, an interface mismatch, resource exhaustion, an unexpected
interaction, or an incorrect requirement. The relevant mechanism depends on the level at which we

consider the problem.

A debugger provides one means of obtaining and interpreting evidence. For example, a breakpoint may
show the value of a variable, but more information is needed to explain why a service missed a response-

time objective. A memory dump may preserve a corrupted heap without preserving the earlier write. A
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request trace may omit a resource leak that developed over several hours. An error message may describe

a consequence of the original problem. The choice of artifact therefore follows the diagnostic question.
The following working definitions separate neighboring practices:

¢ Testing checks software against expectations using selected inputs, properties, models, or other
oracles.

¢ Debugging investigates and corrects software defects, commonly using controlled execution and
experiments.

¢ Monitoring collects and evaluates selected indicators of software or service behavior.

¢ Diagnostics analyzes evidence to identify structural and behavioral problems, their possible
mechanisms, and the information needed for further investigation.

¢ Forensics reconstructs past activity from artifacts, with particular attention to provenance,
integrity, and the requirements of the investigation.

¢ Observability concerns the extent to which internal behavior can be inferred from available
outputs. In software practice, these outputs may include traces, metrics, logs, profiles, and
contextual information [42].
The boundaries depend on how an artifact is used. A compiler warning may prevent a later failure or help
explain one that has already occurred. A performance profile may explain a timeout without any crash.
An incident report may become input to another analysis or a source of new checks. We therefore

consider these practices together while retaining the questions that distinguish them.

We also need to specify what we mean by a root cause. A complex incident can involve a triggering event,
a latent defect, an unsuccessful safeguard, and a change in the operating environment. Each may explain
part of the incident. A useful diagnosis identifies the mechanism and the level of explanation, states the

remaining uncertainty, and indicates what additional evidence would support or contradict it.

The location where a failure appears may differ from the location where its mechanism started. Consider
a pointer overwritten in one thread and later used by another. The second thread exposes the invalid
state, but its stack alone does not identify the earlier write. At a higher level, an edge service may report
a timeout caused by a queue elsewhere. In both cases, we extend the analysis beyond the immediate

symptom and look for the relevant relationships.

2. Physical Diagnosis Before Stored Programs

Before electronic computing, machinery was diagnosed through inspection, measurements, and
controlled substitution. Telegraphy and electrical engineering added circuit diagrams, test points, and

instruments for checking signals and connections. Early calculating machines required similar work. A
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failed calculation could result from a contact, relay, connection, or control setting. The physical

arrangement of the machine was part of the evidence.

The Harvard Mark Il logbook provides a well-known example. In 1947, an insect was found in a relay and
attached to the logbook with the annotation “first actual case of bug being found.” The Smithsonian
record explains that the technical use of bug preceded this incident [1]. The record is therefore evidence

of an actual obstruction and of the terminology already used by the computing group.

Early electronic machines exposed state through lamps, switches, oscilloscopes, registers, and printed
records. An operator could halt execution, inspect memory, alter an instruction, and continue. Such
observations were close to the machine representation. They showed individual values, but the analyst
still had to connect those values to the intended calculation. This separation between observation and

interpretation remains present in later debuggers.
Several reusable diagnostic methods can already be discerned:

e Expose state through test points, indicators, or printed values.
¢ Localize a problem by changing one condition or substituting a known working component.
e Record observations, attempted changes, and their results.

Similar methods appear in later software investigations. Probes expose selected state, configuration
changes test hypotheses, and incident timelines record the sequence of observations and interventions.

Their implementations differ, but we can recognize the same analysis operations.

Physical fault isolation also required a useful classification of problems. Technicians distinguished power
from logic, components from connections, and repeatable from intermittent behavior. Schematics and
measurements supported these distinctions. In software, dependency maps, interface checks, and

comparisons between working and failing configurations serve related purposes.

Early computing did not provide a clean separation between hardware, programs, and operation. A relay,
a misread card, an incorrect instruction, or a wrongly loaded program could produce a similar failed
calculation. Later specialization created separate hardware, development, and operations roles. However,
firmware, virtualization, accelerators, and distributed infrastructure still require analysis across these

levels.

The Mark Il record also illustrates an early diagnostic artifact collection. The page contains a time, an
observation, and the physical object associated with the malfunction. Its interpretation depends on their
relationship. A contemporary incident package may contain a problem description, a memory dump, a
trace, and an analysis report. The general requirement is the same: preserve enough context to explain

why the artifacts belong to one investigation.
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3. Stored-Program Diagnosis and Postmortem State

In a stored-program computer, instructions and data share memory. A wrong operation can therefore
change both the calculation and the evidence available for its analysis. Early programs were loaded and
executed during limited machine sessions, often without convenient interactive access. Programmers
needed checking routines and selective output that would help them reconstruct an unsuccessful run

afterward.

EDSAC provides an early documented example. Stanley Gill described methods for diagnosing
programming mistakes in 1951 [2]. In the same year, Maurice Wilkes, David Wheeler, and Gill included
error diagnosis in The Preparation of Programs for an Electronic Digital Computer [3]. Diagnostic work was

already being presented as a subject that programmers could study and practice systematically.

The methods included checking routines and selected information about memory and execution. Their
design was constrained by available machine time and output facilities. Recording more detail could help
an investigation but also make a run more expensive. This remains a familiar artifact acquisition problem.

We must choose what to capture before knowing exactly which part will explain the failure.
Several later diagnostic concepts can be related to these practices:

e Checks and assertions test expected relationships at selected execution points.
e Selective tracing records particular values or control transfers.

e Postmortem analysis examines state preserved after a run or failure.

¢ Symbolic interpretation connects recorded values to program concepts.

e Reproduction and retesting check whether the same conditions produce the problem after a
change.
Batch execution could make reproduction more manageable than in a distributed system, but it did not
make every observation free of interference. Diagnostic output used storage and processing time and
could change the conditions of execution. Later terms such as probe effect and Heisenbug describe
particular manifestations of this more general difficulty. Instrumented execution and the execution we

intended to observe are not automatically equivalent.

By 1963, the EDSAC 2 work described diagnostic facilities in source-language terms for Autocode programs
[4]. This reduced the amount of machine-level reconstruction required from the programmer. Later
symbol tables, source maps, type information, and unwind records extend this approach. They provide

mappings from execution artifacts to the abstractions used during software construction.

Memory dumps supported another separation. Once the relevant state had been printed or saved,

analysis could continue without occupying the original machine. Artifact acquisition and artifact analysis
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became distinct activities. This arrangement made it possible to send evidence to another analyst and

later to collect failures centrally from many machines.

A saved state still differs from an execution history. A dump may contain the final instruction and damaged
data while omitting the earlier operation that produced them. Additional checks and trace output can
reduce this gap. Throughout the history that follows, we return to the relationship between a memory

snapshot and the sequence of events from which it arose.

4. Interactive and Symbolic Debugging

Interactive computing allowed the programmer to intervene during execution. We could stop at a selected
point, inspect state, change a value, and continue. Consoles, displays, time-sharing systems, and symbolic

assemblers made this process more convenient than repeatedly submitting a modified batch program.

Early symbolic debuggers provided operations that remain recognizable: breakpoints, single stepping,
register and memory inspection, value modification, and symbolic address display. Their command

languages differed, but they combined control over execution with a means of examining its current state.

Symbols allowed an address to be interpreted as a routine or variable. Interactive control also shortened
the interval between a hypothesis and its test. For example, an analyst could stop before a suspected
overwrite, check an invariant, move the observation point, and repeat. This progressively narrowed the

part of execution requiring detailed analysis.

A debugging session could itself be preserved as an artifact. Command histories, terminal output, and
scripts recorded parts of the investigation. Later facilities included conditional breakpoints, watchpoints,
expression evaluation, stack unwinding, remote targets, and reverse execution. Graphical interfaces

provided additional views of threads, frames, and variables without changing the need to interpret them.

Interactive investigation has several constraints:

A reported failure may not reproduce while a debugger is attached.

Stopping execution may change thread scheduling or interactions with external systems.

Compiler optimization may remove or rearrange source-level objects.

A production process may be unsuitable for suspension.
¢ Observed state still requires analysis to distinguish a cause from its consequences.

These constraints explain the continuing use of postmortem artifacts. Interactive debugging supports
experiments with a running program. A dump preserves selected state from a particular execution,
including an execution that cannot easily be repeated. We often need both forms of access during one

investigation.

— 10 —
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The Computer History Museum’s PDP-1 collection documents the development of interactive programs,
editors, and debugging facilities in the same computing environment [58]. Direct access to a running
computation changed how programmers investigated mistakes and how quickly they could check a

proposed correction.

Historical sources use several expansions of DDT. The Computer History Museum finding aid records DEC
Debugging Tape [58]. DEC’s PDP-8/I manual uses Dynamic Debugging Technique [59], and the CP/M
manual uses Dynamic Debugging Tool [60]. These sources should be distinguished when discussing the
name. The debugger operations included examining and changing locations, setting stops, and continuing
execution. Symbols connected addresses to names, and selected stops allowed the programmer to

inspect state along an execution path.

Interactive Lisp systems provided a related approach at a higher level of abstraction. A read-evaluate-print
loop and inspectable data allowed parts of a program to be investigated within its language environment.
Quam’s 1969 LISP debugging system documented interactive facilities beyond assembly-language
inspection [61]. The environment could retain program context while the programmer examined behavior

and changed definitions.

Such interaction also changes the system being investigated. Printing consumes resources, suspension
changes timing, and modifying a value changes the subsequent execution. We therefore need to record
these interventions when interpreting a debugging session. Production tracing, profiling, and replay later

addressed different parts of the same observation problem.

5. Source-Level Debuggers and Debugging Interfaces

A source-level debugger uses additional information to map machine execution to source files, lines,
scopes, variables, and types. The mapping is partial. An optimizer may combine operations, inline a
function, eliminate a variable, or move its value between storage locations. Consequently, one source line
may correspond to several instruction ranges, and some values may be unavailable at a chosen stop.

Analysis of optimized code must take these transformations into account.

Unix environments provided command-line debuggers such as adb and dbx. GDB extended source-level
and machine-level debugging across languages and targets. Its facilities include breakpoints, watchpoints,
frames, expression evaluation, core-file analysis, process attachment, remote targets, and scripting

[62][63]. Commands could also be combined into repeatable analysis procedures.

Integrated development environments arranged these facilities around source editors, stack panes,

variable views, and breakpoint controls. Build settings and symbol information could be shared with the

— 11 —
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debugging session. This reduced navigation between separate tools, although interpretation still

depended on the debugger engine, runtime, and compiler information.

The Debug Adapter Protocol defines messages between a development tool and a debug adapter [64]. It
separates the user interface from debugger-specific operations. Remote debugging introduces another
boundary, where a target or stub exposes state and execution control. Both arrangements require care
with capabilities, timing, and access permissions. A uniform interface does not make every target capable

of the same observations.

Debugging Information and Source Maps

Symbolic debugging depends on a correspondence between executable code and the concepts used to
construct it. Debugging information can describe source locations, types, scopes, variable locations, and
the information needed to reconstruct calls. DWARF provides a standardized representation of many such
relationships; its fifth version was published in 2017 [122]. This information is especially significant for
optimized code. A source variable may have several locations during execution, exist only as a computed
value, or no longer be available. A source line may correspond to several instructions, and their execution
order may differ from a simple reading of the source. We therefore need to distinguish the source

representation, the generated program, and the reconstruction presented by the debugger.

Source maps provide another mapping between generated artifacts and their sources. They are useful
when JavaScript has been bundled or minified, when a language has been compiled to JavaScript, and in
other transformations covered by the format. Ecma standardized the source map format as ECMA-426 in
December 2024, documenting practices that already existed [121]. For diagnostics, the map must
correspond to the particular generated artifact. Applying a map from another build can produce a
plausible but incorrect source location. The generated file, its identity, and the associated map therefore

belong to the same diagnostic artifact collection.

Browser Execution and User Experience

Web applications introduced a diagnostic boundary between service execution and the user’s browser. A
successful HTTP response does not establish that a page became usable. Name resolution, connection
setup, redirection, document processing, script execution, and resource loading can contribute different
delays. The W3C Navigation Timing Recommendation of 2012 exposed timing information for stages of
document navigation through a browser interface [120]. Such measurements allowed investigation to
include the client’s view of a request, instead of relying entirely on server records. They also made it

necessary to identify which event a reported duration actually measured.

— 12 —
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Consider a page whose server trace ends normally while a client-side exception prevents a control from
appearing. We need the browser error, the relevant generated code and source map, the application
version, and the sequence of user activity. A backend trace alone cannot supply these artifacts.
Conversely, a browser timeout may be explained by a delayed dependency on the server. The analysis
crosses the boundary by relating identities and intervals, while retaining the different meanings of the

observations on each side.

— 13 —
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PART Il

Software Engineering and Diagnostic Practice

6. The Software Crisis and Formal Analysis

During the 1960s, operating systems, compilers, and business applications increased in size and
complexity. Their development involved more people, interfaces, and changes. The 1968 NATO
conference discussed the resulting difficulties under the heading of software engineering [5]. Failures
were considered in relation to project organization and software construction as well as individual

programming mistakes.

This wider scope affected diagnostics. Structured programming, modular design, information hiding,
inspections, testing, and configuration management attempted to prevent defects and make remaining
problems easier to localize. The structure of a program influenced the structure of its investigation. A well-

defined interface could become a useful boundary for a check or a diagnostic experiment.

Dijkstra’s notes on structured programming emphasized the limitation of testing as evidence of
correctness [6]. Hoare’s axiomatic approach described relationships between assertions and program
operations [7]. Preconditions, postconditions, and loop invariants also have a diagnostic use. They state
what should hold at particular points, so a detected violation can locate an invalid transition more closely

than a later crash.

Static analysis provided another source of diagnostic information. Johnson’s lint checked C programs for
suspicious constructs, inconsistent types, and portability problems [10]. McCabe related control-flow
structure to test and maintenance complexity [11]. These methods examined program artifacts before a

production failure, although their output could also help explain an observed problem.
Dependability terminology provides a more precise distinction between fault, error, and failure [124]:

A fault is a judged or hypothesized cause of an error. An error is a part of the system state that may lead
to a service failure. A failure occurs when the delivered service no longer satisfies the specified correct

behavior. A code defect is one possible fault.

The boundary of the system matters. A failure of one component may become a fault affecting another
component. Diagnostics commonly starts with a visible failure and investigates the states and conditions

leading to it. Testing selects conditions under which failures may become visible. Formal analysis examines

— 14 —
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the behavior permitted by a model. These activities use different starting points and can inform one
another [124].

Brooks’s discussion of essential and accidental complexity places these methods in perspective [55].
Better tools can remove avoidable work and expose useful evidence. They do not remove the need to
understand the required behavior and the relationships among components. Diagnostic improvements

therefore depend on both tools and the models used by their analysts.

Abstract interpretation provided a mathematical framework for approximating program behavior [77].
Model checking made it possible to explore finite-state models against temporal properties; Clarke and
Emerson’s early work addressed synchronization structures [78]. A warning or counterexample obtained
this way is another analysis artifact. Its meaning depends on the model, the property, and the assumptions

used to represent execution.

Static analysis also used repeated code behavior to infer likely rules. Engler and colleagues examined
deviations from common patterns in systems code as possible defects [79]. This reduced dependence on
a separately written specification. However, a frequently repeated practice can still be wrong, and an

unusual construct can be intentional. A detected deviation provides a reason for investigation.

Static results and runtime observations support different conclusions. A runtime trace describes selected
events from a concrete execution. A sound analysis may rule out a behavior within its stated model, while
an approximate warning may include paths that cannot occur. We can use static warnings to choose
instrumentation, runtime artifacts to refine a model, and incident findings to introduce additional

properties for checking.

Program Slicing

Program slicing made the selection of relevant code an explicit analysis problem. Weiser’s 1984 paper
described slices that preserve the behavior relevant to selected variables at a selected program point
[113]. Data dependencies relate a value to the operations that supply it, while control dependencies relate
execution to decisions that govern it. A slice can therefore help us investigate an incorrect result without
initially examining every statement. Static slicing considers possible execution within an analysis model;
dynamic slicing restricts the question to a particular execution. Neither form automatically identifies the
defective statement. The result is a smaller representation of relevant dependencies that still requires

interpretation.

For example, an incorrect total may depend on an earlier conversion, a loop bound, and a branch that
selected one collection of records. Looking only at the final addition can miss these relationships. The
slicing question is therefore different from asking which line last wrote the variable. We ask which parts

of the computation could have contributed to the value under consideration.

— 15 —
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Algorithmic and Question-Oriented Debugging

Shapiro’s Algorithmic Program Debugging, published as a book in 1983, developed diagnosis through a
representation of computation and an oracle that judges whether particular results are correct [114]. In
its logic-programming setting, the process can narrow the search by asking questions about
subcomputations. The oracle may be a person who knows the intended behavior. This separates an
important source of knowledge from the mechanics of execution: the program records what happened,
while the oracle supplies judgments about what should have happened. Incorrect or unavailable

judgments limit the resulting diagnosis.

The Whyline work presented in 2004 provided a debugging interface for questions about why an observed
behavior occurred and why an expected behavior did not occur [115]. Its original setting was the Alice
programming environment, where recorded execution and program dependencies supported the
answers. This is a different way to organize access to debugging information. Instead of starting with a
command for inspecting a variable or stack, the programmer starts with a question about behavior. Later
conversational debugging has a related interface objective, but a language model’s proposed answer still

needs to be connected to actual execution evidence.

7. Mainframes and Memory Dump Analysis

Multiprogramming operating systems introduced standardized messages, termination codes, and
diagnostic artifacts. In IBM mainframe environments, an abnormal end, or ABEND, could be associated
with registers, program status words, storage dumps, and job information. The 1967 System/360 operator
guide documents messages and abnormal-end storage dumps as part of normal system operation [8]. This

made failures available for a structured support process.
The process could involve several roles and transformations:
e An operator observes a termination or another service problem.
e The system or operator captures state and identifying information.
e Support classifies the problem and checks existing knowledge.
e An analyst reconstructs relevant structures from registers, stacks, control blocks, and memory.
e Engineering investigates the mechanism and supplies a correction or requests additional artifacts.

A memory dump preserves selected state over a capture interval. Depending on its type, it can contain
stacks, heaps, modules, handles, thread information, buffers, and operating-system structures. We often

treat it as a snapshot, but capture is not automatically instantaneous or globally consistent. The earlier

— 16 —
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operation that damaged a structure may also be absent. Both the contents and the acquisition method

constrain subsequent analysis.

Unix core files and later desktop crash dumps extended this workflow to other platforms. A debugger
could use related commands against live memory and saved state. Correct interpretation requires
matching executables and debugging information. A stack resolved with the wrong symbols can look
plausible while referring to another build. Symbol archives, module identities, and retained binaries

therefore became part of diagnostic infrastructure.

Desktop crash collection included tools such as Dr. Watson and Windows Error Reporting. A minidump
stores a selected subset of process information so that capture and transfer can be practical on an end-
user machine [34]. The MiniDumpWriteDump interface allows the caller to choose categories of data to

include [35]. This makes the capture policy an explicit part of the artifact.

Larger dumps may avoid a request to reproduce the problem again, but they also increase collection time,
storage, and exposure of process data. Smaller dumps reduce these costs while increasing the possibility
of missing relevant memory. Capture tiers, sampling, retention rules, and escalation procedures
developed around this choice. The right artifact depends on the problem and the conditions under which

it can be acquired.
We can classify commonly available dump information by its diagnostic use:
e Registers and exception records describe the immediate execution context.
e Stacks provide evidence of nested calls, subject to unwind and optimization constraints.
¢ Modules and symbols connect addresses to code, names, and builds.
e Heaps and object graphs expose current allocation and reference structures.
¢ Threads and synchronization objects help identify waits, deadlocks, and resource dependencies.
e Operating-system structures connect execution to files, sockets, devices, and kernel activity.
e Strings and buffers may retain earlier requests, messages, or configuration values.

From these values, the analyst reconstructs a model of the system. We identify objects and relationships,
compare them with expected structures, and consider mechanisms that could explain the differences. The
faulting thread is only one part of that model. Likewise, a recognizable stack or exception signature can

guide the analysis without uniquely identifying its cause.

Dump formats preserve different subsets of state. Linux documents its core generation and filtering rules
[65]. Windows minidumps provide selectable categories of process information [34][35]. Managed

runtimes require further information about objects, generated code, and garbage collection. A file called
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a dump therefore needs to be identified by its format, scope, and acquisition policy before its apparent

omissions are interpreted.

8. Unix Diagnostic Tools and Composition

Unix provided a set of abstractions around which many diagnostic tools could be combined. Files,
processes, pipes, signals, and command interpreters were central to the system described by Ritchie and
Thompson [9]. A working investigation could use a debugger, disassembler, process listing, symbol
inspection, text search, and a shell script. The tools produced artifacts that could become input to other

tools.

Such composition made evidence transformations easy to repeat. Output could be filtered, sorted,
compared, and summarized. A command sequence could be saved and applied to another artifact or
another machine. This supported both investigation and the construction of diagnostic procedures from

previously successful analysis steps.

Profiling addressed resource consumption. The gprof work combined sampled program-counter
information with calling relationships [12]. A profile could therefore distinguish the cost of a function from
the contexts in which it was called. A frequently executed function might require investigation of its callers

even when its own implementation was efficient.
Several recurring profiling methods are visible here:

¢ Sampling estimates aggregate behavior without recording every event.
e Call and stack context support attribution beyond a single counter.
e Comparison across workloads, builds, or time intervals helps identify significant differences.

Unix also made diagnostic facilities available in the operating environment. An analyst could examine a
core file, a system log, process statistics, and network behavior on related machines. This required
movement between program code and operational evidence well before later organizational terms such

as DevOps became common.

Core collection gradually acquired its own management facilities. Linux core generation depends on
signals, limits, dumpability, naming rules, namespaces, and handlers [65]. A service such as systemd-
coredump can associate an image with metadata and retention policies. The original artifact remains

important, but its collection and later availability are also engineering concerns.

System-call tracing selects an abstraction boundary between a program and the operating system. File
access, process operations, memory mappings, and network requests have recognizable interfaces even

when application source is unavailable. Tools such as strace can therefore provide useful evidence without
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instruction-by-instruction investigation. The choice of boundary often determines how much raw data

must be interpreted.

A useful diagnostic pipeline can later become a script, a support utility, or a monitoring check. This
movement from a particular investigation to a reusable procedure is also present in debugger scripts,
notebooks, telemetry queries, and diagnostic agents. In each case, we need to preserve the assumptions

under which the transformation produced a meaningful result.

9. Performance Diagnostics and Resource Attribution

A program may produce the expected output and still have a performance problem. It can exceed a
deadline, consume too much memory, or stop making useful progress under load. Performance
diagnostics examines the relationship between work and the resources used to perform it. We need to

identify both what was measured and the conditions under which the measurement was obtained.

Statistical profiling estimates where execution time is spent by sampling instructions or stacks.
Instrumentation records selected entries, exits, allocations, or other events. The two methods provide
different kinds of evidence and impose different costs. As discussed in Chapter 8, gprof combined

sampling with calling information to relate function costs to their contexts [12].

Several distinctions are important when interpreting profiles. Inclusive time includes work performed by
callees; exclusive time separates it. Wall time includes periods when a thread is waiting, whereas thread
CPU time measures its execution. An average does not describe the slowest requests. An aggregated stack
display does not retain the order of all sampled events. The measurement must therefore be connected

to a workload, a time interval, and a particular performance question.

Hardware performance counters added observations of cycles, cache behavior, branch prediction, and
other processor events. Tools such as perf combined these measurements with software events and stack
sampling. However, access to performance information can also expose execution context. Linux
documents permissions and data exposure as part of perf security [104]. The collection method belongs

in the interpretation of the profile.

A locally expensive operation is not always the operation that determines the user-visible delay. It may
execute outside the relevant path or overlap other work. Conversely, a short operation repeated many
times may contribute most of the total cost. We therefore relate local measurements to the organization
of the computation. Distributed traces, queue measurements, and critical-path analysis extend this same

requirement to multiple processes.
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Tail Latency and Query Plans

Distributed performance also requires attention to the distribution of durations. Dean and Barroso’s 2013
discussion of the tail at scale explained why infrequent slow operations become significant when a request
depends on many components [123]. A mean can conceal this behavior. We need to know the population
represented by a percentile, the interval of aggregation, and the relationship between local work and the
complete request. Percentiles from separate services cannot simply be added to obtain an end-to-end
percentile. A trace of a slow request and a latency distribution answer different questions: one describes

a particular execution, while the other describes a selected population.

Databases provide another form of performance artifact: the query plan. PostgreSQL’s EXPLAIN describes
the plan selected by its optimizer, including estimated rows and costs. EXPLAIN ANALYZE executes the
statement and adds observations from the actual execution [130]. Differences between estimated and
observed row counts can direct attention to the assumptions behind plan selection. The analyst must
retain the query, schema, data conditions, parameters, and relevant settings. The latter command is an
experiment with effects: it runs the statement and can modify data when the statement does so. An
estimated plan, an observed execution plan, and a production workload therefore need to be

distinguished.

10. Logs and Event Systems

A running production system must preserve information for people who are not present at the time of a
problem. Logging provides a way to record selected decisions, states, and events. Text messages were
easy to emit and inspect, but their usefulness depended on the information chosen by developers and

retained by the surrounding system.

BSD syslog separated event generation from collection and routing. RFC 3164 documented an existing
practice in 2001 and described its Berkeley origins [16]. Facility and severity fields provided a small shared
classification. Remote collection made records available outside the originating host, including after some

host failures. It also enabled comparison of events from several machines.

Windows Event Logging provided a centralized service with application, security, and system logs; its
infrastructure was redesigned in Windows Vista [17]. Additional channels and ETW providers later
extended the available information. In these systems, the component producing an event and the service

storing or presenting it could evolve separately.
This separation also introduced diagnostic constraints:

¢ Unsynchronized clocks can give a misleading event order.
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¢ Different components can use severity levels differently.

e Missing or reused identifiers can prevent correct correlation.

¢ Changed message templates can disrupt comparison across versions.
¢ Buffering, sampling, rotation, and loss can remove relevant messages.
¢ Recorded values can expose sensitive information.

e Formatting and transporting messages can affect execution.

¢ An uninstrumented condition can remain absent from the log.

Structured logging addressed some of these constraints. Records acquired explicit timestamps, process
and thread identities, service and build information, and request identifiers. Named fields supplemented
message text and supported indexing and comparison. Retention and access policies became part of the

design because a useful operational record could also contain customer or application data.

Crash collection followed a related development. A report could be associated with a build, resolved with
retained symbols, classified by a signature, and compared with reports from other machines. This allowed
an analyst to investigate relationships between failures and versions, drivers, devices, or configurations

that were difficult to discern from one dump.

Such grouping requires interpretation. The same instruction can expose corruption produced by different
defects. Conversely, one defect may lead to several crash locations. Signature counts therefore support
prioritization and hypothesis generation. Representative artifacts and additional context are needed to

determine whether a group has a shared mechanism.

Both logging and crash collection made diagnostic preparation part of product development. Error
messages, event fields, identifiers, symbols, and support artifacts had to remain useful when the original

developer was unavailable. The quality of later analysis depended partly on these earlier decisions.

A log records a selected history of execution. The developer chooses the observation points and the
information attached to them. Collection infrastructure further determines buffering, ordering,
transformation, and retention. We must therefore distinguish an event in the system from a message

about that event and from the message finally available to the analyst.

RFC 5424 specified a syslog format with structured data and explicit fields for time, application, process,
and message identity [70]. RFC 5848 added mechanisms for authentication, integrity, sequencing, and
detection of missing messages [100]. These developments addressed the reliability of the record as well

as its readability.

ETW supports dynamically enabled kernel and application events through providers, sessions, controllers,

and consumers [71]. Microsoft describes the integration of event logging and ETW in the Windows Vista
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eventing architecture [101]. This provided a common way to collect selected events at rates and levels of

detail that would be difficult to manage through ordinary printed messages.

Apple’s unified logging provides another implementation of structured collection, selective persistence,
and privacy controls [99]. Such designs separate efficient event capture from later presentation. The
analyst consequently depends on the relevant schemas, decoding information, and version identities to

interpret the stored data correctly.

Studies of industrial logging practices examined where developers place log statements and what those
statements reveal [72]. More output does not necessarily provide better evidence. Repeated messages
can obscure significant transitions, while missing identifiers can prevent reconstruction. We need events
that distinguish plausible explanations of the problem and remain interpretable across the components

involved.

11. Crash Reporting Across Software Populations

Software distributed to many machines fails under configurations unavailable to its developers.
Automated crash reporting collects artifacts from these executions so that individual failures and their

distribution can be investigated together.

A reporting pipeline detects a termination, captures and transfers an artifact under the collection policy,
and associates it with retained symbols. The backend reconstructs stacks and groups signatures. Incorrect

build identity or symbolication can separate related failures or combine unrelated ones.

The Windows Error Reporting study describes billions of reports and comparisons across crash buckets,
modules, and hardware [66]. Such comparisons show affected populations, associated attributes, and
changes after an update. Detailed investigation of selected dumps supplies additional evidence about the

mechanisms.

Breakpad separated capture from processing and stack reconstruction [67]. Crashpad added an external
handler, a local report database, and annotations around minidump interchange [68]. Apple’s reports

likewise connect exceptions and stacks to device and binary context [69].

Frequency alone does not establish importance or cause. A rare failure may be severe, and one signature
may contain several mechanisms. We therefore move between population comparisons and individual

artifacts, retaining the collection and grouping policies needed to interpret both.
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PART 11l

Methods for Observing Software Behavior

12. Dynamic Analysis and Early Detection

Dynamic analysis adds observations or checks while a program executes. This can reveal an invalid
operation before its consequences have spread through memory or other components. The additional
information is obtained at a cost in execution time, memory, or changed timing. We therefore consider

both the detected condition and the conditions of observation.

Purify, described in 1992, inserted checking instructions into object code to detect memory access errors
and leaks [20]. It associated ordinary execution with additional information about valid memory use. This

could identify an invalid access closer to its occurrence than a later failure caused by damaged state.

Eraser instrumented binary code and checked shared-memory access and locking behavior at run time
[21]. Its 1997 account illustrates a different diagnostic property. A run may return the expected result
even though its synchronization permits a race. We therefore need information about relationships

between accesses, not only the values that happened to result in one run.

Valgrind provided a framework for dynamic binary instrumentation, with tools such as Memcheck
maintaining additional state about memory [30]. AddressSanitizer combined compiler instrumentation
with runtime support for detecting important classes of memory errors [33]. These approaches made
invalid accesses available as explicit diagnostic events while differing in coverage, overhead, and build

requirements.
We can distinguish several ways of introducing such observations:

e Source or compiler instrumentation adds checks while source-level structure is available.

e Binary instrumentation observes or rewrites executable operations.

¢ Interposition observes selected library, allocation, synchronization, or I/0 boundaries.

e Hardware facilities provide watchpoints, counters, trace information, or memory protection.

Each method has a particular scope. Compiler instrumentation requires a suitable build. Binary analysis
must interpret the executable representation and may add substantial overhead. Interposition observes
only the selected interfaces. Hardware facilities depend on the processor and have limits of their own.

The choice follows the suspected problem and the environment in which it can be reproduced.
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Generated inputs and reduced examples provide additional support for dynamic investigation. Fuzzing
explores inputs that a developer may not have anticipated. Delta debugging searches for a smaller set of
circumstances that still produces a failure [22]. A reduced input or configuration can then be analyzed

with a debugger, sanitizer, or another more expensive observation method.

The interval between an invalid operation and its detection affects diagnostic complexity. During a long
interval, corrupted state may propagate and the original context may disappear. Assertions, sanitizers,
and invariant checks can shorten this interval by exposing the first violation they are capable of detecting.

Their output connects a concrete operation to an expected property.

Static, dynamic, and postmortem analysis cover different information. Static methods consider modeled
possibilities. Dynamic methods observe particular executions. Postmortem methods reconstruct state
preserved by a capture process. An investigation can use all three, especially when one method identifies

a question that another can answer more directly.

For example, an ordinary crash may occur inside an allocator after earlier heap corruption. A sanitizer may
identify an invalid write closer to the start of the mechanism. A race detector may identify conflicting
accesses before the resulting value causes a visible failure. Earlier detection changes the artifact available

for analysis and can reduce the number of possible explanations.

However, an instrumented run does not cover every execution. A detector can miss relevant behavior,
and a changed build or schedule can alter the problem. Findings therefore need to be related to the
production configuration. Preserved inputs, build identities, and repeated checks help establish that a

detected violation explains the originally reported failure.

13. Fuzzing and Automated Fault Localization

Fuzz testing systematically supplies inputs that may violate a program’s assumptions. Miller, Fredriksen,
and So’s 1990 study applied random input to Unix utilities and documented failures [73]. The work showed
that apparently simple input generation could expose problems missed by ordinary use and existing

testing.

Coverage-guided fuzzing uses execution feedback to retain inputs that reach additional behavior.
LibFuzzer combines a target harness, an input corpus, compiler feedback, and failure detectors such as
sanitizers [74]. The resulting input is a diagnostic artifact. Its usefulness depends on retaining the

corresponding build, invocation, and environment so that the observed failure can be investigated again.

Delta debugging reduces a failing input, change, or configuration while repeatedly checking whether the

symptom remains [22]. The result is minimal relative to the reduction method and oracle, and need not
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be the smallest possible example. It shows that the retained circumstances are sufficient for the observed

failure under the tested conditions. The mechanism still requires analysis.

Spectrum-based localization compares test outcomes with coverage to rank program elements. Tarantula
visualized these relationships [23]. Statistical bug isolation similarly examined predicates associated with
failing executions [28]. Such rankings help choose where to investigate. A highly ranked element may

participate in the failure without being the location of the underlying defect.

Automated repair extends the process by searching for a program change that satisfies available checks.
A passing test suite does not establish that the intended behavior has been restored in all relevant cases.
A proposed patch may remove a symptom or fit an incomplete oracle. We therefore retain the failing
example, examine the mechanism, and test the correction against additional expectations and

counterexamples.

Properties and Symbolic Execution

Property-based testing provides an oracle in the form of a property that generated inputs should satisfy.
QuickCheck’s 2000 work applied this approach to Haskell programs, with generators controlling the input
data used in randomized tests [127]. A failed property supplies a concrete starting point for diagnosis.
However, the meaning of success depends on both the property and the generated population. A property
may omit a required behavior, and a generator may rarely produce the conditions that expose a defect.

The test definition and the generated input are therefore part of the diagnostic evidence.

Symbolic execution explores another relationship between inputs and execution paths. KLEE, presented
in 2008, used symbolic execution and constraint solving to generate inputs for complex systems programs
[128]. Instead of choosing only concrete input values in advance, the analysis accumulates conditions
associated with a path and seeks values that satisfy them. A generated test can then expose a particular
path or failure. The approach depends on the modeled environment and available resources; the number
of paths can grow rapidly. Reexecuting a generated input in the intended environment helps establish

that the reported problem is not merely a consequence of the analysis model.

14. Concurrency and Record-and-Replay

Concurrent execution depends on scheduling, interrupts, I/0 completion, synchronization, and memory
ordering. A repeated invocation can therefore follow a different path even with apparently identical input.
A breakpoint or additional logging may change the schedule enough to remove the visible problem.

Reproduction becomes a diagnostic task of its own.
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Record-and-replay captures information needed to reproduce an observed execution. Depending on the
system, this includes input values, system-call results, signals, and scheduling decisions. The recorder must
define which sources of nondeterminism it controls. A successful replay provides a stable execution

against which the analyst can apply new observation points.

The rr project demonstrated deployable recording and deterministic replay for supported Linux workloads
[75]. Its design uses particular hardware and execution constraints, including control over thread
execution. During replay, an analyst can revisit the same state, introduce breakpoints, and investigate
earlier changes. These operations concern the recorded execution; they do not demonstrate that all

possible executions have been covered.

Microsoft’s Time Travel Debugging records a user-mode process for later navigation in WinDbg [76]. An
investigation can begin at an observed invalid state and move backward toward earlier operations
affecting it. This reduces dependence on guessing the right breakpoint before a difficult reproduction

attempt.

Recording has its own limits. Artifacts can become large, external services may remain outside the
recorded scope, and unsupported sources of nondeterminism can prevent faithful replay. Trace data can
also contain sensitive process information. We therefore need to preserve the recorder version,

configuration, coverage, and integrity alongside the execution history.

Systematic Exploration of Schedules

Concurrent programs add scheduling choices to the conditions of reproduction. CHESS, described in 2008,
systematically explored thread schedules and preserved the schedules that exposed failures [118]. This
differs from repeatedly running the same stress test and hoping that a rare interleaving occurs again. It
also differs from replaying one previously recorded execution: schedule exploration searches for other
behaviors within the supported execution model. The search is bounded, and operations outside the
model can restrict what is explored or reproduced. For diagnosis, the useful artifact includes the failing
schedule together with the program and test conditions that give it meaning. A stack snapshot can show

threads after a failure; a controlled schedule can help explain the ordering that led there.

15. Embedded and Constrained-Environment Debugging

An embedded controller, kernel, or mobile application may not support the same diagnostic methods as
a desktop process. Memory and storage can be limited. A kernel failure can damage the services required
for capture. A real-time system may become incorrect merely because execution is stopped. These

conditions influence both artifact acquisition and the analysis that can follow.
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In-circuit emulators, JTAG interfaces, breakpoints, watchpoints, and hardware trace units provide access
when software cannot report its own state. Raw registers and addresses still require interpretation.
Symbols, calling conventions, task information, and runtime structures connect hardware observations to

software behavior.

Kernel debugging can use a separate machine and a serial or network connection. Production
investigations often depend instead on crash dumps or event buffers. The capture path must work with
limited assumptions because locks, allocators, drivers, or filesystems may already be involved in the
failure. This illustrates a general acquisition requirement: consider the failure dependencies of the

diagnostic mechanism itself.

Mobile crash and device reports include information about threads, binaries, operating-system versions,
and termination conditions [69]. Watchdog or responsiveness failures may require a different
interpretation from an unhandled exception. Retained symbols and device context are needed to connect

a customer report to the relevant program representation.

A flight recorder keeps a bounded history of selected events, often using a circular buffer. A trigger or
explicit request preserves the recent contents for analysis. This provides pre-failure information at a
predictable storage cost. However, the analyst must know the recording interval, enabled event classes,

and whether the relevant history was overwritten or dropped.

Managed Runtime Flight Recorders

Managed runtimes also developed event recording facilities that preserve recent execution information.
JDK Flight Recorder was integrated into OpenJDK through JEP 328 for JDK 11 in 2018; the technology had
existed before this integration [117]. Its event framework and recording buffers make selected JVM and
application activity available for later analysis. Depending on configuration, a recording may contain
information about threads, allocation, garbage collection, compilation, and other runtime events. This
provides a history around a problem that a single thread dump cannot preserve. The event settings,
thresholds, buffer limits, and duration still determine what is available. A flight recording, heap dump, and
thread dump are related artifacts with different coverage, so collecting one does not establish that the

others are unnecessa ry.
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PART IV

Distributed Production Systems

16. Distributed Causality and Global State

A distributed request can pass through services, queues, databases, caches, and external dependencies.
Components have separate state and can fail, retry, or continue independently. No individual thread stack
contains all of these relationships. We need artifacts that preserve identity and ordering across the

relevant boundaries.

Lamport’s 1978 paper described the happened-before relation and logical clocks [13]. Chandy and
Lamport later showed how to record a consistent distributed snapshot under specified communication
assumptions [14]. Fidge’s vector timestamps provided additional information for distinguishing causal
order from concurrency [80]. These results help explain why a global diagnostic view requires more than

a timestamp-sorted collection of local observations.

Manual log correlation initially relied on host names, clock times, and message content. As request paths
became longer and more concurrent, these fields were often insufficient. Propagated context made it
possible to associate observations with the work that connected them. Its presence or absence became a

property of the instrumented execution.

Pinpoint used request tracking and statistical analysis to investigate failures in Internet services [24]. The
2003 Magpie paper proposed online modeling from correlated events across machines [25]. The 2004
paper developed request extraction and workload modeling in greater detail [129]. Related work by
Aguilera and colleagues examined performance diagnosis from communication between systems treated

as black boxes [26]. These approaches show several ways to reconstruct behavior beyond one process.

X-Trace proposed tracing across layers and administrative boundaries [29]. Dapper described Google’s
production tracing infrastructure and its collection constraints [31]. The later common span model can be

described through the following elements:

e Atrace groups observations of related work.

e A span describes an operation over a time interval, with attributes and status information.
e Parent relationships and additional links connect operations.

¢ Context propagation carries identifiers across execution boundaries.

¢ Sampling and collection policies determine which observations are retained.
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¢ A backend assembles and queries the available records.

This model supports investigation of request paths, queueing, retries, fan-out, and dependency delays. It
also has boundaries. Sampling may omit a failure. Asynchronous work can lose context. Batch processing
can relate one operation to several earlier operations. Resource exhaustion may develop outside any one
request. We therefore combine traces with other artifacts when the mechanism crosses the recorded

scope.

Clock time and causal order must be interpreted separately. Wall-clock timestamps relate activity to
external events, but clock errors can reverse their apparent order. Monotonic clocks help measure local
durations. Parent relationships, message identities, and span links provide other ordering evidence. A
merged timeline should preserve these distinctions instead of presenting every event as part of one fully

known sequence.

Context propagation is itself software behavior. Missing propagation separates related work, and
incorrect reuse can combine unrelated requests. The existence of a trace identifier consequently does not
prove that the reconstructed graph is correct. Context capture and propagation need to be checked when

the graph contains gaps or unexpected relationships.

17. Network and Black-Box Diagnostics

Network diagnostics often concerns devices whose implementation is unavailable to the analyst. Packet
captures expose exchanges at a communication boundary. Counters and management objects expose
selected state. Active probes test reachability or response time. Routing and flow information provide

further context for interpreting application symptoms.

SNMP first appeared as RFC 1067 in August 1988; RFC 1157 followed in May 1990 [134][81]. The protocol
defined communication between management applications and agents exposing managed objects. This
enabled common inspection across different devices. However, a counter or status value usually identifies
only part of the problem. The analyst still needs to connect it to traffic, configuration, topology, and the

affected service.

Packet traces can preserve handshakes, retransmissions, resets, and timing relationships. Their
interpretation depends on capture location, filters, loss, and clock behavior. Encryption may hide payloads
while leaving some boundary information available. A missing packet in one capture does not by itself

prove that the packet was never sent or received elsewhere.

Black-box performance analysis uses external observations to constrain possible internal explanations.

Aguilera and colleagues examined relationships among message traces to infer request flows and delays
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[26]. Such analysis can be useful without source instrumentation, although its conclusions depend on the

assumptions used to associate messages and components.

An application timeout may be related to DNS, retransmission, a route change, queueing, or a load
balancer. Network analysis therefore requires correlation with other evidence. In cloud systems, virtual
networks, service meshes, managed storage, and control planes add further boundaries that may be

relevant to the same symptom.

18. Distributed Tracing and Application Performance Management

Distributed tracing associates records with logical operations across process boundaries. A trace view can
show where recorded time accumulated and which services participated. Its identifiers, relationships,
attributes, and collection policy determine which conclusions can be drawn from that view. A long interval

requires further interpretation before it can be assigned to CPU work, waiting, or unobserved activity.

Open-source systems made these methods available beyond the organizations that developed early
tracing infrastructure. Twitter released Zipkin in 2012 [83]. Uber’s account of Jaeger describes the
difficulty of tracing across heterogeneous languages and communication frameworks [84]. Jaeger’s CNCF
graduation in 2019 provides a documented milestone in the operational adoption of distributed tracing
[85].

Traces support investigation of correctness as well as performance. Unexpected repeated operations may
indicate retries or duplicate work. Missing operations may indicate a branch or an instrumentation gap.
Resource and deployment attributes connect the request to its environment. Metric exemplars can
provide links from aggregate observations to particular traces. Each relationship becomes useful when its

meaning is preserved.

A trace is a partial execution artifact. Head sampling can omit a request before its outcome is known. Tail
sampling requires buffering and may still receive an incomplete trace. Instrumentation does not
automatically cover every queue or background task. These limits should remain visible when a waterfall

or service graph is used to support a diagnostic explanation.

19. Production Instrumentation

Production instrumentation provides selected observations while a workload continues to run. Dynamic
probes allow an analyst to ask additional questions without rebuilding every component. Collection and
aggregation replace some operations that would otherwise require process suspension. Their value

depends on obtaining useful information with acceptable disturbance.
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DTrace’s 2004 design described safe dynamic instrumentation and in-kernel aggregation for production
systems [27]. ETW uses providers, sessions, buffers, and consumers to control collection [71]. Both
distinguish the availability of observation points from the decision to enable them. This permits more

detail to be collected when a particular investigation requires it.

Linux provides several related facilities. ftrace supports function and event tracing as well as latency
investigation [102]. perf combines hardware and software events with sampling. BPF provides facilities
for programmable execution in the kernel [56]. Tools such as BCC and bpftrace apply these facilities to
observation [103]. The available interfaces differ, but they allow observations to be selected closer to the

relevant execution boundary.

For example, we may need to identify allocation stacks, accumulated waiting time, system-call errors, or
a latency distribution at one tracepoint. Filtering and aggregation near the source can reduce the amount
exported for later analysis. User-space probes and stack capture add context beyond kernel counters. The

resulting artifact should retain which event and population were measured.

Instrumentation can add overhead, change behavior, or expose sensitive state. Verifiers and permission
boundaries constrain some operations, but do not eliminate every failure mode. Buffer loss, probe errors,
and collection gaps also need to be recorded. Otherwise, apparently quiet output may indicate a failed

observation path rather than an absence of relevant activity.

20. Metrics and Alerting

Metrics represent selected properties as numerical observations, commonly stored over time.
Aggregation makes them suitable for trends, capacity questions, and alerting. It also removes information
about individual events. A metric can identify an interval or population requiring investigation while

leaving its mechanism to another artifact.

Host statistics and network counters preceded later time-series platforms. Graphing tools and bounded
storage made longer operational histories practical. Systems such as Borgmon and Prometheus supported
service monitoring at larger scales. Prometheus combines labeled series, queries, service discovery, and

a pull-oriented collection model [36]. Labels determine the populations that can be compared.

The SRE literature uses latency, traffic, errors, and saturation as four starting signals for service monitoring
[38]. Service-level indicators and objectives relate such observations to expected user experience. They
also make it possible to discuss an error budget over an explicit interval. These concepts organize

monitoring, but an individual incident may require additional measurements.
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An alert connects a detected condition to a response. Its value depends on whether the condition requires
action and whether the associated information helps start an investigation. Repeated alerts for one
incident can obscure that information. A silent collection failure can be equally misleading. We therefore

distinguish a measured zero from a period for which no valid observations were obtained.

OpenMetrics describes an interoperable exposition format for metric data, including labels, types, and
exemplars [91]. OpenTelemetry places metrics alongside other signals [42]. The choice of labels remains
an engineering decision. Unbounded request or user identifiers can create excessive series, while
removing every detailed identifier prevents useful correlation. Exemplars and links to event records

provide one way to connect these different levels of detail.

21. Site Reliability Engineering and Incident Analysis

Large Internet services made production a necessary source of diagnostic evidence. Real workloads,
machine diversity, accumulated state, and dependencies could be difficult to reproduce elsewhere.
Observation mechanisms had to remain usable under these conditions, including during overload and

partial failure.

Site reliability engineering brought monitoring, automation, capacity, releases, incident response, and
postmortem analysis into a shared engineering practice. A service investigation could therefore lead to
changes in software, deployment procedures, or operational controls. The relevant unit was the service

and the organization maintaining it.

A typical incident process confirms the impact, stabilizes the service, collects evidence, compares affected
and unaffected conditions, and tests possible explanations. Restoration and diagnosis may proceed on
different timescales. A rollback can restore service without identifying the defect. We need to record what

changed and preserve artifacts that may still be required for a more detailed analysis.

Postmortem reports preserve knowledge that would otherwise remain with the responders. The Google
SRE account emphasizes learning from incidents without treating blame as an explanation [39]. An
effective report relates impact, detection, timeline, contributing conditions, interventions, and follow-up
work. An attribution to human error leaves further questions about why an action was possible and why

its effects were not contained.

The same incident may require immediate alerts, short-term triage, later reconstruction, and longer-term
preventive work. Collection and retention policies need to support these different intervals. NIST’s 2025
incident-response guidance uses the CSF 2.0 Functions: Govern, Identify, and Protect support preparation,
while Detect, Respond, and Recover organize incident handling. Improvement is included within Identify

and informs the wider risk-management process [44].

— 32 —



HISTORY OF SOFTWARE DIAGNOSTICS, OBSERVABILITY, AND DEBUGGING

Ownership, escalation, change records, training, and time for corrective work affect whether an
observation becomes an explanation and then an effective change. These organizational relationships are
therefore part of software diagnostics. A technically detailed artifact can remain unusable when no one

can identify its owner, build, or operational context.

Fault Injection and Diagnostic Readiness

Fault injection can test both software behavior and the means available for diagnosing it. Yuan and
colleagues analyzed 198 reported failures in five distributed data-intensive systems in their 2014 study
[119]. Their findings emphasized error handling and showed how relatively simple tests could expose
many serious failures in that sample. The scope of the sample matters; it does not establish the same
proportion for every class of software. Historically, this work connects production incident evidence with

tests that exercise exceptional paths during development.

We can extend such an experiment to diagnostic readiness. When a dependency fails, does the application
preserve the original error? Can we relate retries to the initiating operation? Are the required dumps or
event records collected before the process disappears? Does a collection queue lose precisely the interval
of highest load? The test then produces two sets of observations: the behavior of the target system and
the behavior of its diagnostic facilities. A recovery mechanism may work while leaving insufficient

evidence to explain why it was needed.
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PART V

Software Observability

22. Observability in Control Theory and Software

In control theory, observability concerns whether internal state can be distinguished from output
observations over time, given the system model and known inputs. Kalman’s work on filtering and state-
space systems provides part of this mathematical background [57]. His 1963 treatment explicitly develops
the relationship between state representations, controllability, and observability [125]. Software practice
borrows the idea of inferring hidden behavior, although a changing software system rarely has the fixed

and tractable model assumed by a classical observability test.

Operational monitoring commonly starts with selected conditions and measurements. The later software
observability movement emphasized investigation of questions that were not all known when
instrumentation was introduced. Honeycomb’s early writing discussed unknown problems and richly
described events [88]. Sridharan’s 2018 account examined these ideas in distributed systems [89]. Their

emphasis was on what an analyst could investigate using the available data.

The grouping of metrics, logs, and traces became a common way to describe observability tools. However,
signal types and observability are different concepts. A memory dump, packet capture, profile, or
deployment record may contain the information needed for a particular question. Conversely, a system
may emit all three commonly named signals while omitting the identity or relationship needed to

distinguish two possible mechanisms.

A dashboard displays selected views of known measurements. Exploratory investigation also needs a way
to change the grouping, select another population, inspect particular records, and compare them with
changes in the system. These operations resemble some activities of an interactive debugger, but they act

on recorded information from a system that cannot generally be suspended as one computation.

By the early 2020s, observability was used for a broad range of monitoring and analysis products.
Practitioners also reconsidered how the term had developed [90]. For this history, we distinguish
collection, storage, querying, presentation, alerting, and interpretation. All can contribute to

observability, but the availability of a backend does not by itself provide a diagnosis.
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23. Software Execution Artifacts and Their Relationships

Each artifact preserves selected information and omits other information. A dump provides detailed state
within its capture scope. A trace records selected execution relationships. A log reflects the observation
points chosen by its producers. A metric summarizes a population, and a profile attributes sampled or
instrumented events. We combine these representations when one artifact cannot answer the whole

diagnostic question.

Snapshots help reconstruct structures such as objects, threads, modules, and ownership. Histories help
reconstruct transitions and their order. Aggregates help compare populations and intervals. Configuration
and deployment records identify which system produced these observations. The required combination

depends on whether we are investigating state, behavior, change, or a difference between populations.

Correlation requires identifiers with a known scope. Trace identifiers relate spans and associated logs.
Build identities relate addresses to symbols. Deployment identities relate behavior to changes. Process
and boot identities help distinguish reused numerical identifiers. Incorrect joins can produce a coherent-

looking explanation assembled from unrelated evidence.

Artifact completeness also requires investigation. Buffers can overflow, agents can restart, clocks can
change, symbols can be unavailable, and retention can remove earlier records. Loss counts, sequence
numbers, schema versions, and collection metadata help identify these conditions. Without such

information, the analyst may interpret an acquisition problem as software behavior.

Collection has practical limits. More detailed artifacts consume resources and may contain sensitive data.
One useful design is to retain broad observations continuously and support more detailed acquisition for
a selected problem, population, or interval. The escalation path must be prepared before the original

evidence disappears.

Database Provenance and Transaction Histories

Data provenance provides another history of explanation from artifacts. Buneman, Khanna, and Tan
distinguished why-provenance and where-provenance in 2001 [116]. The former concerns the source data
contributing to a result; the latter concerns the origin of values appearing in it. This is different from
recording who captured a dump or transformed a log. Both uses concern origin, but they operate at
different levels. When a report contains an incorrect value, we may need the query transformations and
contributing records, even if every service completed successfully and every request trace appears

normal.

Distributed databases also require evidence about transactions and their relationships. Elle, described by

Kingsbury and Alvaro in 2020, inferred isolation anomalies from experimental observations by
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constructing and analyzing dependencies between transactions [126]. Its conclusions depend on the
available histories and on the information retained by the tested operations. A client-observed history
can therefore support a correctness question that ordinary latency metrics do not answer. Finding an
anomaly demonstrates a violation under the observed conditions; failing to find one does not prove

correctness for all executions.

These examples widen our collection of software execution artifacts. A query result with its derivation
and a transaction history with its dependencies can both be diagnostic inputs. We should select them
according to the question being asked. A slow operation, an incorrect value, and an invalid ordering may

require different artifacts even when they occur in the same database service.

24. OpenTelemetry and Telemetry Standardization

Distributed tracing introduced different APIs, propagation formats, attributes, and exporters.
Instrumentation could consequently become tied to one implementation or backend. Standardization

addressed the relationships between components that produce, process, and consume telemetry.

OpenTracing and OpenCensus merged into OpenTelemetry in 2019 [40]. The specification’s v1.0.0 release
on 10 February 2021 marked the Tracing API and SDK as stable [135]; Google Cloud described the
milestone in May [41]. CNCF announced OpenTelemetry’s graduation in May 2026 [43]. The project
provides APls, SDKs, protocols, collectors, and semantic conventions for telemetry [42]. Project
graduation is a governance and maturity milestone; individual signals and implementations can still have

different stability levels.
Several architectural changes follow from these shared interfaces:

e Application instrumentation can be separated from the eventual analysis backend.

¢ Context can be propagated across different languages and frameworks.

e Common attribute definitions can support reusable comparisons and queries.

e Collectors can apply filtering, enrichment, sampling, transformation, and routing policies.
¢ Producers and consumers can evolve against explicit protocols and schemas.

A conforming record is not automatically informative. A span may have the wrong parent, an unstable
name, or insufficient error context. Automatic instrumentation may also omit the application decision
that matters to the investigation. Semantic conventions provide shared definitions, while diagnostic

requirements determine which additional observations are needed.

Profiling and generative-Al instrumentation extend the range of information considered by the project.

The GenAl work described model identity, token use, interactions, and tool activity [53][54]. These records
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need their own semantics and capture policies. Model content and tool results may improve

reconstruction while also containing sensitive data.

W3C Trace Context defines HTTP headers for interoperable trace identity and trace state [82]. This
addresses one boundary in distributed correlation. Correct instrumentation must still propagate that
context across asynchronous work and other interfaces, and must distinguish a parent relationship from
a more general link. The first W3C Recommendation appeared in February 2020; the November 2021

Recommendation incorporated editorial updates [82].

Semantic conventions define names, units, operation kinds, and attribute meanings [92]. Their stability
affects whether telemetry from different services and versions can be compared. A field that changes
meaning without changing its name can be more misleading than a missing field. Schema evolution

therefore belongs in diagnostic architecture.

Implementation differences remain. Language support can vary, automatic instrumentation has limited
knowledge of application intent, and collectors can lose or transform records. OpenTelemetry makes
many of these interfaces explicit. The analyst must still identify which implementation and configuration

produced the evidence used in a particular case.

Interoperability also supports later analysis. A trace without its context, a dump without matching
symbols, or an event without its decoding schema can lose much of its value. Preserving the information

needed to interpret an artifact is part of preserving the artifact itself.

25. Continuous Profiling

Continuous profiling collects resource-attribution information over extended production intervals. A
profile can then be selected after a problem is reported, even when no analyst was present to start a
dedicated profiling session. The recorded workload and capture policy determine which earlier behavior

remains available.

Google-Wide Profiling described collection of stack, processor, heap, contention, and kernel information
across data-center machines [86]. Profiles could be compared across applications and platforms. This
extended performance investigation from a single program run to populations of executions and helped

identify recurring costs and regressions.

A trace may identify a slow operation without showing which code consumed its CPU time. A profile can
provide that additional view if its workload and time interval are relevant. Conversely, a CPU profile alone
does not account for all waiting time. Combining artifacts requires compatible scope and a clear statement

of the resource measured.
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OpenTelemetry announced support for profiling in March 2024 [131] and a public alpha for the Profiles
signal in March 2026 [87]. This is a dated stage in standardization. It should not be interpreted as a claim

that every profiling implementation or integration had reached general availability at that point.

Profiles also depend on retained symbols and application identity. Stack names, loaded modules, and
allocation information may be sensitive. Sampling rate, event type, access, retention, and tenant
separation all affect the artifact’s later use. Continuous collection increases the importance of making

these choices explicit.

26. Telemetry Collection and Trust

A telemetry pipeline is another software system. It has queues, batches, retries, transformations, storage
policies, and resource limits. An investigation can fail because useful evidence arrives too late, is dropped,
or cannot be queried at the required detail. We therefore need diagnostics and observability for the

collection system as well as for its sources.

Cardinality has different consequences in different representations. A request identifier can help relate
detailed event records while creating excessive series if used as a metric label. Removing that identifier
entirely can prevent analysis of an individual request. The design must specify where detailed identity is

retained and how it is connected to aggregate measurements.

Sampling selects which future investigations remain possible. Head sampling decides before the outcome
of a trace is known. Tail sampling uses later information but requires buffering and depends on receiving
enough of the trace. Adaptive policies can change the represented population over time. Counts and

comparisons must therefore be interpreted with their sampling and loss policies.

Diagnostic artifacts can contain credentials, paths, database statements, customer data, prompts, and
arbitrary process memory. Collection policies should specify the information required for analysis,
permitted transformations, access, and retention. Redaction also changes evidence. Its location and effect

need to be understood when a missing or altered value affects a hypothesis.

Provenance records the origin and transformations of an artifact. Signed syslog addresses some integrity
and continuity requirements for message records [100]. More general pipelines also need producer
identity, schema and clock information, transformation history, and evidence of loss. These details help

an analyst decide how much confidence to place in a derived observation.
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PART VI

Diagnostic Knowledge and Automation

27. Pattern-Oriented and Theoretical Software Diagnostics

Diagnostic knowledge can remain tied to particular commands, products, and individual experience. A
pattern language provides another representation. We give recurring structures and analysis methods
names, describe their contexts, and explain how they can be used together. This allows a diagnostic

procedure to be considered above the level of one tool implementation.

Our crash-dump analysis pattern work began in 2006 with the aim of providing a shared vocabulary [46].
The patterns described recurring configurations in memory and methods for interpreting them. Trace
analysis patterns followed in 2009, drawing on different tracing environments [47]. The resulting catalogs

developed around software execution artifacts and their analysis.

Consider a collection of thread stacks. Different debuggers require different commands to obtain it, but
the analyst may look for the same relationships: repeated stacks, waits, exceptions, and dependencies
between threads. A named analysis pattern describes what to examine and how to organize it. A problem

pattern describes a recurring structural or behavioral condition found through that analysis.
The pattern-oriented approach supports several related activities:

¢ Naming provides a vocabulary for observations and analysis methods.

e Generalization allows methods to be adapted to other artifacts and platforms.

¢ Composition relates patterns within a larger analysis process.

¢ Education connects commands and examples to the diagnostic questions they address.
The Memory Dump Analysis Anthology developed into seventeen volumes in nineteen books through
2025 [48]. It combines case studies, analysis patterns, and related articles across Windows and selected
Linux and macOS environments. The trace and log reference organizes a related pattern language for
other software execution artifacts [49]. These catalogs provide documented examples from which more

general concepts can be developed.

Patterns distinguish kinds of observations that a signature alone may combine. An abnormal value, an
unexpected relationship, and an unusual sequence require different analysis. A pattern also suggests what
to obtain next. For example, a wait chain can prompt examination of an owner thread, its stack, and the

resource preventing its progress.
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The same process can influence instrumentation. If an analysis repeatedly requires information that is
difficult to obtain, we can introduce an event, identifier, snapshot, or other acquisition method. Diagnostic
experience then affects software construction. The new instrumentation still needs to preserve the

conditions under which the pattern is meaningful.

The distinction between problem patterns and analysis patterns is important. Recognizing a blocked
thread is different from collecting and comparing thread stacks. Several observed patterns may
participate in one mechanism, and one pattern may have several possible explanations. Pattern
sequences guide investigation without removing the need to establish the mechanism in the particular

case.

Advanced Software Diagnostics and Debugging Reference is an umbrella title used for the Memory Dump
Analysis Anthology, whose volumes bring together catalogs, examples, and related methods [48][105].
Such references support communication across support and development, provide material for
education, and identify operations that may be automated. Their organization can change as new artifacts
and analysis requirements appear, so catalog counts should be associated with an edition or dated

description.

Python Debugging for Al, Machine Learning, and Cloud Computing applies a pattern-oriented approach to
Python and related runtime environments [106]. It distinguishes elementary diagnostic patterns and
categories such as analysis, implementation, presentation, architecture, design, and usage. This relates a
concrete debugging action to its role in the wider process, including investigations that cross Python and

native-code boundaries.

The first edition of Theoretical Software Diagnostics was published in 2016 [132]. The accompanying
discussion of diagnostic education and platform-independent principles explains the naming of the
program [112]. The current web page is undated, but its text refers to the first edition as forthcoming in
September 2016. Its underlying work began earlier. The fourth-edition collection includes articles
developed from 2006 onward and groups them into threads of thinking [107]. These cover memory and
trace models, software narratology, geometrical and topological approaches, categorical thinking, and the
organization of diagnostic analysis. We should therefore distinguish the naming of the program from the

earlier development of its concepts.

Theoretical software diagnostics considers what can be generalized across artifacts, tools, and platforms.
Filtering a log, grouping a collection of stacks, and comparing memory regions are concrete operations
that can also be studied as transformations of software data. Such abstractions help relate methods and
identify their assumptions. Some formulations use precise mathematical structures; others use
metaphors to suggest questions and methods. The status of each formulation must be stated rather than

inferred from its mathematical terminology.
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Memory Models and Software Narratives

Let us consider some of the earlier threads of thinking collected in Theoretical Software Diagnostics. A
memory dump can be treated as a model of a system whose components and relationships have to be
reconstructed. Bytes alone do not identify these relationships. Symbols, types, object layouts, pointers,
handles, and ownership information allow us to move to other levels of description. The book also
distinguishes an ideal snapshot at an instant from an artifact acquired over an interval [107] (discussions
of memory dump categories and configurations). In the latter case, the acquisition process may affect

which relationships can be interpreted as simultaneous.

Traces and logs provide sequences of selected observations. Software narratology considers how these
sequences describe software activity, including their omissions, ordering, repeated structures, and points
of view [107] (discussions of software narratives and higher-order narratives). A trace is not the complete
execution that produced it. It has been constructed through instrumentation, filtering, buffering, and
presentation. Two traces of the same activity may therefore tell different software stories. This
perspective directs attention to the construction of the artifact as well as to the behavior described by its

messages.

Categorical and geometrical formulations provide further ways to organize these relationships. We may
consider artifacts as objects and selected analysis operations as transformations between them. We may
also consider spaces in which processes, runtimes, or diagnostic actions are related [107]. The choice of
objects and transformations is part of the model. Calling a construction categorical does not by itself
establish the required mathematical properties, and a spatial analogy does not make memory a literal
geometrical surface. The historical contribution lies in making such modeling questions explicit and in

relating operations that previously appeared as separate platform-specific techniques.

Diagnostic Analysis as an Artifact

In 2011, we introduced the iterative and incremental A.C.P. root cause analysis methodology. Its name
refers to artifacts, checklists, and patterns [107] (“A.C.P. Root Cause Analysis Methodology” and its later
revision). We obtain software execution artifacts, use checklists to guide analysis, and recognize patterns.
The recognized patterns may require another checklist, another analysis operation, or additional artifacts.
This makes the investigation a process with feedback. It also explains why a fixed sequence of commands

may be insufficient when the available evidence changes the diagnostic question.

The analysis itself produces another artifact. Commands, selected records, interpretations, rejected
hypotheses, and requests for additional information form an analysis narrative. Such a narrative can be
examined in turn, giving higher-order analysis narratives in the terminology of the book [107] (“Higher-

Order Pattern Narratives”). For example, a review may discover that a filter removed the first relevant
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event or that a proposed cause was copied from an earlier incident without checking the current artifacts.

The subject of this review is the analysis process and its evidence, not only the original software execution.

Diagnostics During Construction and Cloud Analysis

Diagnostics-driven development brings artifact analysis into software construction. The book describes
periodic memory dump analysis during development and the construction of trace statements with later
pattern-oriented analysis in mind [107] (“Diagnostics-Driven Development”). This can expose structural
and behavioral problems before a reported production failure. It can also reveal that the current
instrumentation cannot answer a recurring question. Diagnostic requirements then become inputs to
implementation: what information should be retained, where it should be captured, and how it will be

related to other artifacts.

The proposed System of Cloud Analysis Patterns, or CAPS, extends this thinking to cloud abstractions [107]
(“Introducing Methodology and System of Cloud Analysis Patterns (CAPS)”). Nodes, pods, containers, and
control components can be considered through spaces of relationships, while memory analysis remains
available at lower levels. The correspondences with traditional operating-system concepts are modeling
choices. A pod does not become an operating-system process merely because both can be considered
resource containers. Keeping the levels distinct allows an investigation to move from a cluster relationship

to the processes and memory artifacts that implement it.

Analysis Pattern Networks

Analysis Pattern Networks provide an architectural proposal for composing concrete analysis operations
[107] (“General Architecture of Analysis Pattern Networks”). An operation receives an artifact or
collection of artifacts and may produce a transformation, a derived artifact, or diagnostic indicators.
Subsequent iterations work with the enriched collection. Connections between operations can express
known pattern sequences or relationships discovered during analysis. Implementations may use rules,
machine learning, human analysis, or transformations. The neural-network terminology is an architectural

analogy here; it does not imply that every operation is a learned numerical neuron.

For example, one operation may partition a trace into activities, another may identify repeated failures,
and a later operation may compare the relevant activity regions. Retaining the intermediate artifacts
makes the resulting explanation inspectable. This also gives a connection to contemporary diagnostic
agents: both require a way to organize analysis steps and preserve their results. We should distinguish the
earlier proposal from any claim that a particular later agent implements it. Similar organization alone does

not establish a direct historical dependency.
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Debugging Spaces

The associated 3D and 4D debugging descriptions organize several groups of concepts, including kernel,
user, and managed spaces; binary, source, and metacode; and different categories of debugging patterns.
Their geometry is conceptual. Debugging Paradigm? relates live debugging and memory dump analysis,
while Debugging Paradigm* incorporates time-travel debugging. Memory-spacetime diagrams place the

corresponding spaces at different times [110][111].

Accelerated Windows Debugging* applies these relationships to WinDbg investigations [108]. Accelerated
Linux Debugging®* includes WinDbg, GDB, LLDB, rr, KDB, and KGDB in its exercises and cross-platform scope
[109]. The framework allows live state, saved state, and recorded execution to be considered together. It

does not imply that every listed tool provides all three forms of access to every memory space.

A pattern name does not establish a root cause. A familiar configuration may suggest the wrong
mechanism, especially when acquisition is incomplete. We therefore need alternative explanations,
additional artifacts, and checks of the expected relationships. Theoretical models and spatial metaphors
are useful when they improve this process. They are not substitutes for evidence or a claim of universal

adoption across software engineering.

28. Model-Based and Causal Diagnosis

Automated diagnosis has a history preceding contemporary machine learning. Model-based approaches
represent expected behavior, observations, and assumptions about components. They then identify
assumptions whose rejection makes the observations consistent with the model. Reiter’s 1987 theory
formalized this approach [15]. Its results depend on the supplied model and on which possible faults it

represents.

Statistical debugging compares features of successful and failing executions. Predicates, coverage, stacks,
or component presence can be used to rank candidates for investigation [28]. Crash populations provide
related evidence at a larger scale [66]. Such methods reduce the search space, but an association can

result from a shared cause, a downstream effect, or a selection in the collected population.

Causal investigation asks what mechanism could produce the observed relationships. Controlled
interventions, rollout comparisons, and fault injection can help test it. Production constraints may prevent
some experiments, so we also compare versions, topology, timing, and unaffected populations. The

strength of the conclusion should reflect which alternatives these observations can actually exclude.

Bayesian methods represent uncertainty over hypotheses and update it with additional evidence.

Dependency graphs constrain possible propagation paths. Change-point methods identify intervals where
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behavior changes, and differential analysis compares selected populations. These methods answer
related but distinct questions. A confidence value is meaningful only in relation to the model and data

used to obtain it.

A practical analysis can combine artifact facts, statistical rankings, known patterns, and experiments. The
purpose of automation is to reduce unnecessary search and make relevant relationships available for
examination. We still need a traceable connection between an observation, the hypothesis it supports,

and the test used to distinguish that hypothesis from alternatives.

29. Log Analysis and AlOps

Operational logs provide another source of data for automated diagnosis. Their volume makes manual
inspection difficult, while their messages often preserve information about decisions and execution
stages. Automated methods therefore transform and organize logs before attempting to identify

significant deviations.

Template extraction separates stable message structure from variable fields. Lou and colleagues used
relationships among log parameters and message groups to infer invariants [32]. Deeplog used sequence
learning for log anomaly detection and diagnosis [45]. Related methods cluster events, detect changes,

and associate observations with dependencies or previous incidents.

AlOps became a general name for several forms of operational automation. We can distinguish the

following tasks:

e Reducing duplicate or irrelevant signals.

e Detecting deviations from a baseline.

¢ Relating events and alerts.

e Comparing observations with changes.

e Classifying failures.

¢ Ranking possible fault locations.

e Constructing or evaluating causal models.
e Suggesting or executing corrective actions.
e Summarizing the available evidence.

DARPA’s 2016 Cyber Grand Challenge combined automated vulnerability discovery, analysis, and
defensive patching within a controlled competition [37]. It demonstrated a form of automated problem-
solving loop under defined rules. Applying similar loops in production introduces additional questions

about system intent, incomplete evidence, and the consequences of a change.
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Machine learning allows some rules to be inferred from observed populations. A model may learn
message sequences, incident groupings, metric behavior, or relationships among components. This can
reduce manual rule construction. The training data and its labels become part of the diagnostic system

and require their own analysis.

Software data changes with versions, workloads, maintenance, and instrumentation. A rare valid
operation may appear anomalous, while a repeated failure may become part of a learned baseline.
Template extraction can remove a significant parameter or separate equivalent messages. We therefore

need to distinguish a change in the system from a change in the model’s representation of it.

Reducing repeated triage is a useful result, but performance on historical incident labels does not
automatically extend to new mechanisms. Novel incidents may have different evidence or incomplete
labels. An evaluation should identify which populations were tested and which parts of the diagnostic

process were assessed.

An automated suggestion needs an inspectable basis. The analyst should be able to examine the records,
time intervals, changes, and dependencies used to produce it. Observation, inference, and suggested
action should remain distinct. Feedback can improve a model, but it should not silently replace the record

of what was known during the original investigation.

30. LLM-Assisted Debugging and Diagnostic Agents

Large language models provide an interface to heterogeneous diagnostic information. They can help
explain stack output, summarize logs, locate relevant code, propose commands, and relate an incident
description to previous material. These capabilities reduce some translation and navigation work. Their

output must still be checked against the artifacts and sources used in the investigation.

RCACopilot examined the use of incident information and language models for cause categories and
explanations [50]. Roy and colleagues studied agents that could collect additional diagnostic information
through tools [51]. TRIANGLE explored multi-agent incident triage [93]. These studies address different
stages of investigation and should be evaluated within their stated datasets, tool access, and task

definitions.

A diagnostic agent can choose a query, obtain an observation, and use that observation to decide what to
inspect next. For the result to be reviewable, the system must retain queries, parameters, returned
records, and their relation to its claims. Missing telemetry cannot be supplied by a plausible narrative. A

proposed corrective action also requires its own authority and validation.

Several requirements follow from treating the agent’s work as a diagnostic analysis artifact:
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Claims refer to available dumps, traces, logs, code, changes, or documentation.

¢ Observations are distinguished from interpretations and assumptions.

e Commands, filters, time ranges, and returned results are retained.

¢ Alternative hypotheses receive tests that could reject the leading explanation.

e Missing data, sampling, clock uncertainty, and symbol mismatches remain explicit.

e Actions stay within the permitted scope and account for their possible effects.

¢ People responsible for the system can review consequential conclusions and changes.

A single expected root-cause label may be inadequate for evaluation. An incident can have several
contributing mechanisms, and the available evidence may not support all of them equally. We can also
evaluate whether the agent obtains relevant artifacts, identifies gaps, rejects misleading associations, and
produces a reproducible investigation. These results are more informative than a fluent final explanation

alone.

Conversational debugging brings similar methods into an interactive development environment.
Microsoft’s ROBIN study used an investigate-and-respond process that collected IDE context before
answering [52]. This relates a natural-language question to actual debugging state. It also continues earlier

work on question-oriented interfaces, although the method of generating and checking an answer differs.

The role of the model depends on the task. It may organize evidence, suggest a pattern, generate a query,
or propose a test. Confidence in the result comes from the resulting evidence and checks. The language

model is one component of the diagnostic process and can itself produce errors requiring investigation.

31. Diagnostics of Al and Al Systems

Al systems also require diagnosis. Training can involve accelerators, networks, storage, schedulers, and
checkpoints. Inference adds routing, batching, retrieval, caches, and tool use. We distinguish problems in
this execution infrastructure from problems in the model’s outputs and behavior. A healthy service can

still return an incorrect answer, and a correct model can be hosted by a failing service.

Training failures can arise from devices, communication, numerical behavior, data, software, or workload
imbalance. Aegis examined fault diagnosis in a production Al training service [94]. Rapidly locating a
suspected device can support recovery while the more detailed mechanism remains under investigation.

Isolation and explanation are related stages with different information requirements.

Generative-Al telemetry includes model and provider identity, token usage, timing, tool interactions, and

selected content or evaluation information [53][54]. These fields help relate a result to the conditions
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under which it was produced. Content collection requires a deliberate policy because prompts, responses,

and retrieved documents may contain sensitive information.

Reproduction requires more than saving one prompt. Relevant context may include the model version,
instructions, retrieval corpus, tool definitions, sampling parameters, and external service state. A random
seed is useful only where the implementation provides the corresponding guarantees. Even a carefully

preserved interaction may support comparison without guaranteeing an identical rerun.

Agentic behavior adds sequences of decisions, tool results, retries, and changes to stored context. We can
analyze this as a software narrative while distinguishing recorded actions from later explanations of those
actions. The relevant artifact records what was requested, what information was returned, and what
changed in the environment. A generated rationale is another claim to examine rather than direct

evidence of a hidden mechanism.
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PART VI

Case Studies and Diagnostic Principles

32. Diagnostic Lessons from Software Failures

The following cases illustrate how a failure can involve several levels of a system. We consider the
available reports and the diagnostic relationships they describe. A short case description cannot replace
the full inquiry, but it can identify a recurring problem in evidence collection, interpretation, or

containment.

Therac-25. Leveson and Turner documented six known accidents between 1985 and 1987 and examined
software, interfaces, concurrency, safeguards, and investigation [18]. The diagnosis cannot be reduced to
one race condition. Error displays, assumptions inherited from earlier machines, and the handling of
reports affected how hazardous behavior was recognized and understood. The case relates technical

evidence to the surrounding safety and support process.

Ariane 5 Flight 501. The inquiry into the 1996 loss described a numerical conversion exception, reused
software operating under a different flight profile, shutdown of redundant units, and diagnostic data
interpreted as flight information [19]. The failure mechanism crossed code, exception handling,
redundancy, and interface semantics. Identical redundant components did not protect against a shared

software assumption.

Mars Climate Orbiter. NASA’s Phase | report identified a units mismatch and contributing verification and
organizational problems [95]. The interface defect explains an important part of the mechanism. Its
diagnosis also required examination of navigation data, anomalous trends, team communication, and the
handling of earlier evidence. A familiar summary of the units error should not remove these contributing

relationships.

Knight Capital. The SEC order describes the 2012 deployment and control failures that generated
unintended orders and losses exceeding $460 million [96]. Inconsistent deployment, obsolete behavior,
and inadequate risk controls interacted. Version checks and bounded operational controls are therefore

relevant diagnostic and containment mechanisms, alongside analysis of the defective code.

Amazon S3 in February 2017. While debugging slow progress in the S3 billing system, an authorized team
member supplied a command input that removed more server capacity than intended [97]. Recovery

required subsystem restarts. The post-event changes included constraints on the command and recovery
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improvements. The incident shows why the effects of a diagnostic intervention must be considered as

part of its design.

Cloudflare in July 2020. An erroneous configuration caused an Atlanta router to advertise routes with
increased preference, attracting backbone traffic and overloading the location [98]. The main traffic
outage lasted 27 minutes. Subsequent congestion also caused some log loss before full recovery of the
telemetry path. The case therefore concerns both a routing mechanism and the integrity of the evidence

collected during recovery.

These cases require more than identifying the nearest error message or latest change. We need to relate
conditions, state transitions, interfaces, and containment. Reports also show that a diagnostic mechanism
can fail or contribute to an incident. Its commands, outputs, and assumptions belong within the scope of

analysis.

33. Recurring Principles of Software Diagnostics

Different computing environments require different tools, but several analysis and acquisition
requirements recur. We collect them here as principles that can be applied to the artifacts and methods

discussed in the preceding chapters.

Capture before interpretation

Execution evidence can disappear when a process exits, a buffer wraps, a container is removed, or a
deployment replaces a binary. Acquisition policies must account for this lifetime. We can improve an
interpretation later if its evidence survives. We cannot assume that the original state will remain available

for another request.

Preserve identity

An artifact needs sufficient identity to associate it with a build, symbols, configuration, workload, and
collection method. Numerical precision does not compensate for the wrong identity. An address from one
build or a timestamp from an uncertain clock can support an incorrect reconstruction if its context is

omitted.

Correlation is not causation

Time proximity and statistical association help select hypotheses. A causal explanation also needs a
mechanism and evidence that distinguishes it from alternatives. The transformations used to obtain a

ranking or correlation should remain available for inspection.
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Shorten the defect-to-detection interval

Checks near invalid transitions can provide more useful evidence than their later consequences.
Assertions, sanitizers, schema checks, and resource limits expose particular violations. Their value

depends on the property checked and the relationship between that violation and the reported problem.

Combine snapshots and histories

Dumps provide selected state, traces and logs provide selected history, and metrics and profiles provide
aggregate views. Source and configuration help interpret the intended computation. We combine these
representations through explicit relationships instead of assuming that one can answer every diagnostic

question.

Design for unanticipated questions

A fixed monitor checks conditions anticipated during its design. Further investigation may require another
grouping, comparison, or level of detail. Context, retained records, and suitable query facilities allow such

guestions to be asked after a problem appears.

Treat the organization as part of the system

Ownership, escalation, deployment, review, and training influence both failures and their investigation. A
diagnosis may therefore lead to changes in code and in the process around it. The analysis should identify

the particular relationship involved rather than stopping at a general attribution to an individual or team.

Govern diagnostic data

The information required for diagnosis may also include confidential or personal data. Capture, access,
transformation, retention, and deletion policies should reflect this fact. Incident-response guidance
similarly relates preparation and technical response to wider risk management [44]. Data protection and

evidence preservation need to be considered together.

Keep the reasoning inspectable

An analysis should record its artifacts, transformations, hypotheses, and checks. This permits another
analyst to reproduce useful steps and challenge unsupported conclusions. Automation increases the need

for this record when a ranking or summary hides many intermediate operations.
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Build a diagnostic vocabulary

Named patterns, event definitions, and problem classifications make experience easier to communicate
and reuse. Their meaning must remain connected to examples and context. A shared name is useful when

analysts can determine what evidence it requires and which questions it leaves open.

Separate observation, inference, and action

A stack contains an observed frame. The claim that this function corrupted memory is an interpretation.
Disabling the corresponding feature is an intervention. Keeping these categories separate makes it

possible to review the evidence, explanation, and effect of the action independently.

Make missingness explicit

Loss, sampling, unavailable symbols, expired records, and absent fields are part of the available
information. We preserve these conditions explicitly. An unknown value should not silently become a

zero, a negative result, or evidence of normal behavior.

Design containment as a diagnostic capability

Canaries, limits, circuit breakers, safe modes, and bounded commands reduce the effects of failure. They
can also create comparative evidence about the conditions under which behavior changes. Such
experiments require interpretation because a successful mitigation may leave the original mechanism

unresolved.

Keep raw evidence beneath summaries

A bucket, dashboard, score, or generated narrative directs attention to selected information. The analyst
also needs representative records and their provenance. A summary should preserve a path back to the

evidence used to construct it.

Treat diagnosability as an architectural quality

Event semantics, identifiers, dump policies, symbol retention, and collection-health measurements can
be designed before deployment. These choices affect which later problems can be analyzed.
Diagnosability is therefore a property of the software and its supporting process, not only a skill applied

after failure.
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34. Further Directions in Software Diagnostics

One direction is closer integration of existing artifact types. An investigation may move from a metric to
a trace, then to logs, profiles, a memory dump, and deployment records. The integration is useful when
the relationships are explicit and can be checked. It should not conceal differences in time, scope, or

capture policy.

Recorded execution, processor traces, snapshots, and provenance can make more of the past available
for queries. Their coverage and cost differ. Adaptive capture may preserve greater detail around a
selected condition, but it cannot recover information that was never recorded. Pre-event history remains

an important acquisition problem.

Evidence graphs can represent artifacts, events, states, versions, hypotheses, and interventions. Edges
may describe ordering, reference, dependency, or a proposed causal relationship. These meanings should
be distinguished. A recorded parent link and an inferred causal edge do not carry the same evidential

status, even when a visualization draws them similarly.

Diagnostic agents can operate on these artifacts through queries, comparisons, and targeted acquisition.
More capable agents need correspondingly clear action boundaries and records of their work.
Reproduction of an investigation requires the data and tool results available at the time, as well as the

final explanation.

Instrumentation may also be assisted by compilers, frameworks, and previous incident information. Such
assistance can identify missing checks or suggest capture points. Application meaning still determines
which distinctions matter. An automatically recorded function boundary may omit the business decision

or external condition needed to explain a failure.

Evaluation needs to examine diagnostic results as well as speed. Time to resolution depends on incident
mix and organizational conditions. Data volume does not establish observability. A correct incident label
does not demonstrate a safe intervention. We can instead examine access to discriminating evidence,

reproducibility of analysis, correctness of proposed mechanisms, and the effect of resulting changes.
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Conclusion

We have followed the development of software diagnostics through its artifacts and analysis methods.
Early checking routines preserved selected execution information. Symbolic debuggers related machine
values to program names. Memory dumps separated acquisition from later analysis. Traces, logs, and
profiles added views of behavior and resource use. Distributed methods introduced explicit relationships
across processes. Formal analysis, patterns, statistical methods, and diagnostic agents provided further

ways to organize the investigation.

These methods remain applicable at different levels of contemporary systems. A service with extensive
telemetry may still require a memory dump or a packet capture. An automated explanation may require
a reduced test case to establish its mechanism. New representations extend the available analysis; they

also introduce acquisition, interpretation, and trust requirements of their own.

The recurring process is to obtain relevant artifacts, reconstruct their structures and relationships,
consider possible mechanisms, and test the resulting explanations. Missing information and uncertainty
remain part of that process. A successful investigation can then contribute a case study, an analysis

pattern, an improved check, or a change in the system’s diagnostic architecture.

Software diagnostics, observability, and debugging can therefore be considered as related activities
throughout software construction and post-construction. Their history shows how knowledge moves from
particular failures to reusable methods. Further development depends on keeping this knowledge

connected to the artifacts, assumptions, and experiments from which it was obtained.
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Appendix A - Chronology of major developments

The chronology lists selected publications, standards, systems, and incidents. Dates identify the

stated milestone and do not imply exclusive priority for the underlying idea.

Table 2. Selected publications, systems, standards, and incidents, with the diagnostic capability each changed.

PERIOD DEVELOPMENT DIAGNOSTIC SIGNIFICANCE

Before 1940

1947

1951

1960-1963

Early 1960s

1963

1967

1968

1969

1969

1974

1976

1977

1978

1981

Electrical and
electromechanical fault
isolation

Harvard Mark Il moth logged

EDSAC program-diagnosis
methods published

Kalman’s state-space work

PDP-1 interactive culture and
DDT variants

EDSAC 2 diagnostic techniques

IBM System/360 operator
guidance

NATO Software Engineering
Conference

Interactive LISP debugging
system documented

Hoare logic and structured-
programming work

Unix system described publicly

McCabe complexity measure

Abstract interpretation

Lamport logical clocks; lint
report

Model-checking workshop
formulation

Schematics, test points, substitution, logs, and physical inspection
established a cross-layer fault-finding method.

Iconic physical evidence attached to an operator record; the technical
use of bug predated the event [1].

Checking routines, selective output, test data, and post-mortem
reasoning became teachable practice [2][3].

Filtering, state representation, and observability developed within
linear-system theory [57][125].

Direct inspection, alteration, breakpoints, and rapid reruns shortened
the diagnostic loop [58].

Diagnostics moved toward source-language interpretation [4].

Messages, abnormal ends, and dumps became institutional operational
evidence [8].

Failure was framed as an engineering and organizational problem of
scale [5].

Debugging integrated break packages, inspection, and higher-level
program structures [61].

Reasoning about correctness complemented empirical debugging [6][7].

Composable tools and process abstractions shaped a diagnostic culture

(9]

Structural complexity became a measurable maintenance and risk signal
[11].

Static analysis gained a general theory for safe semantic approximation
[77].

Distributed ordering and practical static checking advanced in parallel
[13][10].

Temporal properties of concurrent control could be checked
mechanically; proceedings published in 1982 [78].
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PERIOD DEVELOPMENT DIAGNOSTIC SIGNIFICANCE

1982

1983

1984

1985

1986

1987

1988

1988

1990

1992

1993

1996

1997

1999

2000

2001

2001

2002

gprof

Algorithmic Program
Debugging

Program slicing

Distributed snapshots

GNU Project develops GDB
lineage

Reiter’s theory of diagnosis

Vector-clock work

First SNMP specification

SNMP revision and fuzz testing
publications

Purify

Therac-25 analysis

Ariane 5 Flight 501 report

Eraser

Mars Climate Orbiter report

QuickCheck

RFC 3164; statistical inference
from code

Why- and where-provenance

Delta debugging, Tarantula,
Pinpoint

Sampling and call-graph attribution joined performance diagnosis [12].

Oracle judgments about computations guided diagnosis in a logic-
programming framework [114].

Dependencies were used to select code relevant to variables at a chosen
point [113].

Consistent global state could be captured without halting the whole
system [14].

Portable source-level debugging became a major free-software
capability [133].

Model-based diagnosis formalized explanations from components and
observations [15].

Causality and concurrency could be distinguished more precisely [80].

RFC 1067 defined communication between management applications
and agents [134].

Network manageability and automated hostile-input discovery
broadened diagnostics [81][73].

Shadow-state instrumentation detected memory errors closer to their
origin [20].

Software safety, Ul, concurrency, and organizational controls were
analyzed as one system [18].

Reuse, exception policy, common-mode redundancy, and diagnostic
data formed a causal chain [19].

Dynamic race detection made concurrency discipline observable [21].

Interface units, verification, trending, and organizational communication
became an emblematic systems lesson [95].

Generated inputs tested executable properties and supplied examples
for diagnosis [127].

Syslog practice was documented while code populations became
sources of inferred rules [16][79].

Query results could be explained through contributing data and value
origins [116].

Failure minimization, ranked localization, and large-service problem
determination advanced [22][23][24].
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PERIOD DEVELOPMENT DIAGNOSTIC SIGNIFICANCE

2003

2004

2004

2005

2006

2007

2008

2009

2010

2011

2012

2012

2012

2013

2014

2015

2016

Magpie and black-box
distributed diagnosis

DTrace

Whyline; Magpie request
extraction

Scalable statistical bug
isolation

Crash-dump analysis patterns
published

Valgrind framework and X-
Trace

CHESS and KLEE

RFC 5424; trace-analysis
patterns; WER at scale

Dapper; log-invariant mining;
Google-Wide Profiling

A.C.P. methodology

AddressSanitizer and Zipkin

Knight Capital incident

W3C Navigation Timing

The tail at scale

Production failure and error-
handling study

Jaeger created at Uber

Google SRE book; modern
observability movement

Request reconstruction and boundary evidence addressed multi-service
behavior [25][26].

Safe, dynamic production instrumentation supported new questions
without restarts [27].

Behavioral questions and reconstructed requests provided additional
ways to organize execution evidence [115][129].

Deployed executions could rank predicates associated with failure [28].

Recurring diagnostic structures began to be codified in a pattern
language [46].

Dynamic binary instrumentation and pervasive cross-layer tracing
matured [30][29].

Controlled schedules and generated path inputs supported discovery
and reproduction of failures [118][128].

Structured logging, pattern languages, and fleet-scale crash statistics
converged [70][47][66].

Distributed traces, machine log analysis, and continuous profiles
became production-scale evidence [31][32][86].

Artifacts, checklists, and patterns were organized as an iterative
diagnostic process [107].

Fast compiler instrumentation and open-source distributed tracing
broadened adoption [33][83].

Deployment consistency and automated risk containment became
central diagnostic lessons [96].

Standardized browser timing exposed stages of the client’s navigation
experience [120].

Rare delays became significant in requests depending on many
components [123].

Analysis of 198 failures in five systems connected incident evidence to
exceptional-path tests [119].

Microservice scale made end-to-end tracing operational infrastructure
[85].

Golden signals, SLOs, postmortems, and exploratory production inquiry
entered mainstream practice [38][39][88].
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PERIOD DEVELOPMENT DIAGNOSTIC SIGNIFICANCE

. A platform-independent program connected diagnostic patterns with

Theoretical Software o ) "

2016 . . systems thinking and concepts from mathematics and the humanities
Diagnostics named

[112][132].
Learned log sequences, deployable replay, and safe diagnostic

2017 Deeplog, rr, AWS S3 disruption . & . ql,J ploy . Pray o8 I
operations highlighted three frontiers [45][75][97].

2017 DWARF Version 5 Debugging inférmation continued to star.1dardize mappings from
executable artifacts to program abstractions [122].

2018 Distributed Systems Monitoring and observability distinctions were synthesized for

Observability practitioners [89].
. . JVM event recording became available through the OpenJDK integration
2018 Flight Recorder in OpenJDK 11

specified by JEP 328 [117].

2019 OpenTelemetry formed; Jaeger  Instrumentation APIs began consolidating while tracing reached cloud-

graduated native maturity [40][85].
2020 Cloudflare backbone outage Topology, configuration change, and network evidence illustrated cross-
postmortem layer observability [98].
Propagation headers became a W3C Recommendation; transaction
2020 W3C Trace Context; Elle ropas > beca _
histories supported isolation-anomaly inference [82][126].
2021 Trace Context update and OTel A revised W3C Recommendation and stable tracing specification
Trace 1.0 supported interoperable instrumentation [82][135].
Pattern-oriented Python Pattern categories were applied to Python, Al, and cloud workloads;
2024 debugging and 4D conceptual spaces related live, dump, and time-travel investigation
Windows/Linux debugging [106][108][109][110][111].
OpenTelemetry GenAl and
P L y Telemetry expanded toward Al semantics, profiles, and tool-using
2024 profiling initiatives; LLM RCA . .
diagnostic agents [53][131][51].
research
Theoretical Software A collected theoretical program and a source map standard
2024 Diagnostics, fourth edition; documented two different levels of diagnostic representation
ECMA-426 [107][121].

NIST incident-response
2025 revision; Al-training diagnosis;
multi-agent triage

Risk management, accelerator-scale isolation, and agentic investigation
continued converging [44][94][93].

OTel Profiles alpha and CNCF Continuous profiles entered the shared signal model as OpenTelemetry

2026
graduation reached project maturity [87][43].
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Appendix B - Glossary

Abnormal end (ABEND). Termination classified by an operating system or runtime as unsuccessful, often
accompanied by codes and dump evidence.

A.C.P. methodology. An iterative diagnostic process organized around artifacts, checklists, and patterns;
observations can lead to further analysis or artifact acquisition [107].

Address space. The memory locations and mappings visible to a process or execution context.

Agent. Software that collects, processes, exports, or reasons over diagnostic data; in Al contexts, a model-directed
tool user.

Alert. A notification produced when evidence satisfies a rule or learned condition requiring attention.

Algorithmic debugging. Diagnosis organized around a computation model and judgments about the correctness of
its parts [114].

Analysis Pattern Network. A proposed architecture that composes analysis operations over artifacts and their
successive enrichment [107].

Anomaly. An observation that differs from a baseline or expectation; not automatically a defect or cause.

Application performance management (APM). Tools and practices for measuring and diagnosing application
performance and availability.

Baggage. Contextual key-value data propagated across service boundaries alongside trace context.

Breakpoint. A condition that suspends execution at a selected location or event.

Bucketing. Grouping crash reports or incidents by a normalized signature.

Call graph. A representation of calling relationships among functions or procedures.

Cardinality. The number of distinct values or label combinations in a dataset.

Causal inference. Reasoning about whether and how a factor produces an outcome rather than merely correlates
with it.

Client-side diagnostics. Analysis of execution and user-visible behavior in a browser or client, using artifacts from
that environment.

Context propagation. Passing identifiers and metadata across threads, processes, services, or messages.

Core dump / core image. A preserved subset or image of process memory and execution state, usually captured at
failure.

Counterfactual. A claim or test about what would happen if a condition or action were different.

Crash signature. A normalized representation, often based on stack frames and exception data, used to group
failures.

Data provenance. Relationships between a result, contributing source data, and the origins of particular values
[116].

Debugger. A tool for controlling and inspecting program execution or analyzing preserved execution state.

Debugging paradigm? / paradigm®. Conceptual pattern-oriented frameworks relating debugging spaces and
methods; the fourth-dimensional formulation incorporates time-travel debugging.

Delta debugging. Systematic minimization of a failure-inducing input, change, or configuration.

Diagnosability. The degree to which a system’s failures can be detected, distinguished, and explained.
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Diagnostics. The study and analysis of signs of system structure and behavior; a diagnosis is a conclusion reached
for a particular problem and evidence set.

Diagnostics-driven development. The use of diagnostic artifact analysis and its requirements during software
construction [107].

Distributed trace. A correlated record of one logical operation across process and service boundaries.

Dump. A captured representation of selected memory or runtime state. Its consistency and completeness depend
on how it was acquired.

Dynamic analysis. Analysis based on observations made while a program executes.

Dynamic instrumentation. Attaching or enabling runtime probes without permanently instrumenting every path.
eBPF. A verified execution mechanism in the Linux kernel used for networking, security, tracing, and observability.
Event. A timestamped record that an identified activity or state transition occurred.

Exemplar. A link from an aggregate metric observation to a representative detailed record such as a trace.

Fault. A condition capable of causing an error; terminology varies across dependability traditions.

Fault localization. Ranking or identifying program elements likely related to a failure.

Flame graph. An aggregated stack visualization commonly used for profile analysis.

Flight recorder. A facility that retains selected execution events, often in bounded buffers, for later analysis.
Forensics. Reconstruction and preservation of past activity from artifacts, often with evidentiary controls.
Fuzzing. Automated generation or mutation of inputs to discover failures and invariant violations.

Happened-before. A partial order based on local event order and communication; unrelated events in this order

are concurrent within the model.
Heisenbug. A failure whose manifestation changes or disappears when observed or when timing changes.
High cardinality. A field or dimension with many distinct values, useful for discrimination but costly in some stores.

Higher-order analysis narrative. A record produced by examining an earlier diagnostic analysis and the evidence or
decisions it contains [107].

Incident. An event or period of degraded service, risk, or operational impact requiring coordinated response.
Instrumentation. Code or mechanisms that expose runtime measurements or events.

Invariant. A property expected to remain true over a defined scope or state transition.

Log. A stored or streamed sequence of events or messages emitted by software or infrastructure.

Memory spacetime. A conceptual representation of kernel, user, and managed memory spaces across time,
connecting live state, captured state, and recorded execution.

Metric. A numerical observation or aggregation of a measured property, often recorded as a labeled time series.
Minidump. A compact, selectable subset of crash-dump information designed for efficient capture and transport.
Model checking. Automated exploration of a model’s state space against formal properties.

Monitoring. Ongoing measurement and evaluation of known conditions, thresholds, and service health.
Observability. The ability to infer internal behavior from externally available outputs and context.

Observer effect. A change in system behavior caused by the act of measurement or debugging.

OpenTelemetry (OTel). A vendor-neutral project for telemetry APls, SDKs, protocols, collectors, and semantic
conventions.
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Pattern-oriented software diagnostics. A method that names recurring problem and analysis structures so
diagnostic knowledge can be reused across artifacts, tools, and platforms.

Postmortem. A structured analysis of an incident after stabilization, intended to explain and reduce recurrence.
Profile. A sampled or instrumented attribution of resource use or events to code paths.

Program slice. A representation of program elements relevant to a selected analysis criterion, such as a variable at
a program point [113].
Property-based testing. Testing with generated inputs against explicitly stated executable properties [127].

Provenance. Information about the origin and transformations of an artifact or data value; the relevant definition
depends on the analysis domain.

Query plan. A database optimizer’s representation of how a query will be executed; an analyzed execution can add
observed behavior [130].

Record-and-replay. Capturing nondeterministic inputs or execution so an observed run can be reproduced.

Root cause. A mechanism or contributing condition selected as an explanatory stopping point within a stated
system boundary and investigation scope.

Sampling. Selecting a subset of events, traces, stacks, or observations according to a policy.

Sanitizer. Compiler- or runtime-assisted dynamic checking for classes of unsafe behavior.

Semantic convention. A shared definition of names, attributes, units, and meanings for telemetry.

Service-level indicator (SLI). A measured quantity representing an aspect of service behavior experienced by users.
Service-level objective (SLO). A target range or threshold for an SLI over a defined period.

Source map. A mapping from positions in a generated artifact to corresponding source positions [121].

Span. A timed operation within a distributed trace, carrying identity, parentage, attributes, and status.

Static analysis. Analysis of program artifacts without executing the target program.

Structured logging. Logging in stable fields or schemas rather than relying only on free-form text.

Symbolication. Mapping runtime addresses to functions, files, lines, types, and other symbolic information.

Symbolic execution. Analysis that represents inputs symbolically and accumulates path conditions from which
concrete inputs may be generated [128].

Systematic schedule exploration. Controlled investigation of alternative concurrent execution orders within a
supported model and search bound [118].

Telemetry. Measurements and events exported from a system for remote collection or analysis.

Theoretical Software Diagnostics. A research and educational program studying general concepts, models, and
methods of software artifact analysis across platforms.

Time series. Observations indexed by time, often numeric and labeled.

Trace. A temporally ordered record of selected execution activity; in distributed systems, a correlated operation
tree or graph.

Transaction history. Recorded operations and outcomes used to analyze relationships between transactions,
including possible isolation violations [126].

Vector clock. A logical timestamp structure that can distinguish causal order from concurrency.

Watchpoint. A debugger condition that suspends or reports execution when selected data is accessed or changed.
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Appendix C - Evidence taxonomy and blind spots

The following matrix relates diagnostic artifacts to the questions they can help answer, their

characteristic omissions, and the context needed for interpretation.

Table 3. Complementary diagnostic evidence, characteristic blind spots, and identity requirements.

m Strongest questions Characteristic blind spots Identity / trust requirements

Memory dump / core
image

Debugger session

Log / structured
event

Distributed trace

Metric / time series

Profile

Packet / flow record

Change and
deployment record
User or operator

report

Model or anomaly
score

Browser timing /
error record

Query plan / data
provenance

Transaction history /
failing schedule

Analysis narrative

Deep state at one capture
point

Interactive control and local
state

Selected decisions and
temporal narrative

Recorded request path and
latency allocation

Continuous aggregates and
trends

Sampled resource attribution
to stacks

Boundary-level
communication behavior

Version and configuration
transitions

Impact and experiential
context

Ranked hypotheses or
unusual cohorts

Client navigation stages and
failed client execution

Execution choices;
contributing records and
value origins

Observed ordering and
concurrency anomalies

How a conclusion was
reached and what was
checked

Prior transitions; omitted
pages; external
dependencies

Timing may change; session
may be irreproducible

Uninstrumented paths; loss;
ambiguous wording

Unsampled work; broken
propagation; hidden queues

Individual context;
distribution detail after
aggregation

Intent and non-sampled
behavior

Host internals; encrypted
payload; off-path traffic

Runtime mechanism and
hidden manual changes

Precise internal state;
selection and recall bias

Causal proof; behavior
outside training assumptions

Unrecorded interaction;
backend internals; generated
code without maps

Unrecorded workload
conditions; incomplete
derivation

Unexplored executions; gaps
in the observation model

Unrecorded decisions;
mistaken interpretation of
earlier artifacts
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Exact binaries, symbols, module
list, capture policy

Commands, breakpoints, build,
environment, replay trace

Timestamp basis, schema,
producer, sequence/loss data

Trace/span IDs, sampling policy,
resource and deployment

Labels, units, aggregation,
scrape/collection health

Workload window, sampling
rate, symbols, event type

Capture point, interface, clocks,
filters, topology

Commit/build IDs, rollout
cohort, actor, timestamps

Environment, time window,
workflow, correlation identifiers

Model version, features,
baseline, confidence,
explanation

Client and build identity,
navigation context, source maps,
timing basis

Query, schema, parameters,
data and statistics versions,
execution mode

Program and test version,
operation semantics, history
completeness, schedule

Original artifacts, commands,
filters, intermediate results,
analyst or agent version
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