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Version

kd> version

Windows Server 2003 Kernel Version 3790 (Service Pack 2) UP Free x86 compatible
Product: Server, suite: Enterprise TerminalServer SingleUserTS

Built by: 3790.srv03_sp2_rtm.070216 -1710

Kernel base = 0x80800000 PsLoadedModuleList = 0x8089ffa8

Debug session time: Wed Jan 30 17:54:13.390 2008 (GMT+0)

System Uptime: 0 days 0:30:12.000

32- bit Full kernel dump: c: \dmitri \ MEMORY_Windows2003SP2_x86.DMP



Virtual Memory

kd> lvm

*** \irtual Memory Usage ***
Physical Memory: 262003 ( 1048012 Kb)
Page File: \ ?2?\ C:\ pagefile.sys
Current: 1126400 Kb Free Space: 1113376 Kb
Minimu m: 1126400 Kb Maximum: 1126400 Kb
Available Pages: 205257 (821028 Kb)
ResAvail Pages: 199908 ( 799632 Kb)

Locked IO Pages: 64 ( 256 Kb)

Free System PTEs: 47381 ( 189524 Kb)

Free NP PTEs: 32766 ( 131064 Kb)
Free Special NP: 0( 0 Kb)

Modified Pages: 137 ( 548 Kb)

Modified PF Pages: 137 ( 548 Kb)
NonPagedPool Usage: 2144 ( 8576 Kb)
NonPagedPool Max: 51967 (207868 Kb)
PagedPool 0Usage: 4766( 19064 Kb)
PagedPool 1 Usage: 483 ( 1932 Kb)
PagedPool 2 Usage: 491 ( 1964 Kb)
PagedPool Usage: 5740 (22960 Kb)
PagedPool Maximum: 70656 (282624 Kb)
Shared Commit: 754 ( 3016 Kb)
Special Pool: 0( 0 Kb)

Shared Process: 1939 ( 7756 Kb)
PagedPool Commit: 5744 (22976 Kb)

Driver Commit: 1575 ( 6300 Kb)
Committed pages: 27929 ( 111716 Kb)
Commit limit: 520702 ( 2082808 Kb)

Total Private: 16502 (66008 Kb)
0350 svchost.exe 3217 ( 12868 Kb)
035c explorer.exe 2262 (9048 Kb)
0la4 Isass.exe 1684 ( 6736 Kb)
0168 winlog on.exe 1536 ( 6144 Kb)
0840 iexplore.exe 1510 ( 6040 Kb)
0314 svchost.exe 890 ( 3560 Kb)
03dc spoolsv.exe 765 (3060 Kb)
0434 SpntSvc.exe 538 ( 2152 Kb)
04ec msdtc.exe 451 ( 1804 Kb)
0730 wmiprvse.exe 399 (1596 Kb)
0150 csrss.exe 372 ( 1488 Kb)
0198 services.exe 347 ( 1388 Kb)
065c svchost.exe 341 ( 1364 Kb)
0328 svchost.exe 309 ( 1236 Kb)
02d4 svchost.exe 274 (1096 Kb)
0610 VMwareUser.exe 214 ( 856 Kb)
05dc VMwareTray.exe 204 ( 816 Kb)
056¢ mdm.exe 194 ( 776 Kb)
0280 svchost.exe 193 ( 772 Kb)
04d4 StOPP.exe 177( 708 Kb)
0884 notepad.exe 155 ( 620 Kb)
05ec VMwareService.e 142 ( 568 Kb)
0550 svchost.exe 12 2( 488 Kb)
04b8 StWatchDog.exe 94 ( 376 Kb)
0584 svchost.exe 67 ( 268 Kb)

0l11lc smss.exe 37 ( 148 Kb)
0004 System 8 ( 32 Kb)
06ec wmiprvse.exe 0( 0 Kb)

0300 userinit.exe 0( 0 Kb)
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Processes and Threads

kd> Iprocess 0 ff

System process

PROCESS 865a1818 Sessionld: none Cid: 0004 Peb: 00000000 ParentCid: 0000
DirBase: 003b6000 ObjectTable: e1001ca8 HandleCount: 400.
Image: System
VadRoot 862d3320 Vads 4 Clone 0 Private 3. Modified 2942. Locked 0.

DeviceMap €1000170

Token €1000808

ElapsedTime 00:30:12.000
UserTime 00:00:00.000

KernelTime 00:04:01.140
QuotaPoolUsage[PagedPool] 0
QuotaPoolUsage[NonPagedPool] 0

Working Set Sizes (now,min,max) (59, 0, 345) (236K B, OKB, 1380KB)
PeakWorkingSetSize 524

VirtualSize 1 Mb

PeakVirtualSize 2 Mb

PageFaultCount 7039

MemoryPriority BACKGROUND

BasePriority 8
CommitCharge 8

Setting context for this process...
.process /p /r ffffffff865a1818

Ipeb
PEB NULL...

THREAD 865a15a8 Cid 0004.0008 Teb: 00000000 Win32T hread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
808a4920 SynchronizationEvent
808a5a80 NotificationTimer
Not impersonating
DeviceMap €1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 115817 Ticks: 151 (0:00:00:02.359)
Context Switch Count 8361
UserTime 00:00:00.000
KernelTime 00:03:47.812
Start Address nt!Phasellnitialization (0x808e0982)
Stack Init f78a7000 Current f78a6cdc Base f78a7000 Limit f78a4000 Call O
Priority O BasePriority 0 PriorityDecrement O
ChildEBP RetAddr
f78a6cf4 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78a6d0c 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f78a6d40 80856202 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
fr8a6da4 808e0994 nt!MmZeroPag eThread+0x74 (FPO: [Non - Fpo))

f78a6dac 809418f4 nt!Phasellnitialization+0x12 (FPO: [Non - Fpo))
f78a6ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16



THREAD 865a0b40 C id 0004.0010 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
808a76c0 QueueObject
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System
Wait Start TickCount 20 Ticks: 115948 (0:00:30:11.687)

Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address nt'ExpWorkerThread (0x8087acd6)

Stack Init f78b7000 Current f78b6d00 Base f78b7000 Limit f78b4000 Call 0

Priority 13 BasePriority 13 PriorityDecrement O

ChildEBP RetAddr

f78b6d18 8082ffb7 nt!KiSwapCon text+0x25 (FPO: [Uses EBP] [0,0,4])
f78b6d30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f78b6d78 8087ad9e nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpo))

f78b6dac 809418f4 nt'ExpWorkerThread+0xc8 (FPO: [Non - Fpo])
f78b6ddc 80887f  4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])
00000000 00000000 nt!KiThreadStartup+0x16

THREAD 865a08d0 Cid 0004.0014 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
808a76c0 QueueObject
Not impersonating

DeviceMap e1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 20 Ticks: 115948 (0:00:30:11.687)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address nt'ExpWorkerThread (0x8087acd6)

Stack Init f78bb000 Current f78bad00 Base f78bb000 Limit 7808000 Call 0
Priority 13 BasePriority 13 PriorityDecrement O

ChildEBP RetAddr

f78bad18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78bad30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f78bad78 8087ad9e nt'KeRemoveQueue+0x3al (FP O: [Non - Fpo])

fr8badac 809418f4 nt!lExpWorkerThread+0xc8 (FPO: [Non - Fpo])
f78baddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8659f020 Cid 0004.0018 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
808a76c0 QueueObject
Not impersonating

DeviceMap €1000170

Owning Process 86 5a1818 Image: System
Wait Start TickCount 4800 Ticks: 111168 (0:00:28:57.000)
Context Switch Count 2

UserTime 00:00:00.000

KernelTime 00:00:00.00 0

Start Address nt!ExpWorkerThread (0x8087acd6)

Stack Init f78bf000 Current f78bed00 Base f78bf000 Limit f78bc000 Call O

Priority 13 BasePriority 13 PriorityDecrement O

ChildEBP RetAddr

f78bed18 8082ffb7 nt!KiSwapC ontext+0x25 (FPO: [Uses EBP] [0,0,4])
f78bed30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f78bed78 8087ad9e nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpo])

f78bedac 809418f4 nt!ExpWorkerThread+0xc8 (FPO: [Non - Fpo])
f78beddc 8088 7fda nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])
00000000 00000000 nt!KiThreadStartup+0x16



THREAD 8659fdb0 Cid 0004.001c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
808a76c0 QueueObjec t

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 115952 Ticks: 16 (0:00:00:00.250)

Context Switch Count 6313

UserTime 00:00:00.000

KernelTime 00:00:01.406

Start Address nt'ExpWorkerThread (0x8087acd6)

Stack Init f78c3000 Current f78c2d00 Base f78¢c30 00 Limit f78c0000 Call 0

Priority 13 BasePriority 13 PriorityDecrement O

ChildEBP RetAddr

f78c2d18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78c2d30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f7 8c2d78 8087ad9e nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpo))

fr8c2dac 809418f4 nt!ExpWorkerThread+0xc8 (FPO: [Non - Fpo])
f78c2ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8659fb40 Cid 0004.0020 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
808a76c0 QueueObject

Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 97025 Ticks: 18943 (0:00:04:55.984)

Context Switch Count 4800

UserTime 00:00:00.000

KernelTime 00:00:00.421

Start Address nt'ExpWorkerThread (0x8087acd6)

Stack Init f78c7000 Current f78c6d00 Base f78c7000 Limit f78¢c4000 Call 0

Priority 13 BasePriority 13 PriorityDecrement O

ChildEBP RetAddr

f78c6d18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78c6d30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f78c6d78 8087ad9e nt!lKeRemoveQueue+0x3al (FPO: [Non - Fpa))

f78c6dac 809418f4 nt'ExpWorkerThread+0xc8 (F PO: [Non - Fpa])

f78c6ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8659f8d0 Cid 0004.0024 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
808a76c0 QueueObject

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 115941 Ticks: 27 (0:00:00:00.421)

Context Switch Count 5086

UserTime 00:00:00.000

KernelTime 00:00:00.343

Start Address nt!ExpWorkerThread (0x8087acd6)

Stack Init f78cb000 Current f78cad00 Base f78cb000 Li mit f78c8000 Call 0

Priority 13 BasePriority 13 PriorityDecrement O

ChildEBP RetAddr

f78cad18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78cad30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f78cad7 8 8087ad9e nt!KeRemoveQueue+0x3al (FPO: [Non - Fpo])

f78cadac 809418f4 nt!ExpWorkerThread+0xc8 (FPO: [Non - Fpo])
f78caddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16



THREAD 8659f660 Cid 0004.0028 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
808a76c0 QueueObject

Not impersonating

DeviceMap €1000170

Owning Process 86 5a1818 Image: System

Wait Start TickCount 112613 Ticks: 3355 (0:00:00:52.421)

Context Switch Count 810

UserTime 00:00:00.000

KernelTime 00:00:00.12 5

Start Address nt'ExpWorkerThread (0x8087acd6)

Stack Init f78cf000 Current f78ced00 Base f78cf000 Limit f78cc000 Call O

Priority 13 BasePriority 13 PriorityDecrement O

ChildEBP RetAddr

f78ced18 8082ffb7 nt!KiSwapC ontext+0x25 (FPO: [Uses EBP] [0,0,4])

f78ced30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f78ced78 8087ad9e nt!lKeRemoveQueue+0x3al (FPO: [Non - Fpo))

fr8cedac 809418f4 nt!ExpWorkerThread+0xc8 (FPO: [Non - Fpo])

f78ceddc 8088 7f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8659f3f0 Cid 0004.002c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
808a76c0 QueueObject
Not impersonating

DeviceMap e1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 4800 Ticks: 111168 (0:00:28:57.000)
Context Switch Count 555

UserTime 00:00:00.000

KernelTime 00:00:00.093

Start Address nt'ExpWorkerThread (0x8087acd6)

Stack Init f78d3000 Current f78d2d00 Base f78d3000 Limit f78d0000 Call 0
Priority 13 BasePriority 13 PriorityDecrement O

ChildEBP RetAddr

f78d2d18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78d2d30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f78d2d78 8087ad9e nt'KeRemo veQueue+0x3al (FPO: [Non - Fpo])

fr8d2dac 809418f4 nt!lExpWorkerThread+0xc8 (FPO: [Non - Fpo])
fr8d2ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8659e020 Cid 0004 .0030 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
808a76c0 QueueObject

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: Syste m

Wait Start TickCount 97025 Ticks: 18943 (0:00:04:55.984)

Context Switch Count 1645

UserTime 00:00:00.000

KernelTime 00:00:00.140

Start Address nt!ExpW orkerThread (0x8087acd6)

Stack Init f78d7000 Current f78d6d00 Base f78d7000 Limit f78d4000 Call O

Priority 13 BasePriority 13 PriorityDecrement O

ChildEBP RetAddr

f78d6d18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0 ,0,4])
f78d6d30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f78d6d78 8087ad9e nt'/KeRemoveQueue+0x3al (FPO: [Non - Fpo])

f78d6dac 809418f4 nt!ExpWorkerThread+0xc8 (FPO: [Non - Fpo])
f78d6ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16
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THREAD 8659edb0 Cid 0004.0034 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable

808a76c0 QueueObject
Not impersonating
DeviceMap €1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 95717 Ticks: 20251 (0:00:05:16.421)
Contex t Switch Count 121
UserTime 00:00:00.000
KernelTime 00:00:00.171
Start Address nt'ExpWorkerThread (0x8087acd6)

Stack Init f78db000 Current f78dad00 Base f78db000 Limit f78d80 00 Call O

Priority 13 BasePriority 13 PriorityDecrement O
ChildEBP RetAddr
f78dad18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78dad30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f78dad78 8087ad9e nt!lKeRemoveQueue+0x3al (FPO: [Non - Fpo))

fr8dadac 809418f4 nt'ExpWorkerThread+0xc8 (FPO: [Non - Fpo])
fr8daddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8659eb40  Cid 0004.0038 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable

808a76fc QueueObject
Not impersonating

DeviceMap e1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 20 Ticks: 115948 (0:00:30:11.687)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address nt'ExpWorkerThread (0x8087acd6)

Stack Init f78df000 Current f78ded00 Base f78df000 Limit f78dc000 Call 0
Priority 12 BasePriority 12 PriorityDecrement O

Kernel stack not re sident.

ChildEBP RetAddr

f78ded18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78ded30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f78ded78 8087ad9e nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpa))

fr8dedac  809418f4 nt!ExpWorkerThread+0xc8 (FPO: [Non - Fpo])
f78deddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8659e8d0 Cid 0004.003c Teb: 00000000 Win32Thread: 00000000 WAIT:

UserMode Non - Alertable

808a76fc QueueObject
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 20 Ticks: 115948 (0:00:30:11.687)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address nt!ExpWorkerThread (0x8087acd6)

Stack Init f78e3000 Current f78e2d00 Base f78e3000 Limit f78e0000 Call 0
Priority 12 BasePriority 12 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f78e2d18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Us es EBP] [0,0,4])
f78e2d30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f78e2d78 8087ad9e nt'/KeRemoveQueue+0x3al (FPO: [Non - Fpo])

f78e2dac 809418f4 nt!ExpWorkerThread+0xc8 (FPO: [Non - Fpo])
f78e2ddc 80887f4a nt!PspSystemThre adStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

(Unknown)



THREAD 8659e660 Cid 0004.0040 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
808a76fc QueueObject
Not impersona ting

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 3081 Ticks: 112887 (0:00:29:23.859)
Context Switch Count 5

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address nt'ExpWorkerThread (0x8087acd6)

Stack Init f78e7000 Current f78e6d00 Base f78e7000 Limit 7824000 Call 0
Priority 12 BasePriority 12 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f78e6d18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78e6d30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f78e6d78 8087ad9e nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpo))

f78e6dac 809418f4 nt!lExpWorkerThread+0xc8 (FPO: [Non - Fpo))
f78e6ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8659e3f0 Cid 0004.0044 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
808a76fc QueueObject

Not impersonating

DeviceMap 1000170

Owning Process 86 5a1818 Image: System

Wait Start TickCount 115952 Ticks: 16 (0:00:00:00.250)

Context Switch Count 17561

UserTime 00:00:00.000

KernelTime 00:00:01.59 3

Start Address nt'ExpWorkerThread (0x8087acd6)

Stack Init f78eb000 Current f78ead00 Base f78eb000 Limit f78e8000 Call 0

Priority 12 BasePriority 12 PriorityDecrement O

ChildEBP RetAddr

f78ead18 8082ffb7 nt!KiSwapC ontext+0x25 (FPO: [Uses EBP] [0,0,4])

f78ead30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f78ead78 8087ad9e nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpa))

fr8eadac 809418f4 nt!lExpWorkerThread+0xc8 (FPO: [Non - Fpo])

fr8eaddc 8088 7fda nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8659d020 Cid 0004.0048 Teh: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
808a76fc QueueObject
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 4302 Ticks: 111666 (0:00:29:04.781)

Context Switch Count 21

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address nt!ExpWorkerThread (0x8087acd6)

Stack Init f78ef000 Current f78eed00 Base f78ef000 Limit f78ec000 Call 0

Priority 13 BasePriority 12 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f78eed18 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78eed30 80829fc5 nt!KiSwapThread +0x83 (FPO: [Non - Fpo])

f78eed78 8087ad9e nt'/KeRemoveQueue+0x3al (FPO: [Non - Fpo])

f78eedac 809418f4 nt!ExpWorkerThread+0xc8 (FPO: [Non - Fpo])
f78eeddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000  nt!KiThreadStartup+0x16
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THREAD 8659ddb0 Cid 0004.004c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
808a76fc QueueObject
Not impersonating
DeviceMap €1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 111781 Ticks: 4187 (0:00:01:05.421)
Context Switch Count 442
UserTime 00:00:00.000
KernelTime 00:00:00.625
Start Address nt'ExpWorkerThread (0x8087acd6)
Stack Init f78f3000 Current f78f2d00 Base f78f3000 Limit f78f0000 Call O
Priority 12 BasePriority 12 PriorityDecrement O
Kernel sta  ck not resident.
ChildEBP RetAddr
f78f2d18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78f2d30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f78f2d78 8087ad9e nt'KeRemoveQueue+0x3al (FPO: [Non - Fpo))

fr8f2dac 8094184 nt!lExpWorkerThread+0xc8 (FPO: [Non - Fpo])

fr8f2ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8659db40 Cid 0004.0050 Teb: 00000000 Win32Thread: 00000 000 WAIT: (Unknown)
UserMode Non - Alertable
808a76fc QueueObject
Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 3534 Ticks: 112434 (0:00:29:16.781)
Context Switch Count 460

UserTime 00:00:00.000

KernelTime 00:00:00.921

Start Address nt'ExpWorkerThread (0x8087acd6)

Stack In it f78f7000 Current f78f6d00 Base f78f7000 Limit f78f4000 Call O
Priority 12 BasePriority 12 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f78f6d18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78f6d30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f78f6d78 8087ad9e nt'KeRemoveQueue+0x3al (FPO: [Non - Fpa))

fr8fédac 809418f4 nt!lExpWorkerThread+0xc8 (FPO: [Non - Fpo])
fr8féddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8659d8d0 Cid 0004.0054 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
808a7738 QueueObject

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 114509 Ticks: 1459 (0:00:00:22.796)

Context Sw itch Count 290

UserTime 00:00:00.000

KernelTime 00:00:00.031

Start Address nt!ExpWorkerThread (0x8087acd6)

Stack Init f78fb000 Current f78fad00 Base f78fb000 Limit f78f8000 C allo

Priority 15 BasePriority 15 PriorityDecrement O

ChildEBP RetAddr

f78fad18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78fad30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f78fad78 8087ad9e nt! KeRemoveQueue+0x3al (FPO: [Non - Fpo])

f78fadac 809418f4 nt'ExpWorkerThread+0xc8 (FPO: [Non - Fpo])

f78faddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16
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THREAD 8659d660 Cid 0004.0058 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f78fed78 NotificationTimer
808a76a0 SynchronizationEvent
808a7690 SynchronizationEvent
Not impersonating
DeviceMap 1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 115952 Ticks: 16 (0:00:00:00.250)
Context Switch Count 1812
UserTi me 00:00:00.000
KernelTime 00:00:00.000
Start Address nt'ExpWorkerThreadBalanceManager (0x80988daa)
Stack Init f78ff000 Current f78fece0 Base f78ff000 Limit f78fc000 Call O
Priority 15 BasePri ority 14 PriorityDecrement 1
ChildEBP RetAddr
f78fecf8 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78fed10 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f78fed44 8098808 nt'KeWaitForMultipleObjects+0x320 (F PO: [Non - Fpo])
fr8fedac 809418f4 nt!ExpWorkerThreadBalanceManager+0x5e (FPO: [Non - Fpo))
f78feddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 86596020 Cid 0004.0 05c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
808a45c0 Semaphore Limit Ox7fffffff
808a4590 NotificationEvent
Not impersonating

DeviceMap 1000170

Owning Pro cess 865a1818 Image: System

Wait Start TickCount 91 Ticks: 115877 (0:00:30:10.578)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address nt!'MiDereferenceSegmentThread (0x808400b0)

Stack Init 7903000 Current f7902d0c Base 7903000 Limit f7900000 Call O
Priority 18 BasePriority 8 PriorityDecrement 0

Kernel stack not resident.

ChildEBP RetAddr

f7902d24 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7902d3c 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f7902d70 80840103 nt!KeWaitForMultipleObjects+0x320 (FPO :[Non - Fpo])
f7902dac 809418f4 nt'MiDereferenceSegmentThread+0x53 (FPO: [Non - Fpo))
f7902ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 86596db0 Cid 0004.0060 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
808a4480 NotificationEvent
8089fe80 NotificationEvent
Not impersonating
DeviceMap 1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 115009 Ticks: 959 (0:00:00:14.984)
Context Switch Count 255
UserTime 00:00:00.000
KernelTime 00:00: 00.015
Start Address nt!MiModifiedPageWriter (0x809a2ebc)
Stack Init f7907000 Current f7906ccc Base f7907000 Limit 7904000 Call 0
Priority 17 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr
f7906ce4 8082ffb7 n tIKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7906cfc 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f7906d30 808446a3 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f7906d78 809a3035 nt'MiModifiedPageWriterWorker+0x45 (FPO: [Non - Fpo))
f7906dac 809418f4 nt!MiModifiedPageWriter+0x179 (FPO: [Non - Fpo))
f7906ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!Ki ThreadStartup+0x16
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THREAD 86596b40 Cid 0004.0064 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f790ad78 SynchronizationTimer
808a4470 SynchronizationEvent
Not impersonating
DeviceMap 1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 115945 Ticks: 23 (0:00:00:00.359)
Context Switch Count 1814
UserTime 00:00:00.000
KernelTime 00:00:00.000
Start Address nt!KeBalanceSetManager (0x80882626)
Stack Init f790b000 Current f790ac90 Base f790b000 Limit f7908000 Call O
Priority 16 BasePriority 8 PriorityD ecrement O
ChildEBP RetAddr
f790aca8 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f790acc0 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f790acf4 808826d3 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f790adac 809418f4 nt!lKeBalanceSetManager+0xad (FPO: [Non - Fpo])
f790addc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 865968d0 Cid 0004.0068 Teb: 00000000 Win32Thre ad: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
8089f2e0 SynchronizationEvent

Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 115932 Ticks: 36 (0:00:00:00.562)

Context Switch Count 9262

UserTime 00:00:00.000
KernelTime 00:00:00.546
Start Address nt'KeSwapPro cessOrStack (0x80882730)

Stack Init f790f000 Current f790ed20 Base f790f000 Limit f790c000 Call 0
Priority 23 BasePriority 8 PriorityDecrement 0
ChildEBP RetAddr

f790ed38 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0, 0,4])
f790ed50 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpa))

f790ed94 8088275b nt'KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f790edac 809418f4 nt!lKeSwapProcessOrStack+0x2b (FPO: [1,0,0])

f790eddc 80887f4a nt!PspSystemThre adStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 865979b8 Cid 0004.006c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
8089db40 QueueObject
Not impersonat  ing

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 91 Ticks: 115877 (0:00:30:10.578)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address nt!FsRtlWorkerThread (0x80819dea)

Stack Init f7913000 Current f7912d14 Base 7913000 Limit f7910000 Call O
Priority 16 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f7912d2c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7912d44 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f7912d8c 80819e1lf nt'lKeRemov eQueue+0x3al (FPO: [Non - Fpo])

f7912dac 809418f4 nt!FsRtlWorkerThread+0x35 (FPO: [Non - Fpo])
f7912ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16



THREAD 86597748 Cid 0004.0070 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
8089db68 QueueObject
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: S ystem
Wait Start TickCount 91 Ticks: 115877 (0:00:30:10.578)

Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address ntlFs RtlWorkerThread (0x80819dea)

Stack Init f7917000 Current f7916d14 Base 7917000 Limit f7914000 Call 0
Priority 17 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr

f7916d2c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f7916d44 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f7916d8c 80819elf ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))

fr916dac 809418f4 nt!FsRtlWorkerThread+0x35 (FPO: [Non - Fpo])
f7916ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 86574988 Cid 0004.0074 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f7 372290 NotificationEvent
f7372280 NotificationEvent
Not impersonating
DeviceMap 1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 3262 T icks: 112706 (0:00:29:21.031)
Context Switch Count 609
UserTime 00:00:00.000
KernelTime 00:00:01.515
Start Address ACPI!'ACPIWorker (0xf7363d22)
Stack Init 7927000 Cu rrent f7926d08 Base 7927000 Limit f7924000 Call 0
Priority 8 BasePriority 8 PriorityDecrement 0
ChildEBP RetAddr
f7926d20 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7926d38 808282b0 nt'KiSwapThread+0x83 (FP O: [Non - Fpo])

f7926d6c f7363d69 nt!lKeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f7926dac 809418f4 ACPI'ACPIWorker+0x47 (FPO: [Non - Fpo))

f7926ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 n  t!KiThreadStartup+0x16

THREAD 8656b020 Cid 0004.0078 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
808a40c0 NotificationEvent

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 95478 Ticks: 20490 (0:00:05:20.156)

Context Switch Count 10

UserTime 00:00:00.000

KernelTime 00:00:00.015

Start Address nt!MiMappedPageWriter (0x808444fe)

Stack Init f792b000 Current f792acfc Base f792b000 Limit f7928000 Call 0

Priority 17 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f792ad14 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f792ad2c 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f792ad70 80844552 nt!'KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
fr92adac 809418f4 nt!MiMappedPageW riter+0x54 (FPO: [Non - Fpo))
f792addc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16
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KernelMo

THREAD 865a59a0 Cid 0004.007c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
de Non - Alertable

f730bbe0 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 261 T icks: 115707 (0:00:30:07.921)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address dmiolvoliod_loop (0xf72f5f8e)

Stack Init f792f000 Current f792edOc Base f792f000 Limit f792c000 Call 0
Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f792ed24 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f792ed3c 808 287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f792ed80 726327 nt'KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
fr92edac 809418f4 dmio!voliod_loop+0x399 (FPO: [Non - Fpo))

f792eddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo] )

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 864f0020 Cid 0004.0080 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable

f717d32c QueueObject
Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 4024 Ticks: 111944 (0:00:29:09.125)
Context Switch Count 9

UserTime 00:00 :00.000

KernelTime 00:00:00.000

Start Address NDIS!ndisWorkerThread (0xf7180a41)

Stack Init f7933000 Current f7932d18 Base 7933000 Limit f7930000 Call 0
Priority 8 BasePriority 8 PriorityDecrement 0

ChildEBP RetAddr

f7932d30 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7932d48 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f7932d90 f7180a0e nt'KeRemoveQueue+0x3al (FPO: [Non - Fpa))

f7932dac 809418f4 NDIS!ndi sWorkerThread+0x2f (FPO: [Non - Fpa))
f7932ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 863feb50 Cid 0004.0088 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable

86403b50 SynchronizationEvent

86403b60 SynchronizationEvent

86403b70 SynchronizationEvent

86403b80 SynchronizationEvent
Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 3008 Ticks: 112960 (0:00:29:25.000)

Context Switch Count 2

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address redbook!RedBookSystemThread (0xf70a8830)

Stack Init f793f000 Current f793ec88 Base f793f 000 Limit f793c000 Call 0

Priority 16 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f793eca0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f793ech8 808282b0 nt!KiSwapThre ad+0x83 (FPO: [Non - Fpo])

f793ecec f70a8937 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f793edac 809418f4 redbook!RedBookSystemThread+0x107 (FPO: [Non - Fpo))
f793eddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16
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THREAD 864aaa08 Cid 0004.0094 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f6ecflc8 QueueObject
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 2889 Ticks: 113079 (0:00:29:26.859)
Context Switch Count 1

UserT ime 00:00:00.000

KernelTime 00:00:00.000

Start Address rdpdr!RxBootstrapWorkerThreadDispatcher (0xf6ee1b82)

Stack Init f794b000 Current f794acec Base f794b000 Limit f7948000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f794ad04 8082ffb7 ntIKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f794ad1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f794ad64 f6ec8449 nt'lKeRemoveQueue+0x3al (FPO: [ Non- Fpo])

f794ad9c f6eelb91 rdpdr'RxpWorkerThreadDispatcher+0x4b (FPO: [Non - Fpo))
f794adac 809418f4 rdpdr!RxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo))
f794addc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))
00000000 00000000 nt!KiThreadStartup+0x16

THREAD 863fe2d8 Cid 0004.0098 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f6ecf090 QueueObject
Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 2889 Ticks: 113079 (0:00:29:26.859)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address rdpdr!RxBootstrapWorkerThreadDispatcher (0xf6ee1b82)

Stack Init 7953000 Current f7952cec Base 7953000 Limit f7950000 Call O

Priority 8 BasePriority 8 PriorityDecrement 0

ChildEBP RetAddr

f7952d04 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7952d1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f7952d64 f6ec8449 nt'lKeRemove Queue+0x3al (FPO: [Non - Fpo])

f7952d9c f6eelb91l rdpdr'RxpWorkerThreadDispatcher+0x4b (FPO: [Non - Fpo))
fr952dac 809418f4 rdpdr!RxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo))
f7952ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FP O: [Non - Fpo])
00000000 00000000 nt!KiThreadStartup+0x16

THREAD 863fddb0 Cid 0004.009c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f6ecf090 QueueObject
Not impersonating

Device Map €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 2889 Ticks: 113079 (0:00:29:26.859)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address rdpdr!RxBootstrapWorkerThreadDispatcher (0xf6ee1b82)

Stack Init f7957000 Current f7956cec Base 7957000 Limit f7954000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f7956d04 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7956d1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f7956d64 f6ec8449 nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpo])

f7956d9c f6eelb91 rdpdr'RxpWorkerThreadDispatcher+0x4b (FPO: [Non - Fpo])
f7956dac 809418f4 rdpdr'RxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo])
f7956ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])
00000000 00000000 nt!KiThreadStartup+0x16
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THREAD 8639cdb0 Cid 0004.00a0 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f6ecf090 QueueObject
Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 2889 Ticks: 113079 (0:00:29:26.859)
Context Switch Count 1

UserTime 00:0 0:00.000

KernelTime 00:00:00.000

Start Address rdpdr!RxBootstrapWorkerThreadDispatcher (0xf6ee1b82)

Stack Init f795b000 Current f795acec Base f795b000 Limit f7958000 Call O

Priority 8 BasePriority 8 PriorityDe crement 0

ChildEBP RetAddr

f795ad04 8082ffb7 ntIKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f795ad1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f795ad64 f6ec8449 nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpo))

f795ad9 c f6eelb91 rdpdriRxpWorkerThreadDispatcher+0x4b (FPO: [Non - Fpo])
fr95adac 809418f4 rdpdrlRxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo])
f795addc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))
00000000 00000000 nt!K iThreadStartup+0x16

THREAD 863fc870 Cid 0004.00a4 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f6ecf090 QueueObject
Not impersonating

DeviceMap e1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 2889 Ticks: 113079 (0:00:29:26.859)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address rdpdr!RxBootstrapWorkerThreadDispatcher (0xf6ee1b82)

Stack Init f795f000 Current f795ecec Base f795f000 Limit f795c000 Call O

Priority 8 BasePriority 8 PriorityDecrement 0

ChildEBP RetAddr

f795ed04 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f795ed1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f795ed64 f6ec8449 ntlKeRemoveQueue+0x3al (FPO: [Non - Fpa))

f795ed9c f6eelb9l rdpdr'R xpWorkerThreadDispatcher+0x4b (FPO: [Non - Fpo))
fr95edac 809418f4 rdpdr!RxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo))
f795eddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))
00000000 00000000 nt!KiThreadStartup+0x1 6

THREAD 86467b00 Cid 0004.00a8 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f6ecf090 QueueObject
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System
Wait Start TickCount 2889 Ticks: 113079 (0:00:29:26.859)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00 .000

Start Address rdpdr!RxBootstrapWorkerThreadDispatcher (0xf6ee1b82)

Stack Init f7963000 Current f7962cec Base 7963000 Limit f7960000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f7962d04 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7962d1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f7962d64 f6ec8449 nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpo])

f7962d9c f6eelb91 rdpdr'RxpWorkerThreadDispa tcher+0x4b (FPO: [Non - Fpo])
f7962dac 809418f4 rdpdr'RxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo])
f7962ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])
00000000 00000000 nt!KiThreadStartup+0x16
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THREAD 863d9298 Cid 0004.00ac Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
féecfl2c QueueObject
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System
Wait Start TickCount 2889 Ticks: 113079 (0:00:29:26.859)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Sta rt Address rdpdr!RxBootstrapWorkerThreadDispatcher (Oxf6ee1b82)

Stack Init f7967000 Current f7966cec Base 7967000 Limit f7964000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f7966d04 8082ffb7 nt!K iSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7966d1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f7966d64 f6ec8449 nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpo))

f7966d9c f6eelb91 rdpdriRxpWorkerThreadDispatcher+0x4b (FPO: [Non - Fpo])
f7966dac 809418f4 rdpdrlRxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo])
f7966ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])
00000000 00000000 nt!KiThreadStartup+0x16

THREAD 863fe6f0 Cid 0004.00b0 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
féecf21c NotificationEvent
863fe768 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 114251 Ticks: 1717 (0:00:00:26.828)
Context Switch Count 30
UserTime 00:00:00.000
KernelTime 00:00:00.0 00
Start Address rdpdr'RxSpinUpRequestsDispatcher (Oxf6ec8238)
Stack Init f796b000 Current f796ad00 Base f796b000 Limit 7968000 Call 0
Priority 8 BasePriority 8 PriorityDecrement 0
ChildEBP RetAddr
f796ad18 8082ff b7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f796ad30 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpa))

f796ad74 f6ec8290 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
fr96adac 809418f4 rdpdr'RxSpinUpRequestsDispatcher+0x58 (FP O: [Non - Fpo])
fr96addc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 862d5340 Cid 0004.00b8 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f6f9c3d0 SynchronizationEvent
f6fac3b0 SynchronizationEvent
Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 2930 Ticks: 113038 (0:00:29:26.218)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address raspptp!MainPassivelLevelThread (0xf6f8fde e)

Stack Init f7977000 Current f7976d08 Base 7977000 Limit f7974000 Call O
Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f7976d20 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7976d38 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f7976d6c f6f8felc ntlKeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f7976dac 809418f4 raspptp!MainPassiveLevelThread+0x2e (FPO: [Non - Fpo])
f7976ddc 80887f4a nt!PspSystemThreadStartup+0 x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16
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THREAD 86413020 Cid 0004.00d8 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
862ae604 NotificationEvent
Not impersonatin g

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 3008 Ticks: 112960 (0:00:29:25.000)
Context Switch Count 5

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address USBPORTIUSBPORT_WorkerThread (0xf7055d44)

Stack Init f7125000 Current f7124cf8 Base 7125000 Limit f7122000 Call 0
Priority 9 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f7124d10 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7124d28 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

fr124d6c f7055d80 nt!KeWaitForSingleObject+0x2 e0 (FPO: [Non - Fpo])
fr124dac 809418f4 USBPORT!USBPORT_WorkerThread+0x3c (FPO: [Non - Fpo])
f7124ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 863fd2e8 Cid 0004. 00e8 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
863c6a58 NotificationEvent
863fd360 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 115963 Ticks: 5 (0:00:00:00.078)
Context Switch Count 355
UserTime 00:00:00.000
KernelTime 00 :00:00.046
Start Address parport!P5FdoThread (0xf70e3324)
Stack Init f7983000 Current f7982cf0 Base 7983000 Limit 7980000 Call 0
Priority 8 BasePriority 8 PriorityDecrement 0
ChildEBP RetAddr

f7982d08 8082ffh7 nt IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7982d20 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpa))

f7982d64 f70e3377 nt'KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f7982dac 809418f4 parport!P5FdoThread+0x53 (FPO: [Non - Fpa))
f7982ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 86453a70 Cid 0004.00ec Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f7 792050 NotificationEvent
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 2972 Ticks: 112996 (0:00:29:25.562)

Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address rasacd!AcdNotificationRequestThread (0xf7790d38)

Stack Init f797f000 Current f797ed08 Base 7 97f000 Limit f797c000 Call 0

Priority 8 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr
f797ed20 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f797ed38 808287h4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f797ed7c f7790ela nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
fr97edac 809418f4 rasacd!AcdNotificationRequestThread+0xe2 (FPO: [Uses EBP] [1,2,0])
f797eddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 000000 00 nt!KiThreadStartup+0x16
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THREAD 8638d020 Cid 0004.00f8 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f6c20908 QueueObject

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 115363 Ticks: 605 (0:00:00:09.453)

Context Switch Count 90

UserTime 00:00:00.000

Ker nelTime 00:00:00.000

Start Address rdbss!RxBootstrapWorkerThreadDispatcher (0xf6c2e4f7)

Stack Init f797b000 Current f797acec Base f797b000 Limit f7978000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f797ad04 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

fr97ad1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

fr97ad64 fécl51aa ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))

f797ad9c f6c2e506 rdbss!Rxp WorkerThreadDispatcher+0x4b (FPO: [Non - Fpo])

fr97adac 809418f4 rdbss!RxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo))

fr97addc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8632ale8 Cid 0004.00fc Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f6c207d0 QueueObject
Not impersonating

DeviceMap e1000170

Owning Process 8 65a1818 Image: System
Wait Start TickCount 2998 Ticks: 112970 (0:00:29:25.156)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address rdbss!RxBootstrapWorkerThreadDispatcher (0xf6c2e4f7)

Stack Init f7121000 Current f7120cec Base 7121000 Limit f711e000 Call 0

Priority 8 BasePriority 8 PriorityDecrement 0

ChildEBP RetAddr

f7120d04 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7120d1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f7120d64 féc151aa ntlKeRemoveQueue+0x3al (FPO: [Non - Fpa))

f7120d9c f6c2e50 6 rdbss!RxpWorkerThreadDispatcher+0x4b (FPO: [Non - Fpo))
f7120dac 809418f4 rdbss!RxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo))
f7120ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))
00000000 00000000 nt!KiThreadSt artup+0x16

THREAD 863858d8 Cid 0004.0100 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f6c207d0 QueueObject
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System
Wait Start TickCount 2998 Ticks: 112970 (0:00:29:25.156)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address rdbss!RxBootstrapWorkerThreadDispatcher (0xf6c2e4f7)

Stack Init f711d000 Current f711ccec Base f711d000 Limit f711a000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f711cd04 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f711lcd1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f711cd64 fécl51aa nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpo])

f711cd9c f6c2e506 rdbss!RxpWorkerThreadDispatcher+0x4b (FPO: [Non - Fpo])
f711cdac 809418f4 rdbss!RxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo])
f711cddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])
0000000 0 00000000 nt!KiThreadStartup+0x16
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THREAD 862db598 Cid 0004.0104 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f6c207d0 QueueObject

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 115645 Ticks: 323 (0:00:00:05.046)

Context Switch Count 331

UserTi me 00:00:00.000

KernelTime 00:00:00.093

Start Address rdbss!RxBootstrapWorkerThreadDispatcher (0xf6c2e4f7)

Stack Init f7119000 Current f7118cec Base 7119000 Limit f7116000 Call O

Priority 8 B asePriority 8 PriorityDecrement O

ChildEBP RetAddr

f7118d04 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7118d1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f7118d64 f6c151aa ntlKeRemoveQueue+0x3al (FPO: [N on- Fpo))

f7118d9c f6c2e506 rdbss!RxpWorkerThreadDispatcher+0x4b (FPO: [Non - Fpo])

f7118dac 809418f4 rdbss!RxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo))

f7118ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 862d5b70 Cid 0004.0108 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f6c207d0 QueueObject
Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 5468 Ticks: 110500 (0:00:28:46.562)
Context Switch Count 13

User Time 00:00:00.000

KernelTime 00:00:00.078

Start Address rdbss!RxBootstrapWorkerThreadDispatcher (0xf6c2e4f7)

Stack Init f7115000 Current f7114cec Base 7115000 Limit f7112000 Call O

Priority 1 0 BasePriority 8 PriorityDecrement 0

ChildEBP RetAddr

f7114d04 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7114d1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f7114d64 féc151aa nt'KeRemoveQueue+0x3al (FPO: [Non - Fpa])

f7114d9c f6c2e506 rdbss!RxpWorkerThreadDispatcher+0x4b (FPO: [Non - Fpo))
f7114dac 809418f4 rdbss!RxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo))
f7114ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))
00000000 00000000 nt!KiThreadStartup+0x16

THREAD 86371db0 Cid 0004.010c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f6c207d0 QueueObject

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 115645 Ticks: 323 (0:00:00:05.046)

Context Switch Count 319

UserTime 00:00:00.00 0

KernelTime 00:00:00.312

Start Address rdbss!RxBootstrapWorkerThreadDispatcher (0xf6c2e4f7)

Stack Init f7111000 Current f7110cec Base 7111000 Limit f710e000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f7110d04 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7110d1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f7110d64 féc151aa nt'KeRemove Queue+0x3al (FPO: [Non - Fpo])

f7110d9c f6¢c2e506 rdbss!RxpWorkerThreadDispatcher+0x4b (FPO: [Non - Fpo])

f7110dac 809418f4 rdbss!RxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo])

f7110ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FP O: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16
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THREAD 86355d08 Cid 0004.0110 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f6c2086¢c QueueObject

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 115203 Ticks: 765 (0:00:00:11.953)

Context Switch Count 92

UserTime 00:00:00.000

KernelTime 00:00:00.031

Start Address rdbss!RxBootstrapWorkerThreadDispatcher (0xf6c2e4f7)

Stack Init f710d000 Current f710ccec Base f710d000 Limit f710a000 Call 0

Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f710cd04 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f710cd1c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f710cd64 f6c151aa ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))

f710cd9c f6¢c2e506 rdbss!RxpWorkerThreadDispatcher+0x4b (FPO: [Non - Fpo])

f710cdac 809418f4 rdbss!RxBootstrapWorkerThreadDispatcher+0xf (FPO: [Non - Fpo))

f710cddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

0000000 0 00000000 nt!KiThreadStartup+0x16

THREAD 86363400 Cid 0004.0114 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f6c2095¢ NotificationEvent
86363478 NotificationTimer
Not impersonati ng
DeviceMap 1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 113081 Ticks: 2887 (0:00:00:45.109)
Context Switch Count 32
UserTime 00:00:00.000
KernelTime 00:00:00.015
Start Address rdbss!RxSpinUpRequestsDispatcher (0xf6¢c1562c)
Stack Init f791b000 Current f791ad00 Base f791b000 Limit 7918000 Call 0
Priority 8 BaseP riority 8 PriorityDecrement O
ChildEBP RetAddr
f791ad18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f791ad30 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpa))

f791ad74 f6¢c15684 nt!lKeWaitForSingleObject+0x2e0 (FPO :[Non - Fpo])
fr91ladac 809418f4 rdbss!RxSpinUpRequestsDispatcher+0x58 (FPO: [Non - Fpo])
f791addc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8633c168 Cid 0004.0118 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
863df760 Semaphore Limit Ox7fffffff

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 13419 Ticks: 102549 (0:00:26:42.328)

Context Switch Count 15

UserTime 00:00:00.000

KernelTime 00:00:00.015

Start Address nt!SepRmCommandServerThread (0x8096ca04)

Stack Init f791f000 Current f791e9a8 Base f791f000 Limit f791c000 Call O

Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f791e9c0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f791e9d8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f791ealc 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f791eacc 8091a8d 8 ntINtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])
f791eae8 80883908 nt!NtReplyWaitReceivePort+0x18 (FPO: [Non - Fpo])
f791eae8 8082d69d nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f791eb00)
f791eb70 8096ca99 nt'ZwReplyWaitRecei vePort+0x11 (FPO: [4,0,0])

f791edac 8094184 nt'SepRmCommandServerThread+0x95 (FPO: [Non - Fpo])
f791eddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16
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THREAD 862eadb0 Cid 0004.0264 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f69ea8c8 SynchronizationEvent
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 3886 Ticks: 112082 (0:00:29:11.281)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address VsapiNT!IsVsapiWT (0xf69c5f11)

Stack Init f6a73000 Current f6a72d14 Base f6a73000 Limit f6a70000 Call 0
Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f6a72d2c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a72d44 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6a72d88 f69c5f3e nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6a72dac 809418f4 VsapiNT!IsVsapiWwT+0x1 53

f6a72ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8644e740 Cid 0004.0268 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f69ea8c8 SynchronizationEvent
Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 3886 Ticks: 112082 (0:00:29:11.281)

Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address VsapiNT!IsVsapiWT (0xf69c5f11)

Stack Init f6a6f000 Current f6a6ed14 Base f6a6f000 Limit f6a6¢000 Call 0

Priority 8 BasePriority 8 PriorityDecrement 0
ChildEBP RetAddr
f6abed2c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6abed44 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpa))

f6a6ed88 f69c5f3e nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
féabedac 809418f4 VsapiNT!IsVsapiWT+0x153

f6abeddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 8641fb18 Cid 0004.026c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f69ea8c8 SynchronizationEvent
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System
Wait Start TickCount 3886 Ticks: 112082 (0:00:29:11.281)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00. 000

Start Address VsapiNT!IsVsapiWT (0xf69c5f11)

Stack Init f6a6b000 Current f6éa6ad14 Base f6a6b000 Limit f6a68000 Call O
Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

féa6ad2c 8082ffb7 nt!KiSwapCo ntext+0x25 (FPO: [Uses EBP] [0,0,4])
féa6ad44 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f6a6ad88 f69c5f3e nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
féabadac 809418f4 VsapiNT!IsVsapiWwT+0x153

féa6addc 80887f4a nt!Ps pSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16



THREAD 8636adb0 Cid 0004.0270 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f6901e28 SynchronizationEvent

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 114462 Ticks: 1506 (0:00:00:23.531)

Context Switch Count 15

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address TmXPFIt (0xf68e5014)

Stack Init f6a67000 Current f6a66d18 Base f6a67000 Limit f6a64000 Call O

Priority 9 BasePr iority 8 PriorityDecrement O

ChildEBP RetAddr

f6a66d30 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a66d48 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f6a66d8c f68e504b nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])

f6a66ddc 80887f4a TmXPFIt+0x704b

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 862ff6b0 Cid 0004.0274 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable

f6901e28 Synchronizati onEvent
Not impersonating
DeviceMap 1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 102942 Ticks: 13026 (0:00:03:23.531)
Context Switch Count 25
UserTime 00:00:00.000
KernelTime 00:00:00.015

Start Address TmXPFIt (0xf68e5014)

Stack Init f6a5f000 Current f6a5ed18 Base f6a5f000 Limit f6a5¢c000 Call 0

Priority 9 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f6a5ed30 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a5ed48 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpa))

f6a5ed8c f68e504b nt!lKeWaitFo rSingleObject+0x2e0 (FPO: [Non - Fpo))
féaSeddc 80887f4a TmXPFIt+0x704b

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 862b4218 Cid 0004.0278 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f6901e28 SynchronizationEvent

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 108702 Ticks: 7266 (0:00:01:53.531)

Context Switch Count 15

UserTime 00:00:00.000

KernelTime 00:00:00.015

Start Address TmXPFIt (0xf68e5014)

Stack Init f6a5b000 Current féa5ad18 Base f6a5b000 Limit f6a58000 Call0

Priority 9 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f6a5ad30 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a5ad48 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6a5ad8c f68e504b nt!K eWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))

féabaddc 80887f4a TmXPFIt+0x704b

00000000 00000000 nt!KiThreadStartup+0x16
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THREAD 864469f0 Cid 0004.027c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable

f6901d30 SynchronizationEvent
f6ab6d6c SynchronizationEvent
863b6ea8 SynchronizationEvent
863b4290 SynchronizationEvent
86446a68 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 115934 Ticks: 34 (0:00:00:00.531)
Context Switch Count 1756
UserTime 00:00:00.000
KernelTime 00:00:00.046
Start Address TmXPFIt (0xf68e5641)
Stack Init f6a57000 Current f6a56c¢74 Base f6a57000 Limit f6a54000 Call O
Priority 8 BasePriority 8 PriorityDecrement O
ChildEBP  RetAddr
f6a56¢8c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a56cad 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f6a56¢d8 f68e5873 nt!lKeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
féa56dac 809418f4 TmXP  Flt+0x7873

f6a56ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 862f50f8 Cid 0004.041c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable

8632cbe4 QueueObject
Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 4329 Ticks: 111639 (0:00:29:04.359)

Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address srv!WorkerThread (0xf66cb602)

Stack Init f684e000 Current f684dd00 Base f684e000 Limi t f684b000 Call 0

Priority 9 BasePriority 9 PriorityDecrement 0
ChildEBP RetAddr
f684dd18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f684dd30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f684dd78 f6  6¢cb67b ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))

f684ddac 809418f4 srv!WorkerThread+0x7¢ (FPO: [Non - Fpo])

f684dddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo))

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 860e5db0 Cid 0004.0420 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable

8632c984 QueueObject
Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System
Wait Start TickCount 4330 Ticks: 111638 (0:00:29:04.343)

Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Add  ress srv!WorkerThread (0xf66¢cb602)

Stack Init f684a000 Current f6849d00 Base f684a000 Limit f6847000 Call O
Priority 9 BasePriority 9 PriorityDecrement O

ChildEBP RetAddr

f6849d18 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6849d30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6849d78 f66ch67b ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))

f6849dac 809418f4 srv!WorkerThread+0x7¢ (FPO :[Non - Fpo])

f6849ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16



THREAD 85e09db0 Cid 0004.0424 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertabl e
f66c8cac QueueObject
Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 4331 Ticks: 111637 (0:00:29:04.328)

Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address srv!WorkerThread (0xf66cb602)

Stack Init f685a000 Current f6859d00 Base f685a000 Li mit f6857000 Call 0

Priority 9 BasePriority 9 PriorityDecrement O
ChildEBP RetAddr
f6859d18 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6859d30 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6859d78 f66ch67b ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))

f6859dac 809418f4 srviWorkerThread+0x7c (FPO: [Non - Fpo))

f6859ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16

THREAD 85da9db0 Cid 0004.0470 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f690493c SynchronizationEvent
6902290 NotificationEvent

Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 95290 Ticks: 20678 (0:00:05:23.093)

Context Switch Count 69

UserTime 00:00:00. 000

KernelTime 00:00:02.015

Start Address TmXPFIt (0xf68e7d2a)

Stack Init f676e000 Current f676dcec Base f676e000 Limit f676b000 Call O

Priority 9 BasePriority 8 PriorityDecrement 0

ChildEBP RetAddr

f676dd04 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f676dd1c 808282h0 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f676dd50 f68e78a3 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))

f676dd84 f68e7b2d TmXPFIt+0x98a3

f69023d4 8636adb0 TmXPFIt+0x9b2d

00000000 00000000 0x8636adb0

THREAD 862cf7b0 Cid 0004.0474 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f690493c SynchronizationEvent
f6902 290 NotificationEvent
Not impersonating
DeviceMap €1000170
Owning Process 865a1818 Image: System
Wait Start TickCount 95297 Ticks: 20671 (0:00:05:22.984)
Context Switch Count 31
UserTime 00:00:00.000
KernelTime 00:00:00.140
Start Address TmXPFIt (0xf68e7cc6)
Stack Init f6782000 Current f6781cf4 Base f6782000 Limit f677 fO00 Call 0
Priority 9 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr
f6781d0c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f6781d24 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])
f6781d58 f68e78a3 nt!/KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6781d8c f68e7b2d TmXPFIt+0x98a3
f69027ac 8636adb0 TmXPFIt+0x9b2d
00000000 00000000 0x8636adb0
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THREAD 86304bf0 Cid 0004.0478 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f690493c SynchronizationEvent
6902290 NotificationEvent

Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: Syst em

Wait Start TickCount 95298 Ticks: 20670 (0:00:05:22.968)

Context Switch Count 45

UserTime 00:00:00.000

KernelTime 00:00:00.375

Start Address TmXPFIt (0xf68e7cc6)

Stack Init f6766000 Current f6765cf4 Base 6766000 Limit 6763000 Call O

Priority 9 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f6765d0c 8082ffb7 nt!KiSwapContext+0x25 (FP O: [Uses EBP][0,0,4])

f6765d24 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6765d58 f68e78a3 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])

f6765d8c f68e7b2d TmXPFIt+0x98a3

f6902b84 8636adb0 TMmXPFIt+0x9b2d

00000000 00000000 0x8636adb0

THREAD 863e88f8 Cid 0004.047c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f690493c SynchronizationEvent
6902290 NotificationEvent

Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 95304 Ticks: 20664 (0:00:05:22.875)

Context Switch Count 31

UserTim e 00:00:00.000

KernelTime 00:00:00.234

Start Address TmXPFIt (0xf68e7cc6)

Stack Init f6762000 Current f6761cf4 Base f6762000 Limit f675f000 Call O

Priority 9 BasePriority 8 PriorityDecrement 0

ChildEBP RetAddr

f6761d0c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6761d24 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpa))

f6761d58 f68e78a3 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])

f6761d8c f68e7b2d TmXPFIt+0x98a3

f6902f5¢ 8636adb0 TmXPFIt+0x9b2d

00000000 00000000 0x8636adb0

THREAD 86304980 Cid 0004.0480 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f690493 ¢ SynchronizationEvent
6902290 NotificationEvent

Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 95308 Tic ks: 20660 (0:00:05:22.812)

Context Switch Count 49

UserTime 00:00:00.000

KernelTime 00:00:00.140

Start Address TmXPFIt (0xf68e7cc6)

Stack Init f675e000 Current f675dc f4 Base f675e000 Limit f675b000 Call O

Priority 9 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f675dd0c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f675dd24 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo] )

f675dd58 f68e78a3 ntlKeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])

f675dd8c f68e7b2d TmXPFIt+0x98a3

6903334 8636adb0 TmXPFIt+0x9b2d

00000000 00000000 0x8636adb0



THREAD 863d0db0 Cid 0004.0484 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f690493c SynchronizationEvent
6902290 NotificationEvent

Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 95308 Ticks: 20660 (0:00:05:22.812)

Context Switch Count 28

UserTime 00:00:00.000

KernelTime 00:00:00.062

Start Address TmXPFIt (0xf68e7cc6)

Stack Init f675a000 Current f6759cf4 Base f675a000 Limit 6757000 Call O

Priority 9 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f6759 dOc 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6759d24 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6759d58 f68e78a3 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])

f6759d8c f68e7b2d TmXPFIt+0x98a3

f6903 70c 8636adb0 TmXPFIt+0x9b2d

00000000 00000000 0x8636adb0

THREAD 8634b938 Cid 0004.0488 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
f690493c SynchronizationEvent

6902290 Notifica tionEvent
Not impersonating
DeviceMap 1000170
Owning Process 865a1818 Image: System

Wait Start TickCount 95310 Ticks: 20658 (0:00:05:22.781)
Context Switch Coun t 31

UserTime 00:00:00.000

KernelTime 00:00:00.062

Start Address TmXPFIt (0xf68e7cc6)

Stack Init f6756000 Current f6755cf4 Base f6756000 Limit f6753000 Call O
Priority 9 BasePriority 8 PriorityDecrement 0

ChildEBP RetAddr

f6755d0c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f6755d24 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpa))
f6755d58 f68e78a3 nt'KeWaitFo rMultipleObjects+0x320 (FPO: [Non - Fpo])
f6755d8c f68e7b2d TmXPFIt+0x98a3

f6903ae4 8636adb0 TmXPFIt+0x9b2d

00000000 00000000 0x8636adb0

THREAD 86331db0 Cid 0004.048c Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

Kern elMode Non - Alertable
f690493c SynchronizationEvent
6902290 NotificationEvent

Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 95310 Ticks: 20658 (0:00:05:22.781)

Context Switch Count 42

UserTime 00:00:00.000

KernelTime 00:00:00.140

Start Address TmXPFIt (0xf68e7cc6)

Stack Init f6752000 Current f6751cf4 Base f6752000 Limit f674f000 Call O

Priority 9 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f6751d0c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6751d24 80828 2b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f6751d58 f68e78a3 ntlKeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])

f6751d8c f68e7b2d TmXPFIt+0x98a3

f6903ebc 8636adb0 TmXPFIt+0x9b2d

00000000 00000000 0x8636adb0
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THREAD 86331600 Cid 0004.0490 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f690493c SynchronizationEvent
6902290 NotificationEvent

Not impersonating

DeviceMap €1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 95312 Ticks: 20656 (0:00:05:22.750)

Context Switch Count 40

UserTime 00:00:00. 000

KernelTime 00:00:00.218

Start Address TmXPFIt (0xf68e7cc6)

Stack Init f673a000 Current f6739cf4 Base f673a000 Limit 6737000 Call O

Priority 9 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f6739d0c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6739d24 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6739d58 f68e78a3 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])

f6739d8c f68e7b2d TmXPFIt+0x98a3

6904294 8636adb0 TmXPFIt+0x9b2d

00000000 00000000 0x8636adb0

THREAD 863d0b40 Cid 0004.0494 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)

KernelMode Non - Alertable
f690493c SynchronizationEvent
6902290 NotificationEvent

Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 95808 Ticks: 20160 (0:00:05:15.00 0)

Context Switch Count 27

UserTime 00:00:00.000

KernelTime 00:00:00.156

Start Address TmXPFIt (0xf68e7cc6)

Stack Init f6736000 Current f6735cf4 Base 6736000 Limit f 6733000 Call 0

Priority 9 BasePriority 8 PriorityDecrement 0

ChildEBP RetAddr

f6735d0c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6735d24 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpa))

f6735d58 f68e7  8a3 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])

f6735d8c f68e7b2d TmXPFIt+0x98a3

f690466¢ 8636adb0 TmXPFIt+0x9b2d

00000000 00000000 0x8636adb0

THREAD 85d78db0 Cid 0004.0500 Teb: 00000000 Win32Thread: 00000000 WAIT: (Unknown)
KernelMode Non - Alertable
85d74014 Semaphore Limit 0x400
85d78e28 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 865a1818 Image: Sys tem
Wait Start TickCount 115906 Ticks: 62 (0:00:00:00.968)
Context Switch Count 1734
UserTime 00:00:00.000
KernelTime 00:00:00.000
Start Address nt!'WmipLogger (0x80975000)
Stack Init f65b5000 Current f65b4cfc Base f65b5000 Limit f65b2000 Call O
Priority 15 BasePriority 15 PriorityDecrement O
ChildEBP RetAddr

f65b4d14 8082ffb7 nt!KiSwapContext+ 0x25 (FPO: [Uses EBP] [0,0,4])
f65b4d2c 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f65b4d70 809750f4 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f65b4dac 809418f4 nt!WmipLogger+0xf4 (FPO: [Non - Fpo))

f65b4ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])

00000000 00000000 nt!KiThreadStartup+0x16



THREAD 85dalle8 Cid 0004.088c Teb: 00000000 Win32Thread: 00000000 RUNNING on processor 0
Not impersonating

DeviceMap 1000170

Owning Process 865a1818 Image: System

Wait Start TickCount 96768 Ticks: 19200 (0:00:05:00.000)

Context Switch Count 2

UserTime 00:00:00 .000

KernelTime 00:00:00.000

Start Address SystemDump (0xf7991558)

Stack Init f7129000 Current f7128d10 Base 7129000 Limit f7126000 Call 0

Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAdd r

f7128d84 f79915a9 ntlKeBugCheckEx+0x1b (FPO: [Non - Fpo))

f7128dac 809418f4 SystemDump+0x5a9

f7128ddc 80887f4a nt!PspSystemThreadStartup+0x2e (FPO: [Non - Fpo])
00000000 00000000 nt!KiThreadStartup+0x16
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Smss process

PROCESS 8631ad88 Sessionld: none Cid: 011c Peb: 7ffde000 ParentCid: 0004
DirBase: 3af1a020 ObjectTable: e16e1988 HandleCount: 109.
Image: smss.exe
VadRoot 8640f2c0 Vads 15 Clone 0 Private 27. Modified 11. Locked 0.
DeviceMap €100017 O

Token e13f4020
ElapsedTime 00:39:20.155
UserTime 00:00:00.000
KernelTime 00:00:00.187
QuotaPoolUsage[PagedPool] 6308

QuotaPo olUsage[NonPagedPool] 600
Working Set Sizes (now,min,max) (115, 50, 345) (460KB, 200KB, 1380KB)

PeakWorkingSetSize 117

VirtualSize 3 Mb

PeakVirtualSize 11 Mb
PageFaultCount 182
MemoryPriority BACKGROUND
BasePriority 11

CommitCharge 37

Setting context for this process...
.process /p /r ffffffff8631ad88

Ipeb

PEB at 7ffde000
InheritedAddressSpace: No
ReadlmageFileExecOptions: No

BeingDebugged: No
ImageBaseAddress: 48580000
Ldr 7c8877e0
Ldr.Initia lized: Yes
Ldr.InInitializationOrderModuleList: 0016118 . 0016118
Ldr.InLoadOrderModuleList: 00161eb0 . 0016108
Ldr.InMemoryOrderModuleList: 00161eb8 . 0016110
Base TimeStamp Module
48580000 45d698f5 Feb 17 05:56:05 2007 \ SystemRoot \ System32 \ smss.exe
7c800000 45d70ad8 Feb 17 14:02:00 2007 C: \ WINDOWSsystem32 \ ntdll.dll

SubSystemData: 00000000
ProcessHeap: 00160000
ProcessParameters: 00110000
WhdowTitle: '< Name not readable >'

ImageFile: ' \ SystemRoot \ System32 \ smss.exe'
CommandLine: ' \ SystemRoot \ System32 \ smss.exe'
DllPath:  'C: \ WINDOWSSystem32'

Environment: 00100000
CommonProgramFiles=
Path=C: \ WINDOWSSystem32
ProgramFiles=
SystemDrive=C:
SystemRoot=C: \ WINDOWS
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THREAD 86347518 Cid 011¢.0120 Teb: 7ffdd000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862d0248 ProcessObject
862dd218 ProcessObject
Not impersonating

DeviceMap 1000170

Owning Process 8631ad88 Image: smss.exe

Wait Start TickCount 3540 Ticks: 112428 (0:00:29:16.687 )
Context Switch Count 115

UserTime 00:00:00.000

KernelTime 00:00:00.187

Start Address smss!NtProcessStartupForGS (0x4858ad8c)

Stack Init f7923000 Current 7922914 Ba se 7923000 Limit f7920000 Call 0

Priority 12 BasePriority 11 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f792292c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

7922944 808282b0 nt!K iSwapThread+0x83 (FPO: [Non - Fpo))

7922978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f7922bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f7922d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [N on- Fpo])

f7922d48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ 7922d64)
0015ff04 7¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0015ff08 4858a5b4 ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0015ffa4 485 8b68b smss!main+0x1cb (FPO: [Non - Fpo])

0015fff4 00000000 smss!NtProcessStartup+0x236 (FPO: [Non - Fpo])

THREAD 862d0a70 Cid 011c¢.0124 Teb: 7ffdcO00 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
863e0228 Semaphore Limit Ox7fffffff

Not impersonating

DeviceMap 1000170

Owning Process 8631ad88 Image: smss.exe

Wait Start TickCount 6299 Ticks: 109669 (0 :00:28:33.578)

Context Switch Count 7

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address smss!SmpApiLoop (0x48589bb3)

Stack Init f6ff5000 Current f6ff4cOc Ba se f6ff5000 Limit f6ff2000 Call O

Priority 12 BasePriority 11 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6ffac24 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6ff4c3c 808287b4 nt!K iSwapThread+0x83 (FPO: [Non - Fpo))

f6ff4c80 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6ff4d30 8091a8d8 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))
f6ffad4c 80883908 nt!NtReplyWaitReceivePort+0x18 (FPO: [Non - Fpo])

f6ffAd4c 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6ff4d64)
0029fe3c 7¢82782b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0029fe40 48589cdc ntdll'ZwReplyWaitReceivePort+0xc (FPO: [4,0,0])
0029fff4 00000000 sm ssISmpApiLoop+0x129 (FPO: [Non - Fpo))
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THREAD 8633730 Cid 011¢.0128 Teb: 7ffdb000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
863e0228 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap €1000170

Owning Process 8631ad88 Image: smss.exe

Wait Start TickCount 6282 Ticks: 109686 (0:00:28:33.843)
Context Switch Count 3

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address 0x00000a70

LPC Server thread working on message Id a70

Start Address smss!SmpApiLoop (0x48589bb3)

Stack Init f6ffL000 Cur rent f6ff0cOc Base f6ff1000 Limit f6fee000 Call O
Priority 12 BasePriority 11 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6ff0c24 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6ffoc  3c 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6ff0c80 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6ff0d30 8091a8d8 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])
f6ff0d4c 80883908 nt!NtReplyWaitReceivePort+0x1 8 (FPO: [Non - Fpo])

f6ff0d4c 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6ff0d64)
002dfe3c 7¢82782b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

002dfe40 48589cdc ntdll!ZwReplyWaitReceivePort+0xc (FPO: [4,0,0])

002d fff4 00000000 smss!SmpApiLoop+0x129 (FPO: [Non - Fpo])



Csrss process

PROCESS 862d0248 Sessionld: 0 Cid: 0150 Peb: 7ffd4000 ParentCid: 011c
DirBase: 3af1a040 ObjectTable: e169b530 HandleCount: 384.
Image: csrss.exe
VadRoot 862b3248 Vads 104 Clone 0 Private 347. Modified 200. Locked O.

DeviceMap €1000170

Token e16f9de0
ElapsedTime 00:39:15.484
UserTime 00:00:00.140
Kerne ITime 00:00:03.640
QuotaPoolUsage[PagedPool] 57764

QuotaPoolUsage[NonPagedPool] 5136
Working Set Sizes (now,min,max) (1649, 50, 345) (6596KB, 200KB, 1380KB)

PeakWorkingSetSize 1651

Vir tualSize 23 Mb
PeakVirtualSize 23 Mb
PageFaultCount 3353
MemoryPriority BACKGROUND
BasePriority 13
CommitCharge 372

Setting context for this process...
.process /p /r ffffffff862d0248

Ipeb

PEB at 7ffd4000
InheritedAddressSpace: No
ReadlmageFileExecOptions: No

BeingDebugged: No

ImageBaseAddress: 42680000

Ldr 7c8877e0

Ldr.Initialized: Yes

Ldr.InInitializationOrderModuleList: 00161f18 . 001672a8

Ldr.InLoadOrderModuleList: 00161eb0 . 00167298

Ldr.InMemoryOrderM  oduleList: 00161eb8 . 001672a0

Base TimeStamp Module

42680000 3e800160 Mar 25 07:12:32 2003 \ 22\ C:\ WINDOWSsystem32 \ csrss.exe
7c800000 45d70ad8 Feb 17 14:02:00 2007 C: \ WINDOWSsystem32 \ ntdll.dll
75a50000 45d70a89 Feb 17 14:00:41 2007 C: \ WINDOWSsystem32 \ CSRSRV.dII
75a60000 45d70a14 Feb 17 13:58:44 2007 C: \ WINDOWSsystem32 \ basesrv.dll
75a80000 45d70acc Feb 17 14:01:48 2007 C: \ WINDOWSsystem32 \ winsrv.dll
77380000 45d70ac7  Feb 17 14:01:43 2007 C: \ WINDOWSsystem32 \ USER32.dll
7740000 45d70ad8 Feb 17 14:02:00 2007 C: \ WINDOWSsystem32 \ KERNEL32.dll
77c00000 45d70a3e Feb 17 13:59:26 2007 C: \ WINDOWSsystem32 \ GDI32.dll
77f50000 45d70a26 Feb 17 13:59:02 2007 C:\ WINDOWSsystem32 \ ADVAPI32.dll
77¢50000 45d70aaa Feb 17 14:01:14 2007 C: \ WINDOWSsystem32 \ RPCRT4.dlI
76f50000 45d70ac3 Feb 17 14:01:39 2007 C: \ WINDOWSsystem32 \ Secur32.dll
75da0000 45d70afe Feb 17 14:02:38 2007 C: \ WINDOWSsystem32 \ sxs.dll

SubSystemData: 00000000

ProcessHeap: 00160000

ProcessParameters: 00110000

WindowTitle: '< Name not readable >'

ImageFile: ' \ 22\ C:\ WINDOWSsystem32 \ csrss.exe'

CommandLine: 'C: \ WINDOWSsystem32 \ csrss.exe Object Directory= \ Windows
SharedSection=1024,3072,512 Windows=0n SubSystemType=Windows ServerDll=basesrv,1
ServerDll=winsrv:UserServerDllInitialization,3 ServerDIlI=winsrv:ConServerDllInitialization,2
ProfileControl=Off MaxRequestThreads=16"'

DlIPath: 'C: \ WINDOWSsystem32;C:  \ WINDOWSsystem32;C:  \ WINDOWS;Ct WINDOWSSystem32 \ Wbem'

Environment: 00100000

ClusterLog=C: \ WINDOWSCluster \ cluster.log

ComSpec=C:\ WINDOWSsystem32 \ cmd.exe

FP_NO_ HOST CHECK=NO

NUMBER_OF_PROCESSORS=1

0OS=Windows_NT

Path=C: \ WINDOWSsystem32;C: \ WINDOWS;Ct WINDOWSSystem32 \ Whem
PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE; . WSF;.WSH



36

PROCESSOR_ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family 15 Model 5 Stepping 10, A uthenticAMD
PROCESSOR_LEVEL=15

PROCESSOR_REVISION=050a

SystemDrive=C:

SystemRoot=C: \ WINDOWS

TEMP=C\ WINDOWSTEMP

TMP=C:\ WINDOWSTEMP

windir=C: \ WINDOWS

THREAD 862c6db0 Cid 0150.0158 Teb: 7f fde000 Win32Thread: e10379e8 WAIT: (Unknown)

UserMode Non - Alertable

862c6f9c Semaphore Limit Ox1
Waiting for reply to LPC Messageld 000014be:
Current LPC port e2519d48
Not impersonating

DeviceMap 1000170

Owning Process 862d0248 Image: csrss.exe

Wait Start TickCount 19006 Ticks: 96962 (0:00:25:15.031)
Context Switch Count 6 LargeStack

UserTime 00:00:00.000

KernelTime 00:00:00.062

Start Address winsrvITerminalServerRequestThread (0x75a8e679)
Stack Init f62f5000 Current f62f4c20 Base f62f5000 Limit f62f2000 Call O
Priority 15 BasePriority 15 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f62f4c38 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f62f4c50 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))
f62f4c94 80916b4c ntlKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f62f4d50 80883908 nt!NtRequestWaitReplyPort+0x776 (FPO: [Non - Fpo])

f62f4d50 7¢c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f62f4d64)
0049fe94 7¢8278  7b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0049fe98 75a8e7c2 ntdll'NtRequestWaitReplyPort+0xc (FPO: [3,0,0])

0049fff4 00000000 winsrv!TerminalServerRequestThread+0x25a (FPO: [Non - Fpo))
THREAD 863153f0 Cid 0150.015¢ Teb: 7ffdd000 Win32Thread: €1988b78 WAIT: (Unknown)
UserMode Alertable

86343cf8 SynchronizationEvent

86363348 SynchronizationEvent

862c18c8 SynchronizationEvent
Not impersonating

DeviceMap €1000170

Owning Process 862d0248 Image: csrss.exe

Wait Start TickCount 24720 Ticks: 91248 (0:00:23:45.750)
Context Switch Count 21 LargeStack

UserTime 00:00 :00.000

KernelTime 00:00:00.062

Start Address winsrv!NotificationThread (0x75a8e877)

Stack Init f6f0e000 Current f6f0d914 Base f6f0e000 Limit f6f0b000 Call O
Priority 14 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6f0d92c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6f0d944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6f0d978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f6f0dbf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6f0dd48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6f0dd48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6f0dd64)
004dfd88 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

004dfd8c 75a8e90f ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

004dfff4 00000000 winsrv!NotificationThread+0x 142 (FPO: [Non - Fpo])



THREAD 864b2db0 Cid 0150.0160 Teb: 7ffdcO00 Win32Thread: el6ed8a8 WAIT: (Unknown)
UserMode Non - Alertable
863e3688 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap 100017 0

Owning Process 862d0248 Image: csrss.exe

Wait Start TickCount 113044 Ticks: 2924 (0:00:00:45.687)
Context Switch Count 396 LargeStack

UserTime 00: 00:00.031

KernelTime 00:00:00.500

Start Address CSRSRV!CsrApiRequestThread (0x75a548d8)

Stack Init 7587000 Current f7586c0c Base 7587000 Limit 7584000 Call 0
Priority 14 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f7586¢24 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7586¢3c 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f7586¢80 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f7586d30 8091a8d8 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])
f7586d4c 80883908 nt!NtReplyWaitReceivePort+0x18 (FPO: [Non - Fpo])
f7586d4c 7¢8285ec nt!Ki FastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f7586d64)

0052feb0 7¢82782b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0052feb4 75a54980 ntdll!ZwReplyWaitReceivePort+0xc (FPO: [4,0,0])
0052fff4 00000000 CSRSRV!CsrApiRequestThread+0xa8 (FPO :[Non - Fpo))

THREAD 864b2498 Cid 0150.0164 Teb: 7ffdb000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
8640ac60 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap e1000170

Owning Process 862d0248 Image: csrss.exe

Wait Start TickCount 3540 Ticks: 112428 (0:00:29:16.687)
Context Switch Count 3

UserTime 00:00:00.000

KernelT ime 00:00:00.000

Start Address CSRSRV!CsrSbApiRequestThread (0x75a53b6e)

Stack Init f6fdd000 Current féfdccOc Base f6fdd000 Limit f6fda000 Call O
Priority 14 BasePriority 13 PriorityDecrement O

Kernel stack no t resident.

ChildEBP RetAddr

fefdcc24 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

féfdcc3c 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6fdcc80 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6fdcd30 8091a8d8 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))
féfdcd4c 80883908 ntINtReplyWaitReceivePort+0x18 (FPO: [Non - Fpo))

féfdcd4c 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6fdcd64)

0064feb0 7¢82782b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0064feb4 75a53bb6 ntdll'ZwReplyWaitReceivePort+0xc (FPO: [4,0,0])

0064fff4 00000000 CSRSRV!CsrSbApiRequestThread+0x48 (FPO: [Non - Fpo))
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THREAD 862d2db0 Cid 0150. 0170 Teb: 7ffda000 Win32Thread: e177bb78 WAIT: (Unknown)
UserMode Non - Alertable
863e3688 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap €1000170

Owning Process 862d0248 Image: csrss.exe
Wait Start TickCount 114509 Ticks: 1459 (0:00:00:22.796)

Context Switch Count 587 LargeStack

UserTime 00:00:00.093

KernelTime 00:00:01.093

Win32 Start Address 0x000027a6

LPC Server thread working on message Id 27a6

Start Address CSRSRV!CsrApiRequestThread (0x75a548d8)

Stack Init 7597000 Current f7596c0c Base 7597000 Limit 7594000 Call 0
Priority 14 Bas ePriority 13 PriorityDecrement O

ChildEBP RetAddr

f7596¢24 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7596¢3c 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f7596¢80 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 ( FPO: [Non - Fpo])
f7596d30 8091a8d8 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])
f7596d4c 80883908 nt!NtReplyWaitReceivePort+0x18 (FPO: [Non - Fpo])

f7596d4c 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f7596d64)
0069feb0 7¢82782b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0069feb4 75a54980 ntdll!ZwReplyWaitReceivePort+0xc (FPO: [4,0,0])

0069fff4 00000000 CSRSRV!CsrApiRequestThread+0xa8 (FPO: [Non - Fpo])

THREAD 863b3258 Cid 0150.0174 Teb: 7ffd9000 Win32Thread: e1545008 WAIT: (Unknown)
KernelMode Alertable
8638aca8 SynchronizationEvent
86445cf0 SynchronizationEvent
86423170 NotificationTimer
862cf 0a0 SynchronizationEvent
808a6060 NotificationEvent
86462ef8 SynchronizationEvent
8634d288 SynchronizationTimer
IRP List:
86359e48: (0006,01b4) Flags: 00000970 Mdl: 00000000
86341dc8: (0006,0190) Flags: 00000970 Mdl: 00000000
Not impersonating

DeviceMap 1000170

Owning Process 862d0248 Image: csrss.exe

Wait Start TickCount 115907 Ticks: 61 (0:00:00:0 0.953)
Context Switch Count 16622 LargeStack

UserTime 00:00:00.000

KernelTime 00:00:00.328

Start Address winsrv!StartCreateSystemThreads (0x75a8e96c)

Stack Init f6 f7e000 Current f6f7da50 Base f6f7e000 Limit f6f7b000 Call O
Priority 13 BasePriority 13 PriorityDecrement O

ChildEBP RetAddr

f6f7da68 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6f7da80 808282b0 nt!KiSwapThre ad+0x83 (FPO: [Non - Fpo])

f6f7dab4 bf815345 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6f7dd30 bf870354 win32k!RawlnputThread+0x4e0 (FPO: [Non - Fpo))
f6f7dd40 bf8990c2 win32k!xxxCreateSystemThreads+0x60 (FPO: [Non - Fpo))
f6f7dd54 80883908 win32k!NtUserCallOneParam+0x23 (FPO: [Non - Fpo))

f6f7dd54 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6f7dd64)
006dffe0 75a85298 ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00000000 f000ff53 winsr vINtUserCallOneParam+0xc

00000000 00000000 0xf000ff53



THREAD 862d90f8 Cid 0150.0178 Teb: 7ffd8000 Win32Thread: e1551ea8 WAIT: (Unknown)
UserMode Non - Alertable
8630f558 SynchronizationEvent
863af140 Synchroniz ationEvent
863454a8 SynchronizationEvent
IRP List:
860c60b0: (0006,01b4) Flags: 00000970 Mdl: 00000000
862e64b8: (0006,0190) Flags: 00000970 Mdl: 00000000
Not impersonating

DeviceMap 1000170

Owning Process 862d0248 Image: csrss.exe

Wait Start TickCount 97124 Ticks: 18844 (0:00:04:54.437)
Context Switch Count 4298 LargeStack

UserTime 00:00:00.000

KernelTime 00:00:00.765

Start Address winsrv!StartCreateSystemThreads (0x75a8e96c¢)

Stack Init f6f6e000 Current f6f6d9a4 Base f6f6e000 Limit f6f6b000 Call O

Priority 15 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6féd9bc 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6f6d9d4 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6f6da08 bf8409e2 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
fe6fédasc bf817c¢7b win32k!xxxMsgWaitForMultipleObjects+0xc5 (FPO: [Non - Fpo])
f6f6dd30 bf87035e win32k!xxxDesktopThread+0x346 (FPO: [Non - Fpo])
f6f6dd40 bf899  0c2 win32k!xxxCreateSystemThreads+0x6a (FPO: [Non - Fpo))
f6fedd54 80883908 win32k!NtUserCallOneParam+0x23 (FPO: [Non - Fpo])
f6fedd54 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6f6dd64)

0071ffe0 75a85298 ntdll'KiFastSyst emcCallRet (FPO: [0,0,0])

00000000 f000ff53 winsrvINtUserCallOneParam+0xc

00000000 00000000 0xf000ff53

THREAD 8642bc28 Cid 0150.01ac Teb: 7ffd7000 Win32Thread: e154f5a8 WAIT: (Unknown)
UserMode Non - Alertable
865c13d8  SynchronizationEvent
8642bbf8 SynchronizationEvent
Not impersonating

DeviceMap 1000170

Owning Process 862d0248 Image: csrss.exe

Wait Start TickCount 3726 Ticks: 112242 (0:00:29:13.781)
Context Switch Count 3 LargeStack

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address winsrv!StartCreateSystemThreads (0x75a8e96c)

Stack Init f6f4e000 Current f6f4d9a4 Base f6f4e000 Limit f6f4b000 Call O
Priority 14 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6f4d9bc 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Use s EBP] [0,0,4])

f6f4d9d4 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6f4da08 bf8409e2 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f6fada5c bf817c7b win32k!xxxMsgWaitForMultipleObjects+0xc5 (FPO: [Non - Fpo))
f6f4dd30 bf87035e win32k!xxxDesktopThread+0x346 (FPO: [Non - Fpo))

f6f4dd40 bf8990c2 win32k!xxxCreateSystemThreads+0x6a (FPO: [Non - Fpo))
f6f4dd54 80883908 win32k!NtUserCallOneParam+0x23 (FPO: [Non - Fpo))

f6fadd54 7c8285ec nt!Ki FastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6f4dd64)

00b9ffe0 75a85298 ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00000000 f000ff53 winsrvINtUserCallOneParam+0xc
00000000 00000000 0xfO00ff53
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THREAD 86387b18 Cid 0150.01d8 Teb: 7ffd6000 Win32Thread: e1837328 WAIT: (Unknown)

UserMode Non - Alertable

863e3688 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap €1000170

Owning Process 862d0248 Image: csrss.exe
Wait Start TickCount 114484 Ticks: 1484 (0:00:00:23.187)

Context Switch Count 351 LargeStack

UserTime 00:00:00.015

KernelTime 00:00:00.343

Win32 Start Address 0x000027a5

LPC Server thread working on message Id 27a5

Start Address CSRSRV!CsrApiRequestThread (0x75a548d8)

Stack Init f6de8000 Current féde7cOc Base f6de8000 Limit f6de5000 Call O
Priority 14 BasePrio rity 13 PriorityDecrement O

ChildEBP RetAddr

fede7c24 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6de7c3c 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6de7c80 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6de7d30 8091a8d8 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])
féde7d4c 80883908 nt!NtReplyWaitReceivePort+0x18 (FPO: [Non - Fpo])
féde7d4c 7¢8285ec nt!Ki FastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6de7d64)

00c5feb0 7¢82782b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00c5feb4 75a54980 ntdll'ZwReplyWaitReceivePort+0xc (FPO: [4,0,0])
00c5fff4 00000000 CSRSRV!CsrApiRequestThread+0xa8 (FPO :[Non - Fpo))

THREAD 85d7b020 Cid 0150.00bc Teb: 7ffd5000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable

85d50704 NotificationEvent
IRP List:
85d5fda8: (0006,0094) Flags: 00000900 Mdl: 00000000
Not impersonating
DeviceMap 1000170
Owning Process 862d0248 Image: csrss.exe
Wait Start TickCount 19007 Ticks: 96961 (0:00:25:15.015)
Context Switch Count 1
UserTime 00:00:00.000
KernelTime 00:00:00.015
Start Address winsrvIWin32CommandChannelThread (0x75a8c879)
Stack Init f7987000 Current f7986¢78 Base 7987000 Limit 7984000 Call O
Priority 15 BasePriority 15 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f7986¢90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7986ca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f7986cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f7986d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo))

f7986d50 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f7986d64)
00fbféfc 7¢827d0b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00fbf700 77e61dle ntdll'NtWaitForSingleObject+0xc (FPO: [3,0,0])

00fbf770 77e61c8d KERNEL32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
00fbf784 77e43a2c KERNEL32!Wa  itForSingleObject+0x12 (FPO: [Non - Fpo))
00fbf798 75a8c8ea KERNEL32!GetOverlappedResult+0x29 (FPO: [Non - Fpo))

00fbfff4 00000000 winsrv!Win32CommandChannelThread+0x71 (FPO: [Non - Fpo))



Winlogon process

PROCESS 862dd218 Sessionld: 0 Cid :0168 Peb: 7ffdcO00 ParentCid: 011c
DirBase: 3af1a060 ObjectTable: e145f958 HandleCount: 510.
Image: winlogon.exe
VadRoot 86374450 Vads 142 Clone 0 Private 1396. Modified 1803. Locked O.

DeviceMap €1000170

Token €1516de0
ElapsedTime 00:39:11.859

UserTime 00:00:00.890

KernelTime 00:00:07.578
QuotaPoolUsage[PagedPool] 82548
QuotaPoolUsage[NonPagedPool] 6 4112
Working Set Sizes (now,min,max) (492, 50, 345) (1968KB, 200KB, 1380KB)
PeakWorkingSetSize 3169

VirtualSize 43 Mb

PeakVirtualSize 46 Mb

PageFaultCount 4157

MemoryPriority BACKGROUND
BasePriority 13

CommitCharge 1536

Setting context for this process...
.process /p /r ffffffff862dd218

Ipeb

PEB at 7ffdc000
InheritedAddressSpace: No
ReadlmageFileExecOptions: No

BeingDebugged: No
ImageBaseAddress: 01000000
Ldr 7c8877¢e0
Ldr.Initialized: Yes
Ldr.InInitializationOrderM oduleList: 0007118 . 00bfe7d8
Ldr.InLoadOrderModuleList: 00071eb0 . 00bfe7c8
Ldr.InMemoryOrderModuleList: 00071eb8 . 00bfe7d0
Base TimeStamp Module

1000000 45d6c¢c2c2 Feb 17 08:54:26 2007 \ 2?2\ C:\ WINDOWSsystem32 \ winlogon.exe

7c800000 45d70ad8 Feb 17 14:02:00 2007 C:
77e40000 45d70ad8 Feb 17 14:02:00 2007 C:
77f50000 45d70a26 Feb 17 13:59:02 2007 C:
77c50000 45d70aaa Feb 17 14:01:14 2007 C:
76f50000 45d70ac3 Feb 17 14:01:39 2007 C:
761b0000 45d70a80 Feb 17 14:00:32 2007 C:
77ba0000 45d70b06 Feb 17 14:02:46 2007 C:
77380000 45d70ac7 Feb 17 14:01:43 2007 C:
77c00000 45d70a3e Feb 17 13:59:26 2007 C:
76190000 45d70aac Feb 17 14:01:16 2007 C:
75810000 45d70a7e Feb 17 14:00:30 2007 C:
75800000 45d70ab2 Feb 17 14:01:22 2007 C:

71c40000 45d 70a82 Feb 17 14:00:34 2007 C:

76920000 45d70ac8 Feb 17 14:01:44 2007 C:
76b70000 45d70ab5 Feb 17 14:01:25 2007 C:

\ WINDOWSsystem32 \ ntdlil.dll

\ WINDOWSsystem32 \ kernel32.dll

\ WINDOWSsystem 32\ ADVAPI32.dII
\ WINDOWSsystem32 \ RPCRT4.dIl

\ WINDOWSsystem32 \ Secur32.dll

\ WINDOWSsystem32 \ CRYPT32.dll

\ WINDOWSsystem32 \ msvcert.dll

\ WINDOWSsystem32 \ USER32.dll

\ WINDOWSsystem32 \ GDI32.dll

\ WINDOWSsystem32 \ MSASN1.dll

\ WINDOWSsystem32 \ NDdeApi.dll

\ WINDOWSsystem32 \ PROFMAP.dII
\ WINDOWSsystem32 \ NETAPI32.dll
\ WINDOWSsystem32 \ USERENV.dII
\ WINDOWSsystem32 \ PSAPI.DLL

77910000 45d70abl Feb 17 14:01:2 12007 C: \ WINDOWSsystem32 \ REGAPLdII

770e0000 45d70ab3 Feb 17 14:01:23 2007 C:
77b90000 45d70ac8 Feb 17 14:01:44 2007 C:
771f0000 45d70ace Feb 17 14:01:50 2007 C:
71c00000 45d70ae9 Feb 17 14:02:17 2007 C:
71bf0O000 45d70aea Feb 17 14:02:18 2007 C:
75840000 45d70ace Feb 17 14:01:50 2007 C:
76b40000 45d70ac3 Feb 17 14:01:39 2007 C:
77da0000 45d70ac0 Feb 17 14:01:36 2007 C:
76b10000 3e80249c Mar 25 09:42:52 2003 C:

\ WINDOWSsystem32 \ SETUPAPI.dII
\ WINDOWSsystem32 \ VERSION.dII

\ WINDOWSs ystem32 \ WINSTA.dII

\ WINDOWSsystem32 \ WS2_32.dll

\ WINDOWSsystem32 \ WS2HELP.dII
\ WINDOWSsystem32 \ MSGINA.dII

\ WINDOWSsystem32 \ SHSVCS.dII

\ WINDOWSsystem32 \ SHLWAPL.dII

\ WINDOWSsystem32 \ sfc.dll

76be0000 45d70ab5  Feb 17 14:01:25 200? C: \ WINDOWSsystem32 \ sfc_os.dll

76bb0000 45d70acf Feb 17 14:01:51 2007 C:
76c10000 45d70a5d Feb 17 13:59:57 2007 C:
77670000 45d70aa5 Feb 17 14:01:09 20

\ WINDOWSsystem32 \ WINTRUST.dII
\ WINDOWSsystem32 \ imagehlp.dll
07 C: \ WINDOWSsystem32 \ ole32.dll
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77420000 45d70a05 Feb 17 13:58:29 2007 C: \ WINDOWSNVInSxS\ x86_Microsoft. Windows.Common -
Controls_6595b64144ccfldf_6.0.3790.3959 x -ww_D8713E55 Comctl32.dll
72430000 45d70ac8 Feb 17 14:01:44 2007 C: \ WINDOWSsyst em32 WINSCARD.DLL
76f00000 45d70af7 Feb 17 14:02:31 2007 C: \ WINDOWSsystem32 \ WTSAPI32.dll
75da0000 45d70afe Feb 17 14:02:38 2007 C: \ WINDOWSsystem32 \ sxs.dll
76a2a0000 45d70af0 Feb 17 14:02:24 2007 C: \ WINDOWSsystem32 \ WINMM.dII
7c8d0000 45d70abb Feb 17 14:01:31 2007 C: \ WINDOWSsystem32 \ shell32.dll
68000000 45d69786 Feb 17 05:49:58 2007 C: \ WINDOWSsystem32 \ rsaenh.dll
76f10000 45d70ad5 Feb 17 14:01:57 2007 C: \ WINDOWSsystem32 \ widap32.dll
76520000 45d70a87  Feb 17 14:00:39 2007 C: \ WINDOWSsystem32 \ cscdll.dll
5a120000 45d70ade Feb 17 13:59:42 2007 C: \ WINDOWSsystem32 \ dimsntfy.dll
75820000 45d70ad6 Feb 17 14:01:58 2007 C: \ WINDOWSsystem32 \ WINotify.dll
73070000 45d70ach Feb 17 14:01:47 2007 C: \ WINDOWSsystem32 \ WINSPOOL.DRV
71bd0000 45d70a84 Feb 17 14:00:36 2007 C: \ WINDOWSsystem32 \ MPR.dII
77d00000 45d70aa6 Feb 17 14:01:10 2007 C: \ WINDOWSsystem32 \ OLEAUT32.dll
77530000 45d7 0a06 Feb 17 13:58:30 2007 C: \ WINDOWISNInSxS\ x86_Microsoft.Windows.Common -
Controls_6595b64144ccfldf_5.82.3790.3959_x - ww_78FCF8DQA COMCTL32.dlI
71b70000 45d70ach Feb 17 14:01:47 2007 C: \ WINDOWSsystem32 \ UxTheme.dll
7e020000 45d70aa8 Feb 17 14: 01:12 2007 C:  \ WINDOWSsystem32 \ SAMLIB.dII
77b00000 45d70a88 Feb 17 14:00:40 2007 C: \ WINDOWSsystem32 \ cscui.dll
777b0000 45d70a3b Feb 17 13:59:23 2007 C: \ WINDOWSsystem32 \ CLBCatQ.DLL
77010000 45d70a76 Feb 17 14:00:22 2007 C: \ WINDOWSsystem32 \ COMRes.dll
77e00000 45d70aab Feb 17 14:01:15 2007 C: \ WINDOWSsystem32 \ NTMARTA.DLL
1330000 45d69418 Feb 17 05:35:20 2007 C: \ WINDOWSsystem32 \ xpsp2res.dll

SubSystemData: 00000000
ProcessHeap: 00070000
ProcessPa rameters: 00020000
WindowTitle: '< Name not readable >'

ImageFile: ' \ 2?2\ C:\ WINDOWSsystem32 \ winlogon.exe'
CommandLine: 'winlogon.exe'
DllPath: 'C: \ WINDOWSsystem32;C:  \ WINDOWSsystem32;C:  \ WINDOWS;Ct WINDOWSSystem32 \ Wbem'

Envir onment: 00010000
ALLUSERSPROFILE=C\ Documents and Settings \ All Users
APPDATA=C\ Documents and Settings \ Administrator \ Application Data
ClusterLog=C: \ WINDOWSCluster \ cluster.log
CommonProgramFiles=C: \ Program Files \ Common File s
COMPUTERNAMESMPUTERNAME
ComSpec=C:\ WINDOWSsystem32 \ cmd.exe
FP_NO_HOST_CHECK=NO
LOGONSERVER¥ COMPUTERNAME
NUMBER_OF_PROCESSORS=1
OS=Windows_NT
Path=C: \ WINDOWSsystem32;C: \ WINDOWS;Ct WINDOWSSystem32 \ Wbhem
PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS,;.VBE;.JS;.JSE;.WSF;.WSH
PROCESSOR_ARCHITECTURE=x86
PROCESSOR_IDENTIFIER=x86 Family 15 Model 5 Stepping 10, AuthenticAMD
PROCESSOR_LEVEL=15
PROCESSOR_REVISION=050a
ProgramFiles=C: \ Program Files
SystemDrive=C:
SystemRoot=C: \ WINDOWS
TEMP=C\ WINDOWSTEMP
TMP=C\ WINDOWSTEMP
USERPROFILE=C) Documents and Settings \ Administrator
windir=C: \ WINDOWS



THREAD 8640e1b0 Cid 0168.016¢c Teb: 7ffdf000 Win32Thread: e177b770 WAIT: (Unknown)
UserMode Non - Alertable
863b6d28 SynchronizationEvent

IRP List:
86547200: (0006,0094) Flags: 0000080 0 Mdl: 00000000
Not impersonating
DeviceMap 1000170
Owning Process 862dd218 Image: winlogon.exe
Wait Start TickCount 97056 Ticks: 18912 (0:00:04:55.500)
Contex t Switch Count 825 LargeStack
UserTime 00:00:00.734
KernelTime 00:00:04.250

Start Address winlogon!__report_gsfailure (0x0103e1b0)

Stack Init f6f8e000 Current f6f8dc68 Base f6f8e000 Limit f6f8b000 Call O
Priority 15 BasePriority 15 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6f8dc80 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Us es EBP] [0,0,4])
f6f8dc98 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6f8dcdc bf89b1c3 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6f8dd38 bf89e033 win32k!xxxSleepThread+0x1be (FPO: [Non - Fpo])
f6f8dd4c bf89e9f1 win3 2k!IxxxRealWaitMessageEx+0x12 (FPO: [Non - Fpo])

f6f8dd5¢c 80883908 win32k!NtUserWaitMessage+0x14 (FPO: [0,0,0])
f6f8dd5c 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6f8dd64)

0006fd88 7739bf53 ntdll'KiFastSystemCallRet (FP 0O: [0,0,0])

0006fdc0 7738969d USER32!NtUserWaitMessage+0xc

0006fde8 773896df USER32!InternalDialogBox+0xd0 (FPO: [Non - Fpo])
0006fe08 77389727 USER32!DialogBoxIndirectParamAorW+0x37 (FPO: [Non - Fpo))
0006fe2c 0103de0a USER32!ID  ialogBoxParamW+0x3f (FPO: [Non - Fpo])

0006fe50 0102d838 winlogon!Fusion_DialogBoxParam+0x24 (FPO: [Non - Fpo])
0006fe8c 0103b6e0 winlogon!TimeoutDialogBoxParam+0x28 (FPO: [Non - Fpo])
0006fec4 0103746e winlogon!WIxDialogBoxParam+0x80 (FP O: [Non - Fpo])
0006fee4 01038042 winlogon!BlockWaitForUserAction+0x3a (FPO: [Non - Fpo))
0006ff08 01031b33 winlogon!MainLoop+0x42d (FPO: [Non - Fpo])

0006ff50 0103e33b winlogon!'WUNotify+0x515 (FPO: [Non - Fpo])

0006fff4 00000000 wi nlogon!__report_gsfailure+0x267 (FPO: [Non - Fpo))

THREAD 8630dc18 Cid 0168.018c Teb: 7ffd9000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable
8630dc90 NotificationTimer

Not impersonating

DeviceMap €1000170

Owning Process 862dd218 Image: winlogon.exe

Wait Start TickCount 19251 Ticks: 96717 (0:00:25:11.203)

Context Switch Count 12

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address ntdll'RtipTimerThread (0x7c83d3dd)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6e6d000 Current fée6c €98 Base f6e6d000 Limit f6e6a000 Call 0

Priority 13 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

fee6ceb0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

fée6cee8 80827el e ntlKiSwapThread+0x83 (FPO: [Non - Fpo))

f6e6cd0c 8098c418 nt!KeDelayExecutionThread+0x254 (FPO: [Non - Fpo))

f6e6cd54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpo))

fee6cd54 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e6cd64)

007dff9c 7c826f4b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

007dffa0 7¢83d424 ntdll!NtDelayExecution+0xc (FPO: [2,0,0])

007dffb8 77e64829 ntdll'RtlpTimerThread+0x47 (FPO: [Non - Fpo])

007dffec 00000000 kernel32!BaseT hreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 86359698 Cid 0168.0194 Teb: 7ffd7000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable

86359710 NotificationTimer
IRP List:

865c¢5100: (0006,0094) Flags: 00000800 Mdl: 00000000
Not impersonating

DeviceMap 1000170

Owning Process 862dd218 Image: winlogon.exe

Wait Start TickCount 107354 Ticks: 8614 (0:00:02:14.593)
Context Switch Count 9

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)

Start  Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6e65000 Current f6e64c98 Base f6e65000 Limit f6e62000 Call 0
Priority 13 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6e64cb0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e64cc8 80827ele nt!KiSwapThread+0x83 (FPO: [Non - Fpa))
f6e64d0c 8098c418 nt!KeDelayExecutionThread+0x254 (FPO: [Non - Fpo))
f6e64d54 80883908 nt!NtDelayExecution+0x 84 (FPO: [Non - Fpo])
f6e64d54 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e64d64)
0086ff70 7¢c826f4b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0086ff74 77c¢8884c ntdll!NtDelayExecution+0xc (FPO: [2,0,0])

0086ffsc  77c88768 RPCRTAITIMER::Wait+0x2b (FPO: [Non - Fpo])

0086ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0xe8 (FPO: [Non - Fpo])
0086ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))
0086ffec 00000000 kernel32!BaseThreadStart+0x 34 (FPO: [Non - FpaQ])

THREAD 8642fdb0 Cid 0168.01a0 Teb: 7ffd6000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable

86307260 NotificationTimer

8638ed88 ProcessObject

86342988 ProcessObject

863f1650 NotificationEvent

862eeb60 NotificationEvent

8644d4a8 NotificationEvent

8645bc18 SynchronizationEvent

863b5268 SynchronizationEvent

86421ab0 NotificationEvent

85d5f9e8 SynchronizationEvent

85d47e58 SynchronizationEvent

860bb190 NotificationEvent
Not impersonating
DeviceMap €1000170
Owning Process 862dd218 Image: winlogo n.exe
Wait Start TickCount 19180 Ticks: 96788 (0:00:25:12.312)
Context Switch Count 28

UserTime 00:00:00.000
KernelTime 00:00:00.015
Win32 Start Address ntdll'RtlpWaitThread (0x7c83c643)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6e5d000 Current f6e5c914 Base f6e5d000 Limit f6e5a000 Call 0
Priority 14 BasePriority 13 PriorityDecrement O

Kernel stac Kk not resident.

ChildEBP RetAddr

f6e5c92¢ 8082ffhb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e5c944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f6e5c978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo] )
f6e5cbf4 80930e€96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6e5cd48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6e5cd48 7c8285ec ntlKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e5cd64)
008afcec 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

008afcf0 7c83c78e ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

008affb8 77e64829 ntdll'RtlpWaitThread+0x161 (FPO: [Non - Fpo])
008affec 00000000 kernel32!BaseThre adStart+0x34 (FPO: [Non - Fpo])



THREAD 8630fdb0 Cid 0168.0298 Teb: 7ffdd000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable

863234d8 Thread
8630b7d8 Thread
8631a558 Thread
IRP List:
863446b0: (0006,01b4) Flags: 00000000 Mdl: 00000000
862f08a0: (0006,01b4) Flags: 00000000 Mdl: 00000000
862f0a60: (0006,01b4) Flags: 00000000 MdI: 00000000
863b0888: (0006,01b4) Flags: 00000000 Mdl: 00000000
863b0a48: (0006,01b4) Flags: 00000000 Mdl: 00000000
8644d5a0: (0006,01b4) Flags: 00000000 Mdl: 00000000
8644d760: (0006,01b4) Flags: 00000000 Mdl: 00000000
862eec88: (0006,01b4) Flags: 00000000 Mdl: 0000000 0
862eee48: (0006,01b4) Flags: 00000000 Mdl: 00000000
86349be0: (0006,01b4) Flags: 00000000 Mdl: 00000000
86349da0: (0006,01b4) Flags: 00000000 Mdl: 00000000
86316830: (0006,01b4) Flags: 00000000 Mdl: 000 00000
863169f0: (0006,01b4) Flags: 00000000 MdI: 00000000
862f9c88: (0006,01b4) Flags: 00000000 Mdl: 00000000
862f9e48: (0006,01b4) Flags: 00000000 MdI: 00000000
8639c¢790: (0006,01b4) Flags: 00000000 Mdl: 00000000
8639c950: (0006,01b4) Flags: 00000000 Mdl: 00000000
Not impersonating
DeviceMap 1000170
Owning Process 862dd218 Image: winlogon.exe
Wait Start TickCount 11392 Ticks: 104576 (0:00:27:14.000)
Context Switch Count 9

UserTime 00:00:00.000
KernelTime 00:00:00.015
Win32 Start Address sfc_o sISfcWatchProtectedDirectoriesThread (0x76becacl)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a47000 Current f6a46914 Base f6a47000 Limit f6a44000 Call 0
Priority 14 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6a4692c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a46944 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpa))

f6a46978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpaq])
f6a46bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6a46d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f6a46d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a46d64)
008eff64 7¢827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

008eff68 76bece84 ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

008effb8 77e64829 sfc_os!SfcWatchProtectedDirectoriesThread+0x3c3 (FPO: [Non
008effec 000000 00 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))

- Fpo))
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THREAD 863234d8 Cid 0168.02a0 Teb: 7ffae000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable

86409d28 NotificationEvent
8630fd80 NotificationEvent
8630fd50 NotificationEvent
8630fd20 NotificationEvent
8630fcf0 NotificationEvent
86438020 NotificationEvent
862ed7c0 NotificationEvent
862ed790 NotificationEvent
862e d760 NotificationEvent
862ed730 NotificationEvent
862ed700 NotificationEvent
862ed6d0 NotificationEvent
862ed6a0 NotificationEvent
862ed670 NotificationEvent
86443648 Notificati onEvent
86443618 NotificationEvent
864435e8 NotificationEvent
864435b8 NotificationEvent
86443588 NotificationEvent
86443558 NotificationEvent
86443528 NotificationEvent
8644348 NotificationEvent
862d8e30 NotificationEvent
862d8e00 NotificationEvent
862d8dd0 NotificationEvent
862d8da0 NotificationEvent
862d8d70 NotificationEvent
862d8d40 No tificationEvent
862d8d10 NotificationEvent
862d8ce0 NotificationEvent
86442460 NotificationEvent
86442430 NotificationEvent
86442400 NotificationEvent
864423d0 NotificationEvent
864423a0 NotificationEvent
86442370 NotificationEvent
86442340 NotificationEvent
86442310 NotificationEvent
86359a60 NotificationEvent
86359a30 NotificationEvent
86359a00 NotificationEvent
863599d0 NotificationEvent
863599a0 NotificationEvent
86359970 NotificationEvent
86359940 NotificationEvent
86359910 NotificationEvent
8634d588 Notificati onEvent
8634d558 NotificationEvent
8638ca58 NotificationEvent
8634d528 NotificationEvent
8638d5e8 NotificationEvent
8634d4f8 NotificationEvent
862ff218 NotificationEvent
8634d4c8 NotificationEvent
862da930 NotificationEvent
8634d498 NotificationEvent
8630c240 NotificationEvent
8634d468 NotificationEvent
8634d438 NotificationEvent
8644b830 NotificationEvent
862da458 NotificationEvent
86431bf8 NotificationEvent
8639b4c0 NotificationEvent
8639b490 NotificationEvent

IRP List:
85d45d50: (0006,01b4) Flag s: 00000000 Mdl: 00000000
860ca478: (0006,01b4) Flags: 00000000 Mdl: 00000000
860e67c0: (0006,01b4) Flags: 00000000 Mdl: 00000000
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Not impersonating

DeviceMap 1000170

Owning Process 862dd218 Image: winlogon.exe
Wait Start TickCount 92451 Ticks: 23517 (0:00:06:07.453)

Context Switch Count 42

UserTime 00:00:00.000

KernelTime 00:00:00.015

Win32 Start Address sfc_os!SfcWatchProtectedDirectoriesWorkerThread (0x76bec805)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a3f000 Current f6a3e914 Base f6a3f000 Limit f6a3c000 Call O
Priority 14 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6a3e92c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a3e944 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6a3e978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6a3ebf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6a3ed48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6a3ed48 7c8285ec nt!KiF astCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a3ed64)

009eff54 7¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])

009eff58 76beca80 ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

009effb8 7764829 sfc_os!SfcWatchProtectedDirectoriesWorkerThread+0x27b (FPO: [Non - Fpo])
009effec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])



48

UserMode Alertable

86409d28 NotificationEvent
864030f0 NotificationEvent
864030c0 NotificationEvent
862cbc70 NotificationEvent
862cbc40 NotificationEvent

863be5c0 Notif icationEvent

863be590 NotificationEvent
8622698 NotificationEvent
8622668 NotificationEvent
8627258 NotificationEvent
8627228 NotificationEvent
86457c70 NotificationEvent
86457c40 NotificationEvent
863a0c70 NotificationEvent
863a0c40 NotificationEvent
8641c4e8 NotificationEvent
8641c4b8 NotificationEvent
8641c488 NotificationEvent
863862c 0 NotificationEvent
86386290 NotificationEvent
86386260 NotificationEvent
8637ec70 NotificationEvent
8637ec40 NotificationEvent
8637ec10 NotificationEvent
86321c70 NotificationEvent
86321c40 NotificationEvent
86321c10 NotificationEvent
86366¢c70 NotificationEvent
86366¢c40 NotificationEvent
86366¢c10 NotificationEvent
8637 b2cO NotificationEvent
8637b290 NotificationEvent
8637b260 NotificationEvent
8637b230 NotificationEvent
86416958 NotificationEvent
86416928 NotificationEvent

THREAD 8630b7d8 Cid 0168.02a4 Teb: 7ffad000 Win32Thread: 00000000 WAIT:

864168f8 Notificati onEvent

864168c8 NotificationEvent
8632f290 NotificationEvent
86321260 NotificationEvent
86321230 NotificationEvent
8632f200 NotificationEvent
8646b290 NotificationEvent
8646b260 NotificationEvent
8646b230 NotificationEvent
8646b200 NotificationEvent
863fchf8 NotificationEvent

863fchc8 NotificationEvent

863fch98 NotificationEvent
863fch68 NotificationEvent

86410298 NotificationEvent
86410268 NotificationEvent
86410238 NotificationEvent
86410208 NotificationEvent
86405298 NotificationEvent
86405268 NotificationEvent
86405238 NotificationEvent
86405208 NotificationEvent
8640b8d8 NotificationEvent
8640b8a8 NotificationEvent
8640b878 NotificationEvent

8640b848 Notificati onEvent

8640b818 NotificationEvent
8640b7e8 NotificationEvent

Not impersonating

DeviceMap €1000170
Owning Process 862dd218
Wait Start Tic kCount 3920

Image: winlogon.exe
Ticks: 112048 (0:00:29:10.750)

(Unknown)



Context Switch Count 1

UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address sfc_os!SfcWatchProtectedDir ectoriesWorkerThread (0x76bec805)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a3b000 Current f6a3a914 Base f6a3b000 Limit f6a38000 Call 0
Priority 13 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6a3a92c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a3a944 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6a3a978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6a3abf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6a3ad48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6a3ad48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a3ad64)

00c5ff54  7¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])

00c5ff58 76beca80 ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

00c5ffb8 7764829 sfc_os!SfcWatchProtectedDirectoriesWorkerThread+0x27b (FPO: [Non
00c5ffec 00000000 kernel3 2!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 8631a558 Cid 0168.02a8 Teb: 7ffac000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable

86409d28 NotificationEvent

863bca88 NotificationEvent

863bcab58 No tificationEvent

863bca28 NotificationEvent

863bc9f8 NotificationEvent
Not impersonating

DeviceMap 1000170

Owning Process 862dd218 Image: winlogon.exe

Wait S tart TickCount 3920 Ticks: 112048 (0:00:29:10.750)

Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address sfc_os!SfcWatchProt ectedDirectoriesWorkerThread (0x76bec805)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a37000 Current f6a36914 Base f6a37000 Limit f6a34000 Call 0
Priority 13 BasePriority 13 PriorityDecrement O

Kern el stack not resident.

ChildEBP RetAddr

f6a3692c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a36944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6a36978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f6a36bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6a36d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f6a36d48 7c¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a36d64)

00c9ff54 7c827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])

00c9ff58 76beca80 ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

00c9ffb8 7764829 sfc_os!SfcWatchProtectedDire ctoriesWorkerThread+0x27b (FPO: [Non
00c9ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))

- Fpo])

- Fpo))
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THREAD 862d1020 Cid 0168.03e8 Teb: 7ffa9000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862d19c0  NotificationEvent
862fdeb0 NotificationEvent
862fd030 NotificationEvent
Not impersonating
DeviceMap 1000170
Owning Process 862dd218 Image: winlogon.exe
Wait Start TickCount 19140 Ticks: 96828 (0:00:25:12.937)
Context Switch Count 2

UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address USERENV!Notificat ionThread (0x76929dd9)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6866000 Current f6865914 Base f6866000 Limit f6863000 Call O
Priority 14 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f686592¢ 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6865944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

6865978 80930d34 nt'KeWaitForMultipleObjects+0x 320 (FPO: [Non - Fpo])

f6865bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6865d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6865d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6865d6 4)

00e5fecO 7¢827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00e5fec4 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

00e5fféc 77e62fbe kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
00e5ff88 76929e35 k ernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])

00e5ffb8 7764829 USERENV!NotificationThread+0x5f (FPO: [Non - Fpo])

00e5ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 863147a0 Cid 0168.03f8 Teb: 7ffa8000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
86422758 NotificationEvent
862d1990 SynchronizationEvent
862d1950 SynchronizationEvent
8633b640 NotificationTimer
Not impersonating

DeviceMap 1000170

Owning Process 862dd218 Image: winlogon.exe
Wait Start TickCount 4306 Ticks: 111662 (0:00:29:04.718)
Context Switch Count 6

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address USERENV!GPOThread (0x7693d5dd)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6876000 Current f6875914 Base f6876000 Limit f6873000 Call O
Priority 13 BasePriority 1 PriorityDecrement 12

Kernel stack not resident.

ChildEBP RetAddr

f687592c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Us es EBP] [0,0,4])
f6875944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6875978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f6875bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6875d48 808 83908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f6875d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6875d64)
00eafe74 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00eafe78 77e6202c ntdll!NtWaitForMultiple Objects+0xc (FPO: [5,0,0])

00eaff20 77e62fbe kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo])
00eaff3c 7693d78e kernel32!'WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
00eaffb8 7764829 USERENV!GPOThread+0x1c2 (FPO: [Non - Fpo])

OOeaffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])



THREAD 863ed670 Cid 0168.0404 Teb: 7ffaa000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
86322d80 SynchronizationEvent
862f7be8 SynchronizationEvent
86422988 SynchronizationEvent
86322d40 SynchronizationEvent
Not impersonating

DeviceMap 1000170

Owning Process 862dd218 Image: winlogon.exe
Wait Start TickCount 4302 Ticks: 111666 (0:00:29:04.781)
Context Switch Count 5

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address winlogon!WIpExecuteNotify (0x010390b7)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6852000 Current f6851914 Base 6852000 Limit f684f000 Call O
Priority 13 BasePriority 13 Priorit yDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f685192c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6851944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

6851978 80930d34 nt'KeWaitForMulti pleObjects+0x320 (FPO: [Non - Fpo])
f6851bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6851d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])
f6851d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFr ame @ f6851d64)

00ddfe44 7¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00ddfe48 77e6202c ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])
00ddfef0 77e62fbe kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non

- Fpo])

00ddff Oc 76522d75 kernel32!'WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])

00ddff40 76522cb6 cscdll'Relnt_WinMain+0xa6 (FPO: [Non - Fpo])
00ddff58 76522c8a cscdll'MprServiceProc+0x2d (FPO: [Non - Fpa))
00ddff60 0103917b cscdll'WinlogonStartupEve nt+0x40 (FPO: [1,0,0])
00ddffb8 77e64829 winlogon!WIpExecuteNotify+0xc4 (FPO: [Non - Fpo))
00ddffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))

THREAD 8633b768 Cid 0168.0418 Teh: 7ffa4000 Win32Thread: 00000000 WAIT: (Un
UserMode Non - Alertable
86322d00 SynchronizationEvent
863033h8 SynchronizationEvent
Not impersonating
DeviceMap 1000170
Owning Process 862dd218 Image: winlogon.exe
Wait Start TickCount 4302 Ticks: 111666 (0:00:29:04.781)
Context Switch Count 2
UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address cscdll!Relnt_AttemptCacheFill (0x765229b0)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6846000 Current 6845914 Base f6846000 Limit f6843000 Ca
Priority 11 BasePriority 11 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f684592¢ 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f6845944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6845978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f6845bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))

f6845d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))
f6845d48 7¢8 285ec ntlKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6845d64)
00fbfeb4 7¢827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00fbfeb8 77e6202¢ ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

00fbff60 77e62fbe kernel32!'WaitForMultipl eObjectsEx+0x11a (FPO: [Non

1o

- Fpo))

00fbff7c 76522alc kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])

00fbffb8 77e64829 cscdll'Relnt_AttemptCacheFill+0x73 (FPO: [Non - Fpo])

00fbffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [N on- Fpo])

known)
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THREAD 86394bf0 Cid 0168.06bc Teb: 7ffd5000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
862dadc8 Semaphore Limit Ox7fffffff

Not impersonating

DeviceMap €1000170

Owning Process 862dd218 Image: winlogon.exe

Wait Start TickCount 46162 Ticks: 69806 (0:00:18:10.718)

Context Switch Count 6

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6435000 Current f6434c24 Base 6435000 Limit 6432000 Call O

Priority 13 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6434c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6434c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6434c98 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6434d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])

f6434d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6434d64)

00elfel8 7¢82 783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00elfelc 77c885ac ntdll'NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00e1ff84 77c88792 RPCRT4ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo))
00e1ff8c 77c8872d RPCRT4!RecvLotsaCall sWrapper+0xd (FPO: [Non - Fpo])

00elffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

00elffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

00elffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 8622638 Cid 0168.07e0 Teb: 7ffa7000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
863db618 Semaphore Limit Ox 7fffffff

Not impersonating

DeviceMap 1000170

Owning Process 862dd218 Image: winlogon.exe

Wait Start TickCount 45915 Ticks: 70053 (0:00:18:14.578)

Context Switch Count 4

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c¢7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6399000 Current f6398c24 Base 6399000 Limit f6396000 Call O

Priority 13 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6398c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6398c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6398c98 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6398d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f6398d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6398d64)
00f3fe18 7¢82  783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00f3felc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00f3ff84 77c¢88792 RPCRT4!LRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo))
00f3ff8¢c 77c8872d RPCRT4!RecvLotsaCall sWrapper+0xd (FPO: [Non - Fpo))

00f3ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo))

00f3ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

00f3ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



THREAD 85d41db0 Cid 0168.07e4 Teb: 7ffa6000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86334c68 QueueObject
Not impersonating

DeviceMap €1000170

Owning Process 862dd218 Image: winlogon.exe
Wait Start TickCount 26714 Ticks: 89254 (0:00:23:14.593)
Context Switch Count 3

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6251000 Current f6250c4c Base 6251000 Limit f624e000 Call 0

Priority 13 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6250c64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6250c7c¢ 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6250cc4 808e55e2 ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))

f6250d48 80883908 nt!NtRemoveloCompletion+0xdc (FPO: [Non - Fpo])

f6250d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6250d64)

00f7feac 7¢8277db ntdll!Ki FastSystemCallRet (FPO: [0,0,0])

00f7feb0 77e5bea2 ntdll!ZwRemoveloCompletion+0xc (FPO: [5,0,0])

00f7fedc 77c7b900 kernel32!GetQueuedCompletionStatus+0x29 (FPO: [Non - Fpo))
00f7ff18 77¢7b703 RPCRT4!COMMON_ProcessCalls+0xal (FPO: [Non - Fpo])

00f7ff84 77c7b9b5 RPCRT4!LOADABLE_TRANSPORT::ProcesslOEvents+0x117 (FPO: [Non - Fpo))
00f7ff8c 77¢c8872d RPCRT4!ProcesslOEventsWrapper+0xd (FPO: [Non - Fpo])
00f7ffac 77¢c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])
00f7ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

00f7ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d7edb0 Cid 0168.07ec Teb: 7ffa5000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
863db870 Semaphore Limit Ox 7fffffff

Not impersonating

DeviceMap 1000170

Owning Process 862dd218 Image: winlogon.exe

Wait Start TickCount 50059 Ticks: 65909 (0:00:17:09.828)

Context Switch Count 7

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address 0x00001c7c

LPC Server thread working on message Id 1c7c

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a0b000 Current f6a0ac24 Base f6a0b000 Limit f6a08000 Call 0

Priority 14 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

féa0ac3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

féa0ac54 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo] )
f6a0ac98 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6a0ad48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f6a0ad48 7c¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a0ad64)
00fffel8 7c  82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00fffelc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00ffff84 77c¢88792 RPCRT4!LRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo))
00ffff8c 77c8872d RPCRT4!RecvLotsaCa lIsWrapper+0xd (FPO: [Non - Fpo))

00ffffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

00ffffb8 77e64829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

00ffffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo] )
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THREAD 860b6a30 Cid 0168.00c8 Teb: 7ffa2000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
85d5f9b8 NotificationEvent
85d88d10 SynchronizationEvent
863539c0 SynchronizationEvent
863772b0 NotificationTimer
Not impersonating

DeviceMap 1000170

Owning Process 862dd218 Image: winlogon.exe

Wait Start TickCount 19495 Ticks: 96473 (0:00:25 :07.390)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address USERENV!GPOThread (0x7693d5dd)

Start Address kernel32!BaseThreadStar tThunk (0x77e617ec)

Stack Init f6e69000 Current f6e68914 Base f6e69000 Limit f6e66000 Call O
Priority 15 BasePriority 1 PriorityDecrement 14

Kernel stack not resident.

ChildEBP RetAddr

f6e6892c 8082ffb7 nt!KiSwapCo ntext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e68944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6e68978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6e68bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6e68d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6e68d48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e68d64)
0110fe74 7¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0110fe78 77e6202c ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0110ff20 77e62fbe kernel32!'WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
0110ff3c 7693d78e kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
0110ffb8  77e64829 USERENV!GPOThread+0x1c2 (FPO: [Non - Fpo])

0110ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d44020 Cid 0168.0084 Teb: 7ffo9b000 Win32Thread: e253d008 WAIT: (Unknown)
UserMode Non - Alertable
86367 1a8 QueueObject
85d44098 NotificationTimer
Not impersonating

DeviceMap 1000170

Owning Process 862dd218 Image: winlogon.exe

Wait Start TickCount 114976 Tick s: 992 (0:00:00:15.500)
Context Switch Count 125 LargeStack

UserTime 00:00:00.000

KernelTime 00:00:00.265

Win32 Start Address ntdll'RtipWorkerThread (0x7c839efb)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f64dd000 Current fé4dcc4c Base f64dd000 Limit f64da000 Call O

Priority 14 BasePriority 13 PriorityDecrement O

ChildEBP RetAddr

f64dcc64 8082ffb7 nt!KiSwapC ontext+0x25 (FPO: [Uses EBP] [0,0,4])
fé4dcc7c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

fé4dcccd 808e55e2 ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))
f64dcd48 80883908 nt!NtRemoveloCompletion+0xdc (FPO: [Non - Fpo))
f64dcd48 7c¢8285ec ntlKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f64dcd64)
0132ff70 7¢8277db ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0132ff74 7¢839f38 ntdll!ZwRemoveloCompletion+0xc (FPO: [5,0,0])

0132ffb8 77e64829 ntdll'RtlpWorkerThread+ 0x3d (FPO: [Non - Fpo])
0132ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



THREAD 85d7b720 Cid 0168.0288 Teb: 7ffa3000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable

86319ee8 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap €1000170

Owning Process 862dd218 Image: winlogon.exe

Wait Start TickCount 50006 Ticks: 65962 (0:00:17:10.656)
Context Switch Count 5

UserTime 00:00:00.031

KernelTime 00:00:00.031

Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)

Start Address kernel 32!BaseThreadStartThunk (0x77e617ec)

Stack Init f623d000 Current f623cc24 Base f623d000 Limit f623a000 Call O
Priority 13 BasePriority 13 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f623cc3c 808  2ffb7 ntIKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f623cc54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f623cc98 8091a5f1 ntlKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f623cd48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO :[Non - Fpo])

f623cd48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f623cd64)
011cfel8 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0llcfelc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

011cff84  77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non

011cff8c 77¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo])
Olicffac 77c¢7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])
011cffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

0l11cffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

- Fpo])

55
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Services process

PROCESS 8638ed88 Sessionld: 0 Cid: 0198 Peb: 7ffd7000 ParentCid: 0168
DirBas e: 3af1a080 ObjectTable: e158a3e0 HandleCount: 268.
Image: services.exe
VadRoot 86359610 Vads 83 Clone 0 Private 301. Modified 13. Locked 0.

DeviceMap €1000170

Token 1566630

ElapsedTime 00:39:09.780
UserTime 00:00:00.078

KernelTime 00:00:04.796
QuotaPoolUsage[PagedPool] 33036

QuotaPoolUsage[NonPagedPool] 6344

Working Set Sizes (now,min,max) (1377, 50, 345 ) (5508KB, 200KB, 1380KB)

PeakWorkingSetSize 1377
VirtualSize 18 Mb
PeakVirtualSize 20 Mb
PageFaultCount 1450
MemoryPriority BACKGROUND
BasePriority 9

CommitCharge 347

Setting context for this process...
.process /p Ir ffffffff8638ed88

Ipeb
PEB at 7ffd7000
InheritedAddressSpace: No
ReadlmageFileExecOptions: No
BeingDebugged: No
ImageBaseAddress: 01000000
Ldr 7c8877e0
Ldr.Initialized: Yes
Ldr.InInitializationOrderModuleList: 00081f18 . 000b59d8
Ldr.InLoadOrd  erModuleList: 00081eb0 . 000b59c8
Ldr.InMemoryOrderModuleList: 00081eb8 . 000b59d0
Base TimeStamp Module
1000000 45d6a04e Feb 17 06:27:26 2007 C:
7c800000 45d70ad8 Feb 17 14:02:00 2007 C:

\ WINDOWSsystem32 \ services.exe
\ WINDOWSsystem32 \ ntdlil.dll

77e40000 45d70ad8 Feb 17 14:02:00 2007 C:
77ba0000 45d70b06 Feb 17 14:02:46 2007 C:
77f50000 45d70a26 Feb 17 13:59
77c50000 45d70aaa Feb 17 14:01:14 2007 C:
76f50000 45d70ac3 Feb 17 14:01:39 2007 C:
77380000 45d70ac7 Feb 17 14:01:43 2007 C:
77c00000 45d70a3e Feb 17 13:59:26 2007 C:
76920000 45d70ac8 Feb 17 14:01:44 2007 C:
757a0000 45d70aaa Feb 17 14:01:14 2007 C:
76c40000 45d70a49 Feb 17 13:59:37 2007 C:
71c40000 45d70a82 Feb 17 14:00:34 2007 C:
75770000 45d70ac8 Feb 17 14:01:44 2007 C:
771f0000 45d70ace Feb 17 14:01:50 2007 C:
5fb10000 45d70a7a Feb 17 14:00:26 2007 C:
400000 45d6a071 Feb 17 06:28:01 2007 C:

75750000 45 d70a3a Feb 17 13:59:22 2007 C:

71c00000 45d70ae9 Feb 17 14:02:17 2007 C:
71bf0O000 45d70aea Feb 17 14:02:18 2007 C:
76b70000 45d70ab5 Feb 17 14:01
76f00000 45d70af7 Feb 17 14:02:31 2007 C:

:02 2007 C:

:25 2007 C:

\ WINDOWSsystem32 \ kernel32.dll

\ WINDOWSsystem32 \ msvcert.dll

\ WINDOWSsystem32 \ ADVAPI32.dII
\ WINDOWSsystem32 \ RPCRT4.dIl

\ WINDOWSsystem32 \ Secur32.dll

\ WINDOWSsystem32 \ USER32.dll

\ WINDOWSsystem32 \ GDI32.dll

\ WINDOWSsystem32 \ USERENV.dII
\ WINDOWSsystem32 \ SCESRV.dII

\ WINDOWSsystem32 \ AUTHZ.dII

\ WINDOWSsystem32 \ NETAPI32.dll
\ WINDOWSsystem32 \ umpnpmgr.dll
\ WINDOWSsystem32 \ WINSTA.dII

\ WINDOWSsystem32 \ NCObjAPI.DLL
\ WINDOWSsystem32 \ msvcp60.dll

\ WINDOWSsystem32 \ eventlog.dll

\ WINDOWSsystem32 \ WS2_32.dll

\ WINDOWSsystem32 \ WS2HELP.dII
\ WINDOWSsystem32 \ PSAPI.DLL

\ WINDOWSsystem32 \ wtsapi32.dll

SubSystemData: 00000000

ProcessHeap: 00080000

ProcessParameters: 00020000

WindowTitle: 'C: \ WINDOWSsystem32 \ services.exe'
ImageFile: 'C: \ WINDOWSsystem32 \ services.exe'
CommandLine: 'C:  \ WINDOWSystem32 \ services.exe'



57

DlIPath:
'C: \ WINDOWSsystem32;C:  \ WINDOWSsystem32;C:  \ WINDOWSsystem;C: \ WINDOWS;.;C: \ WINDOWSsystem32;C: \ WIND
OWS;C:\ WINDOWSSystem 32\ Whem'
Environment: 00010000

ALLUSERSPROFILE=C\ Documents and Settings \ All Users

ClusterLog=C: \ WINDOWSCluster \ cluster.log

CommonProgramFiles=C: \ Program Files \ Common Files

COMPUTERNAMESMPUTERNAME

ComSpec=C:\ WINDOWSsystem32 \ cmd.exe

FP_NO_HOST_CHECK=NO

NUMBER_OF_PROCESSORS=1

OS=Windows_NT

Path=C: \ WINDOWSsystem32;C: \ WINDOWS;C\ WINDOWSSystem32 \ Whem

PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE;.WSF;.WSH

PROCESSR ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family 15 Model 5 Stepping 10, AuthenticAMD

PROCESSOR_LEVEL=15

PROCESSOR_REVISION=050a

ProgramFiles=C: \ Program Files

SystemDrive=C:

SystemRoot=C: \ WINDOWS

TEMP=C\ WINDOWSTEMP

TMP=C\ WINDOWSTEMP

USERPROFILE=C)\ Documents and Settings \ NetworkService

windir=C: \ WINDOWS

THREAD 862ecdb0 Cid 0198.01b4 Teb: 7ffde000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
862ece28 NotificationTimer
Not impersonating

DeviceMap 1000170

Owning Process 8638ed88 Image: services.exe

Wait Start TickCount 115301 Ticks: 667 (0:00:00: 10.421)
Context Switch Count 30

UserTime 00:00:00.000

KernelTime 00:00:00.015

Win32 Start Address ntdll'RtlpTimerThread (0x7¢83d3dd)

Start Address kernel32!BaseThread StartThunk (Ox77e617ec)

Stack Init f6e61000 Current f6e60c98 Base f6e61000 Limit f6e5e000 Call 0
Priority 9 BasePriority 9 PriorityDecrement 0
ChildEBP RetAddr

f6e60ch0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0, 4))
f6e60cc8 80827ele nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6e60d0c 8098c418 nt!KeDelayExecutionThread+0x254 (FPO: [Non - Fpo))
f6e60d54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpo))

f6e60d54 7¢8285ec nt!KiFastCallEntry+ 0xf8 (FPO: [0,0] TrapFrame @ f6e60d64)

005bffoc 7¢826f4b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

005bffa0 7c¢83d424 ntdll!NtDelayExecution+0xc (FPO: [2,0,0])

005bffb8 77€64829 ntdll'RtlpTimerThread+0x47 (FPO: [Non - Fpo))
005bffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))
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THREAD 862ea730 Cid 0198.01b8 Teb: 7ffdd000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
862ea7a8 NotificationTimer
Not impersonating
DeviceMap €1000170
Owning Process 8638ed88 Image: services.exe
Wait Start TickCount 115435 Ticks: 533 (0:00:00:08.328)
Context Switch Count 56
UserTime 00:00:00.000
KernelTime 00:00:00.015
Win32 Start Address ntdll'RtlplOWorkerThread (0x7c8193fb)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6e55000 Current f6e54c 98 Base f6e55000 Limit f6e52000 Call O
Priority 9 BasePriority 9 PriorityDecrement O
ChildEBP RetAddr
f6e54cb0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e54cc8 80827ele nt!IKiSwapThread+0x83 (FPO: [Non - Fpo] )
f6e54d0c 8098c418 nt!KeDelayExecutionThread+0x254 (FPO: [Non - Fpo])
f6e54d54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpo))

f6e54d54 7c¢8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e54d64)
005fff8c 7¢826f4b n tdll!KiFastSystemCallRet (FPO: [0,0,0])

005fff90 7¢81943a ntdll!NtDelayExecution+0xc (FPO: [2,0,0])

005fffb8 7764829 ntdIl'RtlplOWorkerThread+0x3f (FPO: [Non - Fpo])
005fffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 862b2020 Cid 0198.01bc Teb: 7ffdcO00 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable

86391aa0 NotificationTimer

862fbeb0 SynchronizationEvent

8633a298 ProcessObject

86316798 Noti  ficationEvent

862c1c08 ProcessObject

862d6b30 ProcessObject

862fdbf0 ProcessObject

86433518 ProcessObject

86444d88 ProcessObject

85de8d88 ProcessObject

85d7f770 Proc  essObject

85d71020 ProcessObject

85d6ed88 ProcessObject

85d6b5f0 ProcessObject

85d56d88 ProcessObject

863208c0 NotificationEvent

85dc8d88 ProcessObject

86458518 Noti  ficationEvent

863ae558 NotificationEvent

86316798 NotificationEvent
Not impersonating
DeviceMap €1000170
Owning Process 8638ed88 Image: services.exe
Wait Sta rt TickCount 115301 Ticks: 667 (0:00:00:10.421)
Context Switch Count 137
UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address ntdll'RtlpWaitThread (0x7c83c643)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6e51000 Current f6e50914 Base f6e51000 Limit f6e4e000 Call 0
Priority 9 BasePriority 9 PriorityDecrem ent0
ChildEBP RetAddr
f6e5092c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e50944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f6e50978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6e50bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6e50d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6e50d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e50d64)
0063fcec 7c827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0063fcf0 7c83c78e ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0063ffb8 77e64829 ntdll'RtlpWaitThread+0x161 (FPO: [Non - Fpo])
0063ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))
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THREAD 86443288 Cid 0198.0240 Teb: 7ffdb000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
8632e2b8 QueueObject
86443300 NotificationTimer
Not impersonating
DeviceMap el 000170
Owning Process 8638ed88 Image: services.exe
Wait Start TickCount 115301 Ticks: 667 (0:00:00:10.421)
Context Switch Count 104
UserTime 00:00:00.0 00
KernelTime 00:00:00.046
Win32 Start Address ntdll'RtlpWorkerThread (0x7c839efb)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6a8b000 Current f6a8ac4c Base f6a8b000 Limit f6a88000 Call O
Priority 10 BasePriority 9 PriorityDecrement O
ChildEBP RetAddr
f6a8ac64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f6a8ac7c 80 829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6a8acc4 808e55e2 ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))
f6a8ad48 80883908 nt!NtRemoveloCompletion+0xdc (FPO: [Non - Fpo])
f6a8ad48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a8ad64)
006aff70 7¢8277db ntdll'KiFastSystemCallRet (FPO: [0,0,0])
006aff74 7¢839f38 ntdll'ZwRemoveloCompletion+0xc (FPO: [5,0,0])
006affb8 77e64829 ntdll'RtlpWorkerThread+0x3d (FPO: [Non - Fpo])
006affec 00000000 kernel32! BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 862bedb0 Cid 0198.0248 Teb: 7ffd9000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
862bee28 NotificationTimer
IRP List:
85d5fb28: (0006,0094) Flags: 0000090 0 Mdl: 00000000
863d24c8: (0006,0094) Flags: 00000800 Mdl: 00000000
863d2690: (0006,0094) Flags: 00000800 Mdl: 00000000
Not impersonating
DeviceMap 1000170
Owning Process 8638ed 88 Image: services.exe
Wait Start TickCount 109174 Ticks: 6794 (0:00:01:46.156)
Context Switch Count 16
UserTime 00:00:00.000
KernelTime 00:00:00.0 15
Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c¢7b0f5)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6a83000 Current f6a82c98 Base f6a83000 Limit f6a80000 Call O
Priority 11 BasePriority 9 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f6a82ch0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f6a82cc8 80827ele nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6a82d0c 8098c418 nt!KeDelayExecutionThread+0x254 (FPO: [Non - Fpo))
f6a82d54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpo))
f6a82d54 7c¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a82d64)
0073ff70 7¢826f4b ntdl I'KiFastSystemCallRet (FPO: [0,0,0])
0073ff74 77c8884c ntdll'NtDelayExecution+0xc (FPO: [2,0,0])
0073ff8c 77c88768 RPCRT4ITIMER::Wait+0x2b (FPO: [Non - Fpo])
0073ffac 77c¢7b110 RPCRT4!BaseCachedThreadRoutine+0xe8 (FPO: [Non - Fpo))
0073ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))
0073ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



60

THREAD 86303bf0 Cid 0198.0250 Teb: 7ffd8000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alert able
86356de8 NotificationEvent
Not impersonating

DeviceMap €1000170

Owning Process 8638ed88 Image: services.exe

Wait Start TickCount 3873 Ticks: 112095 (0 :00:29:11.484)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address AUTHZ!AuthzpDeQueueThreadWorker (0x76c44d89)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init 7973000 Current f7972c78 Base f7973000 Limit f7970000 Call 0
Priority 9 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetA ddr

f7972c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7972ca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f7972cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f7972d50 80883908 nt!NtWaitFor SingleObject+0x9a (FPO: [Non - Fpo])

f7972d50 7¢8285ec ntlKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f7972d64)
0077ff14 7¢827d0b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0077ff18 77e61d1le ntdll!NtWaitForSingleObject+0xc (FPO: [3,0,0 )
0077ff88 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
0077ff9c 76c44daf kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])
0077ffb8 7764829 AUTHZ!AuthzpDeQueueThreadWorker+0x26 (FPO: [Non - Fpo))
0077ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 863b52d8 Cid 0198.0258 Tebh: 7ffd6000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862h4498 Semaphore Limit Ox7fffffff

863b5350 NotificationT imer
Not impersonating
DeviceMap 1000170
Owning Process 8638ed88 Image: services.exe
Wait Start TickCount 115949 Ticks: 19 (0:00:00:00.296)
Context Switch Count 2352
UserTime 00:00:00.000
KernelTime 00:00:00.671

Win32 Start Address 0x000027d1

LPC Server thread working on message Id 27d1

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a8f000 Current f6a8ec24 Base f6a8f000 Limit f6a8c000 Call 0
Priority 10 BasePriority 9 PriorityDecrement O

ChildEBP RetAddr

f6a8ec3c 8082ffb7 nt IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a8ec54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6a8ec98 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6a8ed48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f6a8ed48 7c¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a8ed64)
007bfel8 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
007bfelc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

007bff84 77c8879 2 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo))
007bff8c 77c¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))

007bffac 77¢7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo))

007bffb8 7764829 RPCRT4!Thre adStartRoutine+0x1b (FPO: [Non - Fpo))

007bffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



THREAD 8645d4c8 Cid 0198.028c Teb: 7ffd4000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86447884 NotificationEvent
Not impersonating

DeviceMap €1000170

Owning Process 8638ed88 Image: services.exe

Wait Start TickCount 19251 Ticks: 96717 (0:00:25 :11.203)
Context Switch Count 16

UserTime 00:00:00.000

KernelTime 00:00:00.046

Win32 Start Address services!DispatcherThread (0x0100bfa0)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a4f000 Current f6a4ec04 Base f6a4f000 Limit f6a4c000 Call O

Priority 10 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP Ret Addr

féadeclc 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6adec34 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6adec78 808ed456 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
féadecal 808ea5ad nt!'lopSynch ronousServiceTail+0x180 (FPO: [Non - Fpo])
f6aded38 80883908 nt!NtReadFile+0x5d5 (FPO: [Non - Fpo))

f6ad4ed38 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6ad4ed64)
0094fc3c 7¢82776b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0094fc40 77e418b2 ntdll'NtReadFile+0xc (FPO: [9,0,0])

0094fca8 77f65edb kernel32!ReadFile+0x16¢ (FPO: [Non - Fpo])

0094fcd4 77f65f82 ADVAPI32!ScGetPipelnput+0x2a (FPO: [Non - Fpo))

0094fd48 77f51ed9 ADVAPI32!ScDispatcherLoop+0x51 (FPO: [Non - Fpo])

0094ffac 0100bfb0 ADVAPI32!StartServiceCtrIDispatcherW+0xe3 (FPO: [Non - Fpo))
0094ffb8 7764829 services!DispatcherThread+0x10 (FPO: [0,0,1])

0094ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 86372230 Cid 0198.02ac Teb: 7ffae000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862f2630 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap 1000170

Owning Process 8638ed88 Image: services.exe
Wait Start TickCount 5339 Ticks: 110629 (0:00:28:48.578)
Context Switch Count 4

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address 0x000006¢5

LPC Server thread working on message Id 6¢5

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6e31000 Current f6e30cOc Base f6e 31000 Limit f6e2e000 Call 0
Priority 9 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6e30c24 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e30c3c 808287b4 nt!KiSwapThr ead+0x83 (FPO: [Non - Fpo])

f6e30c80 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6e30d30 8091a8d8 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))
f6e30d4c 80883908 nt!NtReplyWaitReceivePort+0x18 (FPO: [Non - Fpo))

f6e30d4c 7c8285ec ntlKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e30d64)

00alffeé4 7¢82782b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

00alff68 75754a2f ntdll'ZwReplyWaitReceivePort+0xc (FPO: [4,0,0])

00alffb4 757572e9 eventlog!'E IfProcessLPCCalls+0x139 (FPO: [Non - Fpo))
00alffb8 77e64829 eventlog!MainLPCThread+0xe (FPO: [1,0,0])

00alffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 86369a70 Cid 0198.030c Teb: 7ffac000 Win32Thread: 000 00000 WAIT: (Unknown)

UserMode Non - Alertable
865c5d98 SynchronizationEvent

Not impersonating

DeviceMap €1000170

Owning Process 8638ed88 Image: services.exe

Wait Start Tic kCount 11496 Ticks: 104472 (0:00:27:12.375)

Context Switch Count 6

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address umpnpmgr!ThreadProc_DeviceEvent (0x75776949)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f69ff000 Current f69fecb8 Base f69ff000 Limit f69fc000 Call O

Priority 9 BasePriority 9 Pri orityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f69fecd0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f69fece8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f69fed2c 80908090 nt!KeWaitForS ingleObject+0x2e0 (FPO: [Non - Fpo])
f69fed4c 80883908 nt!NtGetPlugPlayEvent+0x9a (FPO: [Non - Fpo))

f69fed4c 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f69fed64)

00a9fbh20 7¢82712b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00a9fh24 757769cb ntdll'ZwGetPlugPlayEvent+0xc (FPO: [4,0,0])

00a9ffb8 77e64829 umpnpmgr!ThreadProc_DeviceEvent+0x7e (FPO: [Non - Fpo])
00a9ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 86369800 Cid 019 8.0310 Teb: 7ffaa000 Win32Thread: €18078f8 WAIT: (Unknown)
UserMode Non - Alertable
86313250 NotificationEvent
86390ff0 NotificationEvent
Not impersonating

DeviceMap 1000170

Owning Process 8638ed88 Image: services.exe
Wait Start TickCount 20460 Ticks: 95508 (0:00:24:52.312)
Context Switch Count 10 LargeStack

UserTime 00:00:00.000

Kerne ITime 00:00:00.062

Win32 Start Address umpnpmgr!ThreadProc_Devicelnstall (0x75775458)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f647d000 Current f647c914 Base f647d000 Limit f647a000 Call O
Priority 10 BasePriority 9 PriorityDecrement 0

Kernel stack not resident.

ChildEBP RetAddr

f647c92c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f647c944 808282h0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f647c978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f647cbf4 80930e€96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f647cd48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f647cd48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f647cd64)
00b1fe58 7¢827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00blfe5c 77e6202c ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

00b1ffo4 77e62fbe kernel32!WaitForMultipleObjec tsEx+0x11la (FPO: [Non - Fpo))
00b1ff20 75774045 kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo))
00b1ffb8 77€64829 umpnpmgr!ThreadProc_Devicelnstall+0x2c3 (FPO: [Non - Fpo))

00b1ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [No n- Fpo])



THREAD 85d5c938 Cid 0198.0614 Teb: 7ffaB000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
8636f4a8 QueueObject

Not impersonating

DeviceMap €1000170

Owning Process 8638ed88 Image: services.exe

Wait Start TickCount 17018 Ticks: 98950 (0:00:25:46.093)

Context Switch Count 7

UserTime 00:00:00.015

KernelTime 00:00:00.015

Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6535000 Current f6534c4c Base 6535000 Limit f6532000 Cal 10

Priority 9 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6534c64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6534c7c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo] )

f6534cc4 808e55e2 ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))

f6534d48 80883908 nt!NtRemoveloCompletion+0xdc (FPO: [Non - Fpo])

f6534d48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6534d64)

OOcafeac 7¢8277db ntdll! KiFastSystemCallRet (FPO: [0,0,0])

0Ocafeb0 77e5bea2 ntdll'ZwRemoveloCompletion+0xc (FPO: [5,0,0])

OOcafedc 77c7b900 kernel32!GetQueuedCompletionStatus+0x29 (FPO: [Non - Fpo))

00caff18 77¢c7b703 RPCRT4ICOMMON_ProcessCalls+0xal (FPO: [N on- Fpa))

00caff84 77c7b9b5 RPCRT4ILOADABLE_TRANSPORT::ProcessIOEvents+0x117 (FPO: [Non - Fpo))

00caff8c 77¢8872d RPCRT4!ProcessIOEventsWrapper+0xd (FPO: [Non - Fpo])

OOcaffac 77c¢7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

00caffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

OOcaffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d51650 Cid 0198.064c Teb: 7ffa7000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Al ertable
862b4498 Semaphore Limit Ox 7fffffff
85d516c8 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 8638ed88 Image: services.exe
Wait Start TickCount 115949 Ticks: 19 (0:00:00:00.296)
Context Switch Count 1513

UserTime 00:00:00.000
KernelTime 00:00:02.765
Start Address kernel32!Bas eThreadStartThunk (0x77e617ec)

Stack Init f6501000 Current f6500c24 Base f6501000 Limit f64fe000 Call O
Priority 10 BasePriority 9 PriorityDecrement O
ChildEBP RetAddr

f6500c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EB P][0,0,4])
f6500c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6500c98 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6500d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f6500d48 7¢8285ec nt! KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6500d64)
00cefel8 7¢82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00cefelc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00ceff84 77c¢88792 RPCRT4ILRPC_ADDRESS::Receivelots aCalls+0x198 (FPO: [Non - Fpo))
00ceff8c 77c8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))

00ceffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo))

00ceffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

00ceffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 85d48b40 Cid 0198.0760 Teb: 7ffaf000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
86363ff0 NotificationEvent
862bf3c0 Not ificationEvent
IRP List:
8641c880: (0006,0094) Flags: 00000900 Mdl: 00000000
Not impersonating
DeviceMap 1000170
Owning Process 8638ed88 Image: services.exe
Wait Start TickCount 11267 Ticks: 104701 (0:00:27:15.953)
Context Switch Count 5
UserTime 00:00:00.000
KernelTime 00:00:00.015
Win32 Start Address NCODbj APIICNamedPipeClient::CallbackListenThreadProc (0x5fb1459c)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f63e1000 Current f63e0914 Base f63e1000 Limit f63de000 Call 0
Priority 10 BasePriority 9 PriorityDecreme ntO
Kernel stack not resident.
ChildEBP RetAddr
f63e092c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f63e0944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f63e0978 80930d34 nt'KeWaitForMultipleObjec ts+0x320 (FPO: [Non - Fpo])

f63e0bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f63e0d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f63e0d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6 3e0d64)

0006f6a4 7c¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0006f6a8 77e6202c ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0006f750 5fb1464a kernel32!'WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
0006ffb8 77e64 829 NCObjAPIICNamedPipeClient::CallbackListenThreadProc+0xaa (FPO: [Non - Fpo])
0006ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 860b5db0 Cid 0198.0774 Teb: 7ffa9000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
863b6660 NotificationEvent
86302250 NotificationEvent
Not impersonating
DeviceMap 1000170
Owning Process 8638ed88 Image: services.exe
Wait Start TickCount 96775 Ticks: 19193 (0:00:04:59.890)
Context Switch Count 13
UserTime 00:00:00.000
KernelTime 00:00:00.015
Win32 Start Address NCObj API!ICConnection::SendThreadProc (0x5fb11fcb)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f687e000 Current f687d914 Base f687e000 Limit f687b000 Call 0
Priority 10 BasePriority 9 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f687d92c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f687d944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f687d978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f687dbf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f687dd48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f687dd48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f687dd64)
0098fe94 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0098fe98 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0098ff40 77e62fbe kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
0098ff5c 5fb12036 kernel32!Wa itForMultipleObjects+0x18 (FPO: [Non - Fpo])
0098ffb8 77e64829 NCObjAPI!CConnection::SendThreadProc+0x6b (FPO: [Non - Fpo])

0098ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])



THREAD 85d44db0 Cid 0198.0154 Teb: 7ffda0 00 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862b4498 Semaphore Limit Ox7fffffff
85d44e28 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 8638ed88 Image: services.exe
Wait Start TickCount 115949 Ticks: 19 (0:00:00:00.296)
Context Switch Count 1287
UserTime 00:00:00.000
KernelTime 00:00:00.187
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6411000 Current f6410c24 Base 6411000 Limit f640e000 Call 0
Priority 10 BasePriority 9 PriorityDecrement O
Chil dEBP RetAddr
f6410c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6410c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6410c98 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6410d48 80883908 nt! NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])

f6410d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6410d64)

006ffe18 7¢82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

006ffelc 77c885ac ntdll'NtReplyWaitReceivePortEx+ Oxc (FPO: [5,0,0])

006fff84 77c¢88792 RPCRT4!LRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo])
006fff8c 77c8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo])

006fffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

006fffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

006fffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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Lsassprocess

PROCESS 86342988 Sessionld: 0 Cid: 01a4 Peb: 7ffd8000 ParentCid: 0168

DirBase: 3af1la0a0 ObjectTable: e1553870 HandleCount: 411.

Image: Isass.exe

VadRoot 86370848 Vads 152 Clone 0 Private 711. Modified 1. Locked 1.

DeviceMap €1000170

Token €15932d8

ElapsedTime 00:39:09.296
UserTime 00:00:00.281

KernelTime 00:00:01.921
QuotaPoolUsage[PagedPool] 56508
QuotaPoolUsage[NonPagedPool] 13640

Working Set Sizes (now,min,max) (2196,

PeakWorkingSetSize 2241
VirtualSize 38 Mb
PeakVirtualSize 39 Mb
PageFaultCount 2484
MemoryPriority BACKGROUND
BasePriority 9

CommitCharge 1684

Setting context for this process...

.process /p Ir ffffffff86342988

Ipeb

PEB at 7ffd8000

InheritedAddressSpace: No

ReadlmageFileExecOptions: No

BeingDebugged: No

ImageBaseAddress: 01000000

Ldr 7c8877e0

Ldr.Initialized: Yes

Ldr.InInitializationOrderModuleList: 0008118 . 000f3508

Ldr.InLoadOrd  erModuleList: 00081eb0 . 0003550

Ldr.InMemoryOrderModuleList: 00081eb8 . 000f3558

Base TimeStamp Module
1000000 3e7fffba Mar 25 07:05:30 2003 C:
7c800000 45d 70ad8 Feb 17 14:02:00 2007 C:
7740000 45d70ad8 Feb 17 14:02:00 2007 C:
77f50000 45d70a26 Feb 17 13:59:02 2007 C:
77¢50000 45d70aaa Feb 17 14:01: 14 2007 C:
76f50000 45d70ac3 Feb 17 14:01:39 2007 C:
4ab70000 45d70a62 Feb 17 14:00:02 2007 C:
77ba0000 45d70b06 Feb 17 14:02:46 2007 C:
77380000 45d70ac7 Feb 17 14:01:43 2007 C:
77c00000 45d70a3e Feb 17 13:59:26 2007 C:
741d0000 45d70aa9 Feb 17 14:01:13 2007 C:
766e0000 45d70a81 Feb 17 14:00:33 2007 C:
76ed0000 45d70a64 Feb 17 14:00:04 2007 C:
71c00000 45d70ae9 Feb 17 14:02:17 2007 C:
71bf0000 45d70aea Feb 17 14:02:18 2007 C:
76190000 45d70aac Feb 17 14:01:16 2007 C:
71c40000 45d70a82 Feb 17 14:00:34 2007 C:
7e020000 45d70aa8 Feb 17 14:01:12 20
71bd0000 45d70a84 Feb 17 14:00:36 2007 C:
766f0000 45d70a9f Feb 17 14:01:03 2007 C:
7610000 45d70ad5 Feb 17 14:01:57 2007 C:
74130000 3e8024ad Mar 25 09:43:09 2003 C:
71ca0000 45d70a5d Feb 17 13:59:57 2007 C:
76c90000 4 5d70b03 Feb 17 14:02:43 2007 C:
76cf0000 45d70a6¢ Feb 17 14:00:12 2007 C:
76b70000 45d70ab5 Feb 17 14:01:25 2007 C:
74250000 45d70a85 Feb 17 14:00: 37 2007 C:
76710000 45d70ac2 Feb 17 14:01:38 2007 C:
8c0000 45d6a071 Feb 17 06:28:01 2007 C:

76920000 45d70ac8 Feb 17 14:01:44 2007 C:

07 C:

50, 345) (8784KB, 200KB, 1380KB)

\ WINDOWSsystem32 \ Isass.exe

\ WINDOWSsystem32 \ ntdlil.dll

\ WINDOWSsystem32 \ kernel32.dll

\ WINDOWSsystem32 \ ADVAPI32.dII
\ WINDOWSsystem32 \ RPCRT4.dIl

\ WINDOWSsystem32 \ Secur32.dll

\ WINDOWSsystem32 \ LSASRV.dII

\ WINDOWSsy stem32 \ msvcrt.dll

\ WINDOWSsystem32 \ USER32.dll

\ WINDOWSsystem32 \ GDI32.dll

\ WINDOWSsystem32 \ SAMSRV.dII
\ WINDOWSsystem32 \ cryptdil.dll

\ WINDOWSsystem32 \ DNSAPLdII

\ WINDOWSsystem32 \ WS2_32.dll

\ WINDOWSsystem32 \ WS2HELP.dII
\ WINDOWSsystem32 \ MSASN1.dll
\ WINDOWSsystem32 \ NETAPI32.dll
\ WINDOWSsystem32 \ SAMLIB.dII

\ WINDOWSsystem32 \ MPR.dII

\ WINDOWSsystem32 \ NTDSAPL.dII
\ WINDOWSsystem32 \ WLDAP32.dll
\ WINDOWSsystem32 \ msprivs.dll

\ WINDOWSsystem32 \ kerberos.dll

\ WINDOWSsystem32 \ msvl_0.dll

\ WINDOWSsystem32 \ iphlpapi.dll

\ WINDOWSsystem32 \ PSAPI.DLL

\ WINDOWSsystem32 \ netlogon.dll

\ WINDOWSsystem32 \ w32time.dll

\ WINDOWSsystem32 \ msvcp60.dll

\ WINDOWSsystem32 \ USERENV.dII



'C: \ WINDOWSsystem32;C:
OWS;C:\ WINDOWSSystem32 \ Whem'

76c40000 45d70a49 Feb 17 13:59:37 2007 C:
76750000 45d70aab Feb 17 14:01:15 2007 C:
761b0000 45d70a80 Feb 17 14:00:32 2007 C:
74100000 45d70adc Feb 17 14:02:04 2007 C:
68000000 45d69786 Feb 17 05:49:58 2007 C:
5d9f0000 45d70aa8 Feb 17 14:01:12 2007 C:
770e0000 45 d70ab3 Feb 17 14:01:23 2007 C:
63a80000 45d70a5¢c Feb 17 13:59:56 2007 C:
720e0000 45d70a9e Feb 17 14:01:02 2007 C:
71fd0000 45d70aa0 Feb 17 14:01:0
71b20000 45d70b0d Feb 17 14:02:53 2007 C:
4b180000 45d70a3c Feb 17 13:59:24 2007 C:
760f0000 45d70aa9 Feb 17 14:01:13 2007 C:
10000000 45d69413 Feb 17 05:35:15 2007 C:
5f270000 45d70ada Feb 17 13:59:38 2007 C:
71ae0000 45d70af3 Feb 17 14:02:27 2007 C:
7fe40000 45d70ad9 Feb 17 14:02:01 2007 C:
42630000 45d70ad9 Feb 17 14:02:01 2007 C:
740f0000 45d70aef Feb 17 14:02:23 2007 C:
77da0000 45d70ac0 Feb 17 14:01:36 2007 C:
74120000 45d70abc Feb 17 14:01:32 2007 C:
74140000 45d70ab6 Feb 17 14:01:26 2007 C:
68100000 45 d6978b Feb 17 05:50:03 2007 C:
58f40000 45d70ad3 Feb 17 14:01:55 2007 C:
77670000 45d70aa5 Feb 17 14:01:09 2007 C:

SubSystemData: 00000000

Proc essHeap: 00080000

ProcessParameters: 00020000

WindowTitle: 'C: \ WINDOWSsystem32 \ Isass.exe'

ImageFile: 'C: \ WINDOWSsystem32 \ Isass.exe'

CommandLine: 'C:  \ WINDOWSsystem32 \ Isass.exe'

DllPath:

\ WINDOWSsystem32;C:

Environment: 00010000
ALLUSERSPROFILE=C\ Documents and Settings
ClusterLog=C: \ WINDOWSCluster \ cluster.log
CommonProgramFiles=C: \ Program Files
COMPUTERNAMESMPUTERNAME
ComSpec=C:\ WINDOWSsystem32 \ cmd.exe
FP_NO_HOST_CHECK=NO
NUMBER_OF_PROCESSORS=1
OS=Windows_NT
Path=C: \ WINDOWSSystem32

4 2007 C:

\ WINDOWSsystem;C:

\ WINDOWSsystem32 \ AUTHZ.dII

\ WINDOWSsystem32 \ schannel.dll

\ WINDOWSsystem32 \ CRYPT32.dl |
\ WINDOWSsystem32 \ wdigest.dll

\ WINDOWSsystem32 \ rsaenh.dll

\ WINDOWSsystem32 \ RASSFM.dII

\ WINDOWSsystem32 \ setupapi.dll

\ WINDOWSsystem32 \ KDCSVC.dIl

\ WINDOWSsystem32 \ NTDSA.dII

\ WINDOWSsystem32 \ NTDSATQ.dll
\ WINDOWSsystem32 \ MSWSOCK.dII
\ WINDOWSsystem32 \ ESENT.dII

\ WINDOWSsys tem32\ scecli.dll

\ WINDOWSsystem32 \ WSO3RES.DLL
\ WINDOWSsystem32 \ hnetcfg.dll

\ WINDOWSSystem32 \ wshtcpip.dll

\ WINDOWSsystem32 \ ipsecsvce.dll

\ WINDOWSsystem32 \ oakley.DLL

\ WINDOWSsystem32 \ WINIPSEC.DLL
\ WINDOWSsystem32 \ SHLWAPL.dII

\ WINDOWSsystem32 \ pstorsvc.dll

\ WINDOWSsystem32 \ psbase.dll

\ WINDOWSsystem32 \ dssenh.dll

\ WINDOWSsystem32 \ wibsctrl.dll

\ WINDOWSsystem32 \ ole32.dll

\ All Users

\ Common Files

PATHEXT=.COM;.EXE;.BA T,.CMD;.VBS;,.VBE;.JS;.JSE; . WSF;.WSH

PROCESSOR_ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family 15 Model 5 Stepping 10, AuthenticAMD

PROCESSOR_LEVEL=15
PROCESSOR_REVISION=050a
ProgramFiles=C: \ Program Files
SystemDrive=C:

SystemRoot=C: \ WINDOWS
TEMP=C\ WINDOWSTEMP
TMP=C:\ WINDOWSTEMP

USERPROFILE=C)Y WINDOWSsystem32 \ config \ systemprofile

windir=C: \ WINDOWS

\ WINDOWS;.;C: \ WINDOWSsystem32;C:
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THREAD 86351db0 Cid 01a4.01b0 Teb: 7ffde000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
863ffb2c NotificationEvent
Not impersonating

DeviceMap €1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 5322 Ticks: 110646 (0:00:28:48.843)

Context Switch Count 17

UserTime 00:00:00.000

KernelTime 00:00:00.015

Win32 Start Address LSASRV!ServiceDi spatcherThread (0x4ab97323)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6e59000 Current f6e58c04 Base f6e59000 Limit f6e56000 Call 0

Priority 10 BasePriority 9 PriorityDecrement O

Kernel stack not re sident.

ChildEBP RetAddr

f6e58clc 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e58c34 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6e58c78 808ed456 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6e58ca0 808eab5ad ntllopSynchronousServiceTail+0x180 (FPO: [Non - Fpo])
f6e58d38 80883908 nt!NtReadFile+0x5d5 (FPO: [Non - Fpo))

f6e58d38 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e58d64)

0058fc34 7¢82776b ntdll IKiFastSystemCallRet (FPO: [0,0,0])

0058fc38 77e418b2 ntdll'NtReadFile+0xc (FPO: [9,0,0])

0058fca0 77f65edb kernel32!ReadFile+0x16¢ (FPO: [Non - Fpo])

0058fccc 77f65f82 ADVAPI32!ScGetPipelnput+0x2a (FPO: [Non - Fpo))
0058fd40 77 f51ed9 ADVAPI32!ScDispatcherLoop+0x51 (FPO: [Non - Fpo])
0058ffa4 4ab9736e ADVAPI32!StartServiceCtriDispatcherW+0xe3 (FPO: [Non - Fpo))
0058ffb8 7764829 LSASRV!ServiceDispatcherThread+0x6d (FPO: [1,0,0])

0058ffec 00000000 kernel32!Base ThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 86456380 Cid 01a4.01cO0 Teb: 7ffdd000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable
864563f8 NotificationTimer

Not impersonating

DeviceMap 1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 114806 Ticks: 1162 (0:00:00:18.156)

Context Switch Count 44

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address ntdll'RtipTimerThread (0x7c83d3dd)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6e4d000 Current f6e4cc98 Base f6e4d000 Limit f6e4a000 Call O

Priority 9 BasePriority 9 PriorityDecrement O

ChildEBP RetAddr

féedccb0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

féedccc8 80827ele nt!IKiSwapThread+0x83 (FPO: [Non - Fpo))
féedcdOc 8098c418 nt!KeDelayExecution Thread+0x254 (FPO: [Non - Fpo))
féedcd54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpo))

féedcd54 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e4cd64)
0060ff9c 7c826f4b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0060ffa0 7¢83d424 ntdll!NtDelayExecution+0xc (FPO: [2,0,0])

0060ffb8 77e64829 ntdll'RtlpTimerThread+0x47 (FPO: [Non - Fpo))
0060ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



THREAD 862dbdb0 Cid 01a4.01c4 T eb: 7ffdcO00 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
8632eed8 QueueObject
862dbe28 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86342 988 Image: Isass.exe
Wait Start TickCount 114806 Ticks: 1162 (0:00:00:18.156)
Context Switch Count 102
UserTime 00:00:00.015
KernelTime 00:00:00.03 1
Win32 Start Address ntdll'RtlpWorkerThread (0x7c839efb)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6e49000 Current f6e48c4c Base f6e49000 Limit f6e46000 Call O
Priority 9 BasePriority 9 PriorityDe crement 0
ChildEBP RetAddr
f6e48c64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e48c7c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6e48cc4 808e55e2 ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))
f6e48d4 8 80883908 nt!NtRemoveloCompletion+0xdc (FPO: [Non - Fpo])

f6e48d48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e48d64)
0064ff70 7¢8277db ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0064ff74 7¢839f38 ntdll'ZwRemoveloCompletion+0xc (FPO: [5,0,0])

0064ffb8 7764829 ntdll!RtlpWorkerThread+0x3d (FPO: [Non - Fpo])

0064ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 864559b0 Cid 01a4.01c8 Teb: 7ffdb000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable

86469f68 NotificationTimer
8644b120 Thread
862ee130 SynchronizationEvent
863e1b90 SynchronizationEvent
862c3108 Synchro  nizationEvent
863bal30 SynchronizationEvent
862d3128 SynchronizationEvent
863826¢c8 SynchronizationTimer
8630f178 SynchronizationEvent
862f93d0 SynchronizationEvent
86431188 Synch ronizationEvent
862b2320 SynchronizationEvent
85d6a8d0 NotificationEvent
85d65d70 SynchronizationEvent
863351a0 SynchronizationEvent
85d53130 SynchronizationEvent
862f8960 Synchr  onizationEvent
86431058 SynchronizationEvent
86371108 SynchronizationEvent

Not impersonating

DeviceMap €1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 107433 Ticks: 8535 (0:00:02:13.359)

Context Switch Count 43

UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address ntdll! RtlpWaitThread (0x7c83c643)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6e45000 Current f6e44914 Base f6e45000 Limit f6e42000 Call O
Priority 10 BasePriority 9 PriorityDecrement O

Kernel stack not re sident.

ChildEBP RetAddr

f6e4492c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e44944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f6e44978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6ed4bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6e44d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6e44d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e44d64)
0068fcec 7¢827cf b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0068fcf0 7c83c78e ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0068ffb8 77e64829 ntdll'RtlpWaitThread+0x161 (FPO: [Non - Fpo])
0068ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 862dfa58 Cid 01a4.01cc Teb: 7ffda000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86436048 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap 1000170

Owning P rocess 86342988 Image: Isass.exe

Wait Start TickCount 3759 Ticks: 112209 (0:00:29:13.265)
Context Switch Count 3

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address LSASRV!LsapRmServerThread (0x4ab8a05f)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6e41000 Current f6e40c0Oc Base f6e41000 Limit f6e3e000 Cal 10
Priority 9 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6e40c24 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e40c3c 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo] )

f6e40c80 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6e40d30 8091a8d8 nt!'NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])
f6e40d4c 80883908 nt!NtReplyWaitReceivePort+0x18 (FPO: [Non - Fpo])

f6e40d4c 7¢8285ec nt! KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e40d64)
006dfe84 7¢82782b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

006dfe88 4ab8a0d7 ntdll!ZwReplyWaitReceivePort+0xc (FPO: [4,0,0])

006dffb8 77e64829 LSASRV!LsapRmServerThread+0x82 (FP O: [Non - Fpo])
006dffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 862de830 Cid 01a4.01d0 Teb: 7ffd9000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
862d3190 SynchronizationEvent

Not impersonating

DeviceMap 1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 13437 Ticks: 102531 (0:00:26:42.046)

Context Switch Count 21

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address LSASRV!LsapThreadBase (0x4ab8f39e)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f712d000 Current f712cc78 Base f712d000 Limit f712a000 Call O

Priority 10 BasePriority 9 PriorityDecrement 1

Kernel stack not resident.

ChildEBP RetAddr

f712cc90 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Use s EBP] [0,0,4])

f712cca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f712ccec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))

f712cd50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo))

f712cd50 7c8285ec nt! KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f712cd64)

0071ff44 7¢827d0b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0071ff48 4ab7e6cb ntdll!NtWaitForSingleObject+0xc (FPO: [3,0,0])

0071ff78 4ab8f3f5 LSASRV!LsapAdtDequeueThreadWorker+0 x36 (FPO: [Non - Fpo])

0071ffb8 77e64829 LSASRV!LsapThreadBase+0x91 (FPO: [Non - Fpo))

0071ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



THREAD 863b1c20 Cid 01a4.01d4 Teb: 7ffd7000 Win32Thread: 00000000 WAIT: (Unkno wn)
UserMode Alertable
863b1c98 NotificationTimer
Not impersonating

DeviceMap €1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 114037 T icks: 1931 (0:00:00:30.171)
Context Switch Count 51

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address ntdll'RtlplOWorkerThread (0x7c8193fb)

Start Addr  ess kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6e3d000 Current f6e3cc98 Base f6e3d000 Limit f6e3a000 Call O

Priority 9 BasePriority 9 PriorityDecrement O

ChildEBP RetAddr

f6e3cch0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e3ccc8 80827ele nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6e3cdOc 8098c418 nt!KeDelayExecutionThread+0x254 (FPO: [Non - Fpo])
f6e3cd54 80883908 nt!NtDelayExecuti on+0x84 (FPO: [Non - Fpo])
f6e3cd54 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e3cd64)
0076ff8c 7c826f4b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0076ff90 7¢81943a ntdll'NtDelayExecution+0xc (FPO: [2,0,0])

0076 ffb8 7764829 ntdll!RtlplOWorkerThread+0x3f (FPO: [Non - Fpo])
0076ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 86344db0 Cid 01a4.01f0 Teb: 7ffd4000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
864f04f0 Semaphore Limit Ox7fffffff
86344e28 NotificationTimer
IRP List:
86444cd0: (0006,0094) Flags: 00000800 Mdl: 00000000
86348658: (0006,0190) Flags: 00000000 Mdl: 85db2e10
863d27d0: (00 06,0094) Flags: 00000800 Mdl: 00000000
Not impersonating

DeviceMap 1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 102527 Ticks: 13441 (0:00:03:30 .015)
Context Switch Count 1348

UserTime 00:00:00.000

KernelTime 00:00:00.500

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6e25000 Current fée 24c24 Base f6e25000 Limit f6e22000 Call 0

Priority 11 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6e24c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e24c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6e24c98 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6e24d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))
f6e24d48 7¢8285ec nt!KiFastCallEn try+0xf8 (FPO: [0,0] TrapFrame @ f6e24d64)

009cfe18 7¢82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
009cfelc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

009cff84 77c¢88792 RPCRT4ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo])
009cff8c 77c8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))

009cffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo))

009cffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

009cffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))
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THREAD 8644b120 Cid 01a4.01fc Teb: 7ffad000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
86325270 Semaphore Limit Ox7fffffff

Not impersonatin g

DeviceMap €1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 97721 Ticks: 18247 (0:00:04:45.109)

Context Switch Count 301

UserTime 00:00:00.000

KernelTime 00:00:00.062

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6b8d000 Current f6b8ccOc Base f6b8d000 Limit f6b8a000 Call 0

Priority 10 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6b8cc24 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6b8cc3c 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6b8cc80 8091a5f1 ntlKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6b8cd30 8091a8d8 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])
f6b8cd4c 80883908 ntINtReplyWaitReceivePort+0x18 (FPO: [Non - Fpo])
féb8cd4c 7¢8285ec nt!KiF astCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6b8cd64)

00a8fe38 7¢82782b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00a8fe3c 4ab7a5e6 ntdll!ZwReplyWaitReceivePort+0xc (FPO: [4,0,0])

00a8ff78 4ab8f3f5 LSASRV!LpcServerThread+0xaf (FPO: [No n- Fpo])
00a8ffb8 77e64829 LSASRV!LsapThreadBase+0x91 (FPO: [Non - Fpo))
00a8ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 8634cc20 Cid 01a4.0200 Teb: 7ffac000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86455978 Semaphore Limit Ox7fffffff
8634cc98 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86342988 Image: Isass.exe
Wait Start TickCount 97719 Ticks: 18249 (0:00:04:45.140)
Context Switch Count 41

UserTime 00:00:00.015
KernelTime 00:00:00.015
Win32 Start Address LSASRV!LsapThreadB ase (0x4ab8f39e)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6b89000 Current f6b88c78 Base f6b89000 Limit f6b86000 Call O
Priority 10 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6b88c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6b88ca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6b88cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6b88d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo))

f6b88d50 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6b88d64)
OOacfea8 7¢827d0b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

OOacfeac 77e61dle ntdll'NtWaitForSingleOb ject+0xc (FPO: [3,0,0])

00acfflc 77e61c8d kernel32!'WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
00acff30 4ab7a7d2 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo))
00acff50 4ab7a74e LSASRV!WaitForThreadTask+0x49 (FPO: [Non - Fpo))
00acff78 4ab8f3f5 LSASRV!SpmPoolThreadBase+0xa2 (FPO: [Non - Fpo))
00acffb8 77e64829 LSASRVILsapThreadBase+0x91 (FPO: [Non - Fpo))

00acffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



THREAD 862bfc38 Cid 01a4.0204 Teb: 7ffab000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86455978 Semaphore Limit Ox7fffffff
862bfcb0 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86342988 Image: Isass.exe
Wait Start TickCount 97719 Ticks: 18249 (0:00:04:45.140)
Context Switch Count 58
UserTime 00:00:00.015
KernelTime 00:00:00.109
Win32 Start Address LSASRV!LsapThreadBase (0x4ab8f39e)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6b85000 Current f6b84c78 Base f6b85000 Limit f6b82000 Call O
Priority 10 BasePriority 9 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f6b84c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6b84ca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6b84cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6b84d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo])

f6b84d50 7¢c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6b84d64)
00bOfea8 7¢827d0b ntdll'!KiFastSystemCallRet (FPO: [0,0,0])
00bOfeac 77e61d1e ntdll'NtWaitForSingleObject+0xc (FPO: [3,0,0])

00bOfflc 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo])
00b0ff30 4ab7a7d2 kernel32!WaitForSingleObject+0x12 (FP O: [Non - Fpo])
00b0ff50 4ab7a74e LSASRV!WaitForThreadTask+0x49 (FPO: [Non - Fpo])
00bOff78 4ab8f3f5 LSASRV!SpmPoolThreadBase+0xa2 (FPO: [Non - Fpo])
00bOffb8 7764829 LSASRV!LsapThreadBase+0x91 (FPO: [Non - Fpa))

00bOffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 863af508 Cid 01a4.0208 Teb: 7ffaa000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86455978 Semaphore Limit Ox 7fffffff
863af580 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86342988 Image: Isass.exe
Wait Start TickCount 97721 Ticks: 18247 (0:00:04:45.109)
Context Switch Count 31
UserTime 00:00:00.015
KernelTime 00:00:00.031
Win32 Start Address LSASRV!LsapThreadBase (0x4ab8f39e)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6b81000 Current f6b80c78 Base f6b81000 Limit f6b7e000 Call O
Priority 10 BasePriority 9 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr

f6b80c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Use s EBP] [0,0,4])
f6b80ca8 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6b80cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6b80d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo))

f6b80d50 7¢8285ec nt! KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6b80d64)
00b4fea8 7¢827d0b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
OOb4feac 77e61dle ntdll!NtWaitForSingleObject+0xc (FPO: [3,0,0])

00b4ffic 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
00b4ff30 4ab7a7d?2 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])
00b4ff50 4ab7a74e LSASRVIWaitForThreadTask+0x49 (FPO: [Non - Fpo])
00b4ff78 4ab8f3f5 LSASRV!SpmPoolThreadBase+0xa2 (FPO: [Non - Fpo])
00b4ffb 8 77e64829 LSASRV!LsapThreadBase+0x91 (FPO: [Non - Fpo))

00b4ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 863b9718 Cid 01a4.020c Teb: 7ffa9000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86455978 Semaphore Limit Ox7fffffff
863b9790 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86342988 Image: Isass.exe
Wait Start TickCount 97721 Ticks: 18247 (0:00:04:45.109)
Context Switch Count 29
UserTime 00:00:00.000
KernelTime 00:00:00.015
Win32 Start Address LSASR ViLsapThreadBase (0x4ab8f39e)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6b7d000 Current f6b7cc78 Base f6b7d000 Limit f6b7a000 Call O
Priority 10 BasePriority 9 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f6b7cc90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

féb7cca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
féb7ccec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6b7cd50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo])

féb7cd50 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6b7cd64)
00b8fea8 7¢827d0b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00b8feac 77e61dle ntdll'NtWaitF orSingleObject+0xc (FPO: [3,0,0])

00b8fflc 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo])
00b8ff30 4ab7a7d2 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])
00b8ff50 4ab7a74e LSASRV!WaitForThreadTask+0x49 (FPO: [Non - Fpo])
00b8ff78 4ab8f3f5 LSASRV!SpmPoolThreadBase+0xa2 (FPO: [Non - Fpo])
00b8ffb8 7764829 LSASRV!LsapThreadBase+0x91 (FPO: [Non - Fpa))

00b8ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 86454730 Cid0la 4.0210 Teb: 7ffa8000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86455978 Semaphore Limit Ox 7fffffff
864547a8 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86342988 Image: Isass.exe
Wait Start TickCount 94706 Ticks: 21262 (0:00:05:32.218)
Context Switch Count 34
UserTime 00:00:00.015
KernelTime 00:00:00.125
Win32 Start Address LSASRV!LsapThreadBase (0x4ab8f39e)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6b79000 Current f6b78c78 Base f6b79000 Limit f6b76000 Call O
Priority 10 BasePriority 9 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f6b78c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

féb78ca8 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

féb78cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6b78d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo))
f6b78d50 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6b78d64)
00bcfea8 7¢827d0b ntdll! KiFastSystemCallRet (FPO: [0,0,0])

OObcfeac 77e61d1e ntdll'NtWaitForSingleObject+0xc (FPO: [3,0,0])

00bcfflc 77e61c8d kernel32!'WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
00bcff30 4ab7a7d2 kernel32!WaitForSingleObject+0x12 (FPO: [No n- Fpo])
00bcff50 4ab7a74e LSASRV!WaitForThreadTask+0x49 (FPO: [Non - Fpo])
00bcff78 4ab8f3f5 LSASRV!SpmPoolThreadBase+0xa2 (FPO: [Non - Fpo])
00bcffb8 77e64829 LSASRVILsapThreadBase+0x91 (FPO: [Non - Fpo])

00bcffec 00000000 kernel 32IBaseThreadStart+0x34 (FPO: [Non - Fpo])



THREAD 863b57d8 Cid 01a4.0214 Teb: 7ffa7000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86455978 Semaphore Limit Ox7fffffff
863b5850 NotificationTimer
Not impersonating

DeviceMap 1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 97721 Ticks: 18247 (0:00:04:45.109)
Context Switch Count 30

UserTime 00:00:00.000

KernelTime 00:00:00.031

Win32 Start Address LSASRV!LsapThreadBase (0x4ab8f39e)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6b75000 Current f6b74c78 Base f6b75000 Limit f6b72000 Call O
Priority 10 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6b74c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

féb74ca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

féb74cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6b74d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo])
f6b74d50 7¢8285ec ntIKiFastCallEntry+0x f8 (FPO: [0,0] TrapFrame @ f6b74d64)

00cOfea8 7¢827d0b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00cOfeac 77e61dle ntdll!NtWaitForSingleObject+0xc (FPO: [3,0,0])

00cO0ff1lc 77e61c8d kernel32!'WaitForSingleObjectEx+0xac (FPO: [Non - Fpo])
00c0ff30 4ab7a7d2 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])
00c0ff50 4ab7a74e LSASRV!IWaitForThreadTask+0x49 (FPO: [Non - Fpo])
00c0ff78 4ab8f3f5 LSASRV!SpmPoolThreadBase+0xa2 (FPO: [Non - Fpo])
00cO0ffb8 77e64829 LSASRVILsapThreadBase+0x91 (FPO: [Non - Fpa))

00cOffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 862dd580 Cid 01a4.0224 Teb: 7ffa3000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertab le
86455978 Semaphore Limit Ox 7fffffff
862dd5f8 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86342988 Image: Isass.exe
Wait Start Ti ckCount 97719 Ticks: 18249 (0:00:04:45.140)
Context Switch Count 28

UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address LSASRV!LsapThreadBase (0x4 ab8f39e)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6fd9000 Current f6fd8c78 Base f6fd9000 Limit f6fd6000 Call O
Priority 10 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

Chi IdEBP RetAddr

f6fd8c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6fd8ca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6fd8cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6fd8d50 80883908 nt INtWaitForSingleObject+0x9a (FPO: [Non - Fpo))

f6fd8d50 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6fd8d64)
00d0fea8 7¢827d0b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

00dOfeac 77e61dle ntdll!NtWaitForSingleObject+0xc (F PO: [3,0,0])

00d0ffic 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
00d0ff30 4ab7a7d2 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo))
00d0ff50 4ab7a74e LSASRV!WaitForThreadTask+0x49 (FPO: [Non - Fpo])
00d0ff78 4ab8f3f5 LSASRV!SpmPoolThreadBase+0xa2 (FPO: [Non - Fpo])
00d0ffb8 77e64829 LSASRV!LsapThreadBase+0x91 (FPO: [Non - Fpo))

00d0ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])



76

THREAD 8635a3d8 Cid 01a4.02 28 Teb: 7ffa2000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable

862de268 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap €1000170

Owning Process 86342988 Image: Isass.exe
Wait Start TickCount 3850 Ticks: 112118 (0:00:29:11.843)

Context Switch Count 2

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Star t Address LSASRV!LsapThreadBase (0x4ab8f39e)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6fe1000 Current f6fe0c78 Base f6fe1000 Limit f6fde000 Call O
Priority 9 BasePriority 9 PriorityDecrement O

Ker nel stack not resident.

ChildEBP RetAddr

f6fe0c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

féfeOca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
fefeOcec 80930ad8 ntlKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6fe0d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo])

f6fe0d50 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6fe0d64)
00d4fea8 7¢827d0b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00d4feac 77e6l1dle ntdll!NtWaitForSingleObject+0xc (FPO: [3,0,0])

00d4fflc 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
00d4ff30 4ab7a7d2 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])
00d4ff50 4ab7a74e LSASRV!WaitForThreadTask+0x49 (FPO: [Non - Fpo))
00d4ff78 4ab9c401 LSASRV!ISpmPoolThreadBase+0xa2 (FPO: [Non - Fpo])
00d4ffb8 77e64829 LSASRV!LsapThreadBase+0x57 (FPO: [Non - Fpa))

00d4ffec 00000000 kernel32!BaseT hreadStart+0x34 (FPO: [Non - Fpo])

THREAD 863ba860 Cid 01a4.022c¢ Teb: 7ffal000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable

8643c4e0 Semaphore Limit Ox7fffffff
Not impersonating
DeviceMap 1000170
Owning Process 86342988 Image: Isass.exe
Wait Start TickCount 50419 Ticks: 65549 (0:00:17:04.203)
Context Switch Count 15
UserTime 00:00:00 .000
KernelTime 00:00:00.015
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6fed000 Current féfecc24 Base f6fed000 Limit f6fea000 Call O
Priority 10 BasePriority 9 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
féfecc3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

féfecc54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
féfecc98 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (F PO: [Non - Fpo])
féfecd48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

féfecd48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6fecd64)
00d8fe18 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

00d8f elc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00d8ff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non

00d8ff8c 77c¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))
00d8ffac 77¢7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo))
00d8ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

00d8ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))

- Fpo])
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THREAD 862be400 C id 01a4.0238 Teb: 7ff9e000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
863b1228 Semaphore Limit Ox7fffffff

Not impersonating

DeviceMap €1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 34590 Ticks: 81378 (0:00:21:11.531)

Context Switch Count 6

UserTime 00:00:00.000

KernelTime 00:00:00.000

Wh32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a93000 Current f6a92c24 Base f6a93000 Limit f6a90000 Call O

Priority 9 BasePriority 9 PriorityDecrement 0

Kernel stack not resident.

ChildEBP RetAddr

f6a92c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a92c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6a92c98 8091a5f1 nt!lKeWaitForSingleObject+0x2 e0 (FPO: [Non - Fpo])
f6a92d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])

f6a92d48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a92d64)

00f4fe18 7¢82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00f4felc 77c885ac ntdll'NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00f4ff84 77c¢88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo])
00f4ff8c 77¢c8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo])

00f4ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

00f4ffb8 77e64829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

00f4ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 86305330 Cid 01a4.024c Teb: 7ff9c000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
862fc020 Semaphore Limit Ox7fffffff

Not impersonating

DeviceMap 1000170

Owning Process 86342988 Image: Isas s.exe

Wait Start TickCount 97721 Ticks: 18247 (0:00:04:45.109)

Context Switch Count 41

UserTime 00:00:00.000
KernelTime 00:00:00.046
Win32 Start Address LSASRV!LsapThreadBase (0x4ab8f39e)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a7f000 Current féa7ec78 Base f6a7f000 Limit f6a7c000 Call O
Priority 10 BasePriority 9 PriorityDecrement O

Kernel stac  k not resident.

ChildEBP RetAddr

féa7ec90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

féa7eca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
féa7ecec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
féa7ed50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo))

féa7ed50 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a7ed64)
00fdfea8 7¢827d0b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0Ofdfeac 77e61dle ntdll!N tWaitForSingleObject+0xc (FPO: [3,0,0])

00fdffic 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
00fdff30 4ab7a7d2 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])
00fdff50 4ab7a74e LSASRV!WaitForThreadTask+0x49 (FPO: [Non - Fpo))
00fdff78 4ab8f3f5 LSASRV!SpmPoolThreadBase+0xa2 (FPO: [Non - Fpo))
00fdffb8 7764829 LSASRV!LsapThreadBase+0x91 (FPO: [Non - Fpo))

00fdffec 00000000 kernel32!BaseT hreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 863b4db0 Cid 01a4.0254 Teb: 7ff9d000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
864f04f0 Semaphore Limit Ox7fffffff
863b4e28 NotificationTimer
Not imp ersonating
DeviceMap 1000170
Owning Process 86342988 Image: Isass.exe
Wait Start TickCount 102527 Ticks: 13441 (0:00:03:30.015)
Context Switch Count 13
UserTime 00:00:00.000
KernelTime 00:00:00.000
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f793b000 Current f793ac24 Base f793b000 Limit 7938000 Call O
Priorit  y 10 BasePriority 9 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f793ac3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f793ac54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f793ac98 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f793ad48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])

f793ad48 7c¢8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f793ad64)
00f8fe18 7¢82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00f8felc 77c885ac ntdll'NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00f8ff84 77c¢88792 RPCRT4!LRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo])
00f8ff8c 77¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo])

00f8ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

00f8ffb8 77e64829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

00f8ffec 00000000 kernel32!BaseThreadStart+0 x34 (FPO: [Non - Fpo])

THREAD 85d6e478 Cid 01a4.057c Teb: 7ffof000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable

85d6¢f50 NotificationEvent

85d6cd28 NotificationEvent

85d6¢ff0 NotificationEvent

85d6a778 NotificationEvent

85d6¢fcO NotificationEvent

85d6¢f20 NotificationEvent
IRP List:

862c9c30: (0006,0190) Flags: 00000030 Mdl: 00000000
Not impersonating

DeviceMap 1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 5363 Ticks: 110605 (0:00:28:48.203)
Context Switch Count 64

UserTime 0 0:00:00.046

KernelTime 00:00:00.109

Win32 Start Address ADVAPI32!ScSvcctriThreadA (0x77f65e70)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f65d5000 Current f65d4914 Base f65d5000 Limit f65d2000 Call 0
Priority 10 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f65d492c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f65d4944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f65d4978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f65d4bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f65d4d48 80883908 nt!NtWaitFo rMultipleObjects+0xc8 (FPO: [Non - Fpo))

f65d4d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f65d4d64)
013cfe28 7c827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])

013cfe2c 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,00)

013cfed4 77e62fbe kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo])
013cfef0 7fe48003 kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
013cff3c 7fe50422 ipsecsvc!ServiceWait+0xce (FPO: [Non - Fpo])

013cff 54 4ab96199 ipsecsvc!SPDServiceMain+0x1dd (FPO: [Non - Fpo])

013cff8c 4ab96633 LSASRV!LsapStartService+0xc0 (FPO: [Non - Fpo])

013cffad 77f65e91 LSASRV!SrvLoadIPSecSvcs+0x14 (FPO: [Non - Fpo])

013cffb8 77e64829 ADVAPI32!ScSvcctri ThreadW+0 x21 (FPO: [Non - Fpol])

013cffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])



THREAD 85d65400 Cid 01a4.05a8 Teb: 7ff9a000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
85d65e00 NotificationEvent
85d6b450 SynchronizationEvent
IRP List:
85d7d348: (0006,0094) Flags: 00000070 Mdl: 00000000
Not impersonating

DeviceMap 1000170

Owning Process 86342988 Image: Isass.e xe
Wait Start TickCount 5359 Ticks: 110609 (0:00:28:48.265)

Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address msvcrt!_endthreadex (0x77bcb4bc)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6571000 Current f6570914 Base 6571000 Limit f656e000 Call 0
Priority 11 BasePriority 11 PriorityDecre ment O

Kernel stack not resident.

ChildEBP RetAddr

f657092c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6570944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6570978 80930d34 nt'KeWaitForMultipleObj ects+0x320 (FPO: [Non - Fpo])
f6570bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6570d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6570d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6570d64)

014bfdb0 7¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
014bfdb4 77e6202c ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0l14bfe5c 4a63567d kernel32!'WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))

014bff84 77b  cb530 oakley!AcquireThread+0x24a (FPO: [Non - Fpa))

014bffb8 77e64829 msvcrt!_endthreadex+0xa3 (FPO: [Non - Fpa))

014bffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d69b40 Cid 01a4.05ac Teb: 7ff98000 Win32Threa d: 00000000 WAIT: (Unknown)
UserMode Alertable

85d65dd0 NotificationEvent

85d76320 SynchronizationEvent

85d6a350 SynchronizationEvent
Not impersonating

DeviceMap 1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 5359 Ticks: 110609 (0:00:28:48.265)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address msvcrt!_endthreadex (0x77bcb4bc)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f656d000 Current f656c914 Base f656d000 Limit f656a000 Call O
Priority 9 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f656c92¢ 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f656c944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f656c978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f656¢cbf4 80930e€96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f656cd48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f656cd48 7c8285ec nt! KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f656cd64)
014ffdf4 7¢827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
014ffdf8 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

014ffea0 4a6323b6 kernel32!WaitForMultipleObjectsE x+0x11a (FPO: [Non - Fpo])
014fff84 77bcb530 oakley!ReceiveThread+0x176 (FPO: [Non - Fpo])
014fffb8 7764829 msvcrt!_endthreadex+0xa3 (FPO: [Non - Fpo])

014fffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

79
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THREAD 85d698d0 Cid 01a4.05b0 Teb: 7ff97000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable
85d65da0 NotificationEvent

Not impersonating

DeviceMap €1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 115905 Ticks: 63 (0:00:00:00.984)

Context Switch Count 1725

UserTime 00:00:00.000

KernelTime 00:00:00.031

Win32 Start Address msvcrt!_endthreadex (0x77bcb4bc)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6569000 Current f6568914 Base f6569000 Limit f6566000 Call O

Priority 9 BasePriority 9 PriorityDecrement O

ChildEBP RetAddr

f656892c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6568944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

6568978 80930d34 nt'KeWaitForMultiple Objects+0x320 (FPO: [Non - Fpo])
f6568bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6568d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6568d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6568d64)

0153feb8 7¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0153febc 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0153ff64 4a631333 kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
0153ff84  77bcb530 oakley!TimerThread+0x36 (FPO: [Non - Fpo])

0153ffb8 7764829 msvcrt!_endthreadex+0xa3 (FPO: [Non - Fpa))

0153ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d4dal0 Cid 01a4.06b8 Teb: 7ffd5000 Win32Threa d: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
863b7e70 Semaphore Limit Ox7fffffff
Not impersonating
DeviceMap 1000170
Owning Process 86342988 Image: Isass.exe
Wait Start TickCount 34572 Ticks: 81396 (0:00:21:11.812)
Context Switch Count 4
UserTime 00:00:00.015
KernelTime 00:00:00.015
Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c¢7b0f5)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6441000 Current f6440c24 Base 6441000 Limit f643e000 Call O
Priority 9 BasePriority 9 PriorityD ecrement 0
Kernel stack not resident.
ChildEBP RetAddr
f6440c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6440c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6440c98 8091a5f1 nt'KeWaitForSingleO bject+0x2e0 (FPO: [Non - Fpo))
f6440d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f6440d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6440d64)
0096fe18 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0096felc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

0096ff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo))
0096ff8c 77c¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))

0096ffa c 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo))

0096ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

0096ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



THREAD 85d8d020 Cid 01a4.0780 T eb: 7ffob000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862dd0a0 NotificationEvent
862fdeb0 NotificationEvent
Not impersonating
DeviceMap 1000170
Owning Process 86342988 Image: Isass.exe
Wait Start TickCount 11433 Ticks: 104535 (0:00:27:13.359)
Context Switch Count 1
UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address USERENV!NotificationThread (0x76929dd9)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6a77000 Current f6a76914 Base f6a77000 Limit f6a74000 Call O
Priority 9 BasePriority 9 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f6a7692c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a76944 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6a76978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6a76bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6a76d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6a76d48 7c8285ec nt IKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a76d64)
0108fec0 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0108fec4 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0108fféc 77e62fbe kernel32!WaitForMultipleObjects Ex+0x1la (FPO: [Non - FpoQ])
0108ff88 76929e35 kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
0108ffb8 7764829 USERENV!NotificationThread+0x5f (FPO: [Non - Fpo])

0108ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 860cadb0 Cid 01a4.03a0 Teb: 7ffd6000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
860cae28 NotificationTimer
IRP List:
863d2ab0: (0006,0094) Flags: 00000800 Mdl: 00000000
Not impersonating

DeviceMap 1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 111913 Ticks: 4055 (0:00:01:03.359)
Context Switch Count 1 75

UserTime 00:00:00.015

KernelTime 00:00:00.062

Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f68c2000 Current f68c1c98 Base f68c2000 Limit f68bf000 Call O
Priority 10 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f68c1ch0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4]

f68clcc8 80827ele nt!IKiSwapThread+0x83 (FPO: [Non - Fpo))

f68c1d0c 8098c418 nt!KeDelayExecutionThread+0x254 (FPO: [Non - Fpo))
f68c1d54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpo))

f68c1d54 7c8285ec nt!KiFastCallEntry+0x f8 (FPO: [0,0] TrapFrame @ f68c1d64)

008aff70 7¢826f4b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
008aff74 77c8884c ntdll'NtDelayExecution+0xc (FPO: [2,0,0])

008aff8c 77c¢88768 RPCRT4ITIMER::Wait+0x2b (FPO: [Non - Fpo))
008affac  77c7b110 RPCRT4!BaseCachedThreadRoutine+0xe8 (FPO: [Non - Fpo))
008affb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

008affec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 85d3f520 Cid 01a4.0898 Teb : 7ffaf000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
8644be68 QueueObject

Not impersonating

DeviceMap €1000170

Owning Process 86342988 Image: Isass.exe

Wait Start TickCount 111913 Ticks: 4055 (0:00:01:03.359)

Context Switch Count 2

UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address RPCRT4! ThreadStartRoutine (0x77c7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6215000 Current f6214c4c Base 6215000 Limit f6212000 Call 0
Priority 9 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6214c64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6214c7c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6214cc4 808e55e2 ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))
f6214d 48 80883908 nt!NtRemoveloCompletion+0xdc (FPO: [Non - Fpo])

f6214d48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6214d64)

0006feac 7¢8277db ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0006feb0 77e5bea2 ntdll!ZzwRemoveloCompl etion+0xc (FPO: [5,0,0])

0006fedc 77¢c7b900 kernel32!GetQueuedCompletionStatus+0x29 (FPO: [Non - Fpo))

0006ff18 77¢7b703 RPCRT4!COMMON_ProcessCalls+0xal (FPO: [Non - Fpo])

0006ff84 77c¢7b9b5 RPCRT4!LOADABLE_TRANSPORT::ProcessIOEvents+0x11 7 (FPO: [Non - Fpo])
0006ff8c 77¢c8872d RPCRT4!ProcesslOEventsWrapper+0xd (FPO: [Non - Fpo])

0006ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

0006ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

0006ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])



Svchost process (DcomLaunch)

PROCESS 8633a298 Sessionld: 0 Cid: 0280 Peb: 7ffd9000 ParentCid: 0198
DirBase: 3af1aOc0 ObjectTable: e182f750 HandleCount: 88.

Image: svchost.exe

VadRoot 863040d8 Vads 54 Clone 0 Private 133. Modified 2. Locked 0.

DeviceMap €1000170

Token 1832030
ElapsedTime 00:39:06.312
UserTime 00

KernelTime 00:00:00.359
QuotaPoolUsage[PagedPool] 36588
QuotaPoolUsage[NonPagedPool] 2776

:00:00.171

Working Set Sizes (now,min,max) (1758, 50, 345) (7032KB, 200KB, 1380KB)

PeakWorkingSetSize 1775
VirtualSize 18 Mb

PeakVirtualSize 19 Mb

PageFaultCount 1839

MemoryPriority BACKGROUND
BasePriority 8

CommitCharge 193

Setting context for this process...
.process /p /r ffffffff8633a298

Ipeb

PEB at 7ffd9000
InheritedAddressSpace: No
ReadlmageFileExecOptions: No
BeingDebugged: No
ImageBaseAddress: 01000000
Ldr 7c8877e0
Ldr.Initialized: Yes

Ldr.InInitializationOrderModuleList: 00081f18 . 00085fc8

Ldr.InLoadOrderModuleList:
Ldr.InMemoryOrderM  oduleList:
Base TimeStamp Module
1000000 45d6a03c Feb 17 06:27:08 2007 C:
7c800000 45d70ad8 Feb 17 14:02:00 2007 C:
7740000 45d70ad8 Feb 17 14:02:00 2007 C:
77f50000 45d70a26 Feb 17 13:59:02 2007 C:
77¢50000 45d70aaa Feb 17 14:01:14 2007 C:
76f50000 45d70ac3
7fd80000 45d70ad8 Feb 17 14:02:00 2007 c:
77ba0000 45d70b06 Feb 17 14:02:46 2007 C:
71c00000 45d70ae9 Feb 17 14:02:17 2007
71bf0000 45d70aea Feb 17 14:02:18 2007 c:
77380000 45d70ac7 Feb 17 14:01:43 2007 C:
77c00000 45d70a3e Feb 17 13:59:26 2007 C:

680000 45d69418 Feb 17 05:35:20 2007 C:

68000000 45d69786 Feb 17 05:49:58 2007 C:
76b70000 45d70ab5 Feb 17 14:01:25 2007 C:

777b 0000 45d70a3b Feb 17 13:59:23 2007 C:

77d00000 45d70aa6 Feb 17 14:01:10 2007 C:
77670000 45d70aa5 Feb 17 14:01:09 2007 C:
77010000 45d70a76 Feb 17 14:00:22 2007 C:
77b90000 45d70ac8 Feb 17 14:01:44 2007 C:
SubSystemData: 00000000
ProcessHeap: 00080000
ProcessParameters: 00020000
WindowTitle: 'C:
ImageFile: 'C:
CommandLine: 'C:
DlIPath:
'C: \ WINDOWSsystem32;C:  \ WINDOWSsystem32;C:
OWS;C:\ WINDOWSSystem32 \ Wbhem'
Environment; 00010000

Feb 17 14:01:39 2007 C:

00081eb0 . 00092c78
00081eb8 . 00092c80

\ WINDOWSsystem32 \ svchost.exe
\ WINDOWSsystem32 \ ntdlil.dll
\ WINDOWSsystem32 \ kernel32.dll
\ WINDOWSsystem32 \ ADVAPI32.dII
\ WINDOWSsystem32 \ RPCRT4.dIl
\ WINDOWSsystem32 \ Secur32.dll
\ windows \ system32 \ rpcss.dll
\ WINDOWSsystem32 \ msvcert.dll
¢: \ windows \ system32 \ WS2_32.dll
\ windows \ system32 \ WS2HELP.dI|
\ WINDOWSsystem32 \ USER32.dll
\ WINDOWSsystem32 \ GDI32.dlI
\ WINDOWSsystem32 \ xpsp2res.dll
\ WINDOWSsystem32 \ rsaenh.dll
\ WINDOWSsystem32 \ PSAPI.DLL
\ WINDOWSsystem32 \ CLBCatQ.DLL
\ WINDOWSsystem32 \ OLEAUT32.dll
\ WINDOWSsystem32 \ ole32.dll
\ WINDOWSsystem32 \ COMRes.dll
\ WINDOWSsystem32 \ VERSION.dII

\ WINDOWSsystem32 \ svchost.exe'
\ WINDOWSsystem32 \ svchost.exe'
\ WINDOWSsystem32 \ svchost.exe

- k DcomLaunch’

\ WINDOWSsystem;C:

\ WINDOWS;;C: \ WINDOWSsystem32;C:

83

\ WIND
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ALLUSERSPROFILE=C\ Documents and Settings \ All Users
ClusterLog=C: \ WINDOWSCluster \ cluster.log
CommonProgramFiles=C: \ Program Files \ Common Files
COMPUTERNAMESMPUTERNAME

ComSpec=C:\ WINDOWSsystem32 \ cmd.exe
FP_NO_HOST_CHECK=NO

NUMBER_OF_PROCESSORS=1

OS=Windows_NT

Path=C: \ WINDOWSsystem32;C: \ WINDOWS;C\ WINDOWSSystem32 \ Whem
PATHEXT=.COM;.EXE;.BAT;. CMD;.VBS;.VBE;.JS;.JSE;.WSF;.WSH
PROCESSOR_ARCHITECTURE=x86
PROCESSOR_IDENTIFIER=x86 Family 15 Model 5 Stepping 10, AuthenticAMD
PROCESSOR_LEVEL=15

PROCESSOR_REVISION=050a

ProgramFiles=C: \ Program Files

System Drive=C:

SystemRoot=C: \ WINDOWS

TEMP=C\ WINDOWSTEMP

TMP=C\ WINDOWSTEMP

USERPROFILE=C) Documents and Settings \ Default User
windir=C: \ WINDOWS

THREAD 86331240 Cid 0280.0284 Teb: 7ffdf000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable

862e60f4 NotificationEvent
Not impersonating

DeviceMap 1000170

Owning Process 8633a298 Image: svchost.exe
Wait Start TickCount 3899 Ticks: 112069 (0:00:29:11.078)
Context Switch Count 13

UserTime 00:00:00.000

KernelTime 0 0:00:00.015

Win32 Start Address svchostlwmainCRTStartup (0x010020b9)

Start Address kernel32!BaseProcessStartThunk (0x77e617f8)

Stack Init f6a53000 Current f6a52c04 Base f6a53000 Limit f6a50000 Call O
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6a52clc 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a52c34 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f6a52c78 808ed456 nt!KeWai tForSingleObject+0x2e0 (FPO: [Non - Fpo))

f6a52ca0 808eab5ad nt!lopSynchronousServiceTail+0x180 (FPO: [Non - Fpo))
f6a52d38 80883908 nt!NtReadFile+0x5d5 (FPO: [Non - Fpo))

f6a52d38 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f 6a52d64)

0006fc40 7¢82776b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0006fc44 77e418b2 ntdll!NtReadFile+0xc (FPO: [9,0,0])

0006fcac 77f65edb kernel32!ReadFile+0x16¢ (FPO: [Non - Fpo))

0006fcd8 77f65f82 ADVAPI32!ScGetPipelnput+0 x2a (FPO: [Non - Fpo])

0006fd4c 77f51ed9 ADVAPI32!ScDispatcherLoop+0x51 (FPO: [Non - Fpo))

0006ffb0 0100213d ADVAPI32!IStartServiceCtriDispatcherW+0xe3 (FPO: [Non - Fpo))

0006ffcO 77e6f23b svchost!_wmainCRTStartup+0x7f (FPO: [0,0,2])
0006fff0 00000000 kernel32!BaseProcessStart+0x23 (FPO: [Non - Fpo))
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THREAD 8642f8d8 Cid 0280.02b0 Teb: 7ffdcO00 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
86421950 NotificationTimer
Not impersonating

DeviceMap €1000170

Owning Process 8633a298 Image: svchost.exe
Wait Start TickCount 3938 Ticks: 112030 (0:00:29:10.468)
Context Switch Count 3

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address ntdll'RtlpTimerThread (0x7¢83d3dd)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6e39000 Current f6e38c9 8 Base f6e39000 Limit f6e36000 Call O
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6e38cb0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6e38cc8 80827ele nt IKiSwapThread+0x83 (FPO: [Non - Fpo))

f6e38d0c 8098c418 nt!KeDelayExecutionThread+0x254 (FPO: [Non - Fpo])
f6e38d54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpa))
f6e38d54 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6e 38d64)
0098ff9c 7¢c826f4b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0098ffa0 7c83d424 ntdll'NtDelayExecution+0xc (FPO: [2,0,0])

0098ffb8 7764829 ntdll'RtlpTimerThread+0x47 (FPO: [Non - Fpo))
0098ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 86454a70 Cid 0280.02b4 Teb: 7ffdb000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86378b90 QueueObject

86454ae8 Notificatio nTimer
Not impersonating
DeviceMap 1000170
Owning Process 8633a298 Image: svchost.exe

Wait Start TickCount 114036 Ticks: 1932 (0:00:00:30.187)
Context Switch Cou nt 45

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address ntdll!RtipWorkerThread (0x7c839efb)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a33000 Current f6a32c4c Base f6a33000 Limit f6a30000 Call 0
Priority 8 BasePriority 8 PriorityDecrement 0

ChildEBP RetAddr

f6a32c64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a32c7c 80829fc5 nt! KiSwapThread+0x83 (FPO: [Non - Fpo))
f6a32cc4 808e55e2 nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpo))
f6a32d48 80883908 nt!INtRemoveloCompletion+0xdc (FPO: [Non - Fpo))

f6a32d48 7c¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a32d64)
009cff70 7¢8277db ntdll'KiFastSystemCallRet (FPO: [0,0,0])

009cff74 7c839f38 ntdll'ZwRemoveloCompletion+0xc (FPO: [5,0,0])

009cffb8 7764829 ntdll!RtlpWorkerThread+0x3d (FPO: [Non - Fpo))
009cffec 00000000 kernel32!BaseThread Start+0x34 (FPO: [Non - Fpo))
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THREAD 8642c750 Cid 0280.02b8 Teb: 7ffda000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable

86309b40 NotificationTimer

862e3238 SynchronizationEvent

8639c680 SynchronizationEvent

8639c748 SynchronizationEvent
Not impersonating

DeviceMap 1000170

Owning Process 8633a298 Image: svchost.exe

Wait Start TickCo unt 3937 Ticks: 112031 (0:00:29:10.484)
Context Switch Count 2

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address ntdll'RtlpWaitThread (0x7c83c6 43)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a2f000 Current f6a2e914 Base f6a2f000 Limit f6a2c000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6a2e92c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a2e944 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6a2e978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6a2ebf4 8093096 nt!'Ob pWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6a2ed48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])
f6a2ed48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a2ed64)
00aOfcec 7¢827cfb ntdll'KiFastSystemCallR et (FPO: [0,0,0])

00a0fcf0 7¢83c78e ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

00a0ffb8 7764829 ntdll'RtlpWaitThread+0x161 (FPO: [Non - Fpa))

00a0ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 86421b88 Cid 0280.02bc Teb: 7ffd8000 Win32Thread: €198c9f8 WAIT: (Unknown)

UserMode Non - Alertable

8646b1c8 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap 1000170

Owning Process 8633a298 Image: svchost.exe
Wait Start TickCount 45338 Ticks: 70630 (0:00:18:23.593)
Context Switch Count 104 LargeStack

UserTime 00:00:00.031

Kern elTime 00:00:00.031

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6aa3000 Current féaa2c24 Base f6aa3000 Limit f6aa0000 Call O
Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

féaa2c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

féaa2c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6aa2c98 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6aa2d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f6aa2d48 7c¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6aa2d64)

00a5fe18 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

00a5felc 77c885ac ntdll INtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00a5ff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non
00a5ff8c 77¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))
OOab5ffac 77¢7b110 RPCRT4!BaseCachedThre adRoutine+0x9d (FPO: [Non - Fpo))
00a5ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))
00a5ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))

- Fpo])



Svchost process (rpcss)

PROCESS 862c¢1c08 Sessionld: 0 Cid: 02d4

Peb: 7ffd4000 ParentCid: 0198

DirBase: 3af1a0e0 ObjectTable: el6bb5e8 HandleCount: 229.

Image: svchost.exe

VadRoot 86421428 Vads 69 Clone 0 Private 203. Modified 0. Locked 1.

DeviceMap e16b5d18

Token 1903 030
ElapsedTime 00:39:04.734

UserTime 00:00:00.281

KernelTime 00:00:01.343
QuotaPoolUsage[PagedPool] 40772

QuotaPoolUsage[NonPagedPool] 20856

Working Set Sizes (now,min,max) (1900, 50, 345) (7600KB, 200KB, 1380KB)

PeakWorkingSetSize 1900
VirtualSize 20 Mb
PeakVirtualSize 20 Mb
PageFaultCount 1979
MemoryPriori  ty BACKGROUND
BasePriority 8

CommitCharge 274

Setting context for this process...
.process /p /r ffffffff862c1c08

Ipeb
PEB at 7ffd4000
InheritedAddressSpace: No
ReadlmageFileExecOptions: No
BeingDebugged: No
ImageBaseAddress: 01000000
Ldr 7c8877e0
Ldr.Initialized: Yes
Ldr.InInitializationOrderModuleList: 0008
Ldr.InLoadOrderModuleList: 00081eb0 . 0009f368
Ldr.InMemoryOrderModuleList: 00081eb8 . 0009f370
Base TimeStamp Module
1000000 45d6a03c Feb 17 06:27:08 2007 C:
7¢800000 45d70ad8 Feb 17 14:02:00 2007 C:
77e40000 45d70ad8 Feb 17 14:02:00 2007 C:
77f50000 45d70a26 Feb 17 13:59:02 2007 C:
77¢50000 45d70aaa Feb 17 14:01:14 2007 C:
76f50000 45d70ac3 Feb 17 14:01:39 2007 C:
7fd80000 45d70ad8 Feb 17 14:02:00 2007 c:
77ba0000 45d70b06  Feb 17 14:02:46 2007 C:
71c00000 45d70ae9 Feb 17 14:02:17 2007 c:
71bf0000 45d70aea Feb 17 14:02:18 2007 c:
77380000 45d70ac7 Feb 17 14:01:43 2007
77c00000 45d70a3e Feb 17 13:59:26 2007 C:
680000 45d69418 Feb 17 05:35:20 2007 C:
68000000 45d69786 Feb 17 05:49:58 2007 C:
76b70000 45d70ab5 Feb 17 14:01:25 2007 C:
71b20000 45d70b0d Feb 17 14:02:53 2007 C:
5f270000 45d70ada Feb 17 13:59:38 2007 C:
71ae0000 45d70af3 Feb 17 14:02:27 2007 C:
777b0000 45d70a3b Feb 17 13:59:23 2007 C:
77d00000 45d70aab Feb 17 14:01:10 2007 C:
77670000 45d70aa5 Feb 17 14:01:09 2007 C:
77010000 45d70a76 Feb 17 14:00:22 2007 C:
77b90000 45d70ac8 Feb 17 14:01:44 2007 C:
SubSystemData: 00000000
Pro cessHeap: 00080000
ProcessParameters: 00020000
WindowTitle: 'C: \ WINDOWSsystem32 \ svchost.exe'
ImageFile: 'C: \ WINDOWSsystem32 \ svchost.exe'
CommandLine: 'C: \ WINDOWSsystem32 \ svchost.exe

1f18 . 0009f0e8

\ WINDOWSsystem 32\ svchost.exe

\ WINDOWSsystem32 \ ntdlil.dll

\ WINDOWSsystem32 \ kernel32.dll

\ WINDOWSsystem32 \ ADVAPI32.dII
\ WINDOWSsystem32 \ RPCRT4.dIl

\ WINDOWSsystem32 \ Secur32.dll

\ windows \ system32 \ rpcss.dll

\ WINDOWSsystem32 \ msvcert.dll

\ windows \ system32 \ WS2_32.dll

\ windows \ system32 \ WS2HELP.dI|

C:\ WINDOWSsystem32 \ USER32.dll

\ WINDOWSsystem32 \ GDI32.dll

\ WINDOWSsystem32 \ xpsp2res.dll

\ WINDOWSsystem32 \ r saenh.dll

\ WINDOWSsystem32 \ PSAPI.DLL

\ WINDOWSsystem32 \ mswsock.dll

\ WINDOWSsystem32 \ hnetcfg.dll

\ WINDOWSSystem32 \ wshtcpip.dll

\ WINDOWSsystem32 \ CLBCatQ.DLL
\ WINDOWSsystem32 \ OLEAUT32.dll
\ WINDOWSsystem32 \ ole32.dll

\ WINDOWSsystem32 \ COMRes.dll

\ WINDOWSsystem32 \ VERSION.dII

- k rpcss'
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DlIPath:
'C: \ WINDOWSsyst em32;C: \ WINDOWSsystem32;C:  \ WINDOWSsystem;C:  \ WINDOWS;.;C: \ WINDOWSsystem32;C:

OWS;C:\ WINDOWSSystem32 \ Wbhem'

Environment; 00010000

ALLUSERSPROFILE=C\ Documents and Settings \ All Users
ClusterLog=C: \ WINDOWSCluster \ cluster.log
CommonProgramFiles=C: \ Program Files \ Common Files
COMPUTERNAMESMPUTERNAME

ComSpec=C:\ WINDOWSsystem32 \ cmd.exe
FP_NO_HOST_CHECK=NO

NUMBER_OF_PROCESSORS=1

OS=Windows_NT

Path=C: \ WINDOWSsystem32;C: \ WINDOWS;C\ WINDOWSSystem32 \ Whem
PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS,;.VBE;.JS;.JSE; WSF;.WSH
PROCESSOR_ARCHITECTURE=x86
PROCESSOR_IDENTIFIER=x86 Family 15 Model 5 Stepping 10, AuthenticAMD
PROCESSOR_LEVEL=15

PROCESSOR_REVISION=0H

ProgramFiles=C: \ Program Files

SystemDrive=C:

SystemRoot=C: \ WINDOWS

TEMP=C\ DOCUMEAINETWORAILOCALS~1 Temp

TMP=C:\ DOCUMEAINETWORAILOCALS~1 Temp
USERDOMAIN=NT AUTHORITY

USERNAME=NETWORK SERVICE

USERPROFILE=C) Documents and Settings \ NetworkService
windir=C: \ WINDOWS

THREAD 862e9db0 Cid 02d4.02d8 Teb: 7ffdf000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable

863ade04 NotificationEvent
Not impersonating

DeviceMap el6b5d18

Owning Process 862c1c08 Image: svchost.exe
Wait Start TickCount 3999 Ticks: 111969 (0:00:29:09.515)
Context Switch Count 14

UserTime 00:00:00.000

KernelTime 00:00:00.015

Win32 Start Address svchostlwmainCRTStartup (0x010020b9)

Start Address kernel32!BaseProcessStartThunk (0x77e617f8)

Stack Init f6fd5 000 Current f6fd4c04 Base f6fd5000 Limit f6fd2000 Call O
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

féfd4clc 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f 6fd4c34 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6fd4c78 808ed456 nt'KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))

féfd4ca0 808eabad nt!lopSynchronousServiceTail+0x180 (FPO: [Non

f6fd4d38 80883908 nt!NtReadFile+0x5d5 (FPO: [Non - Fpo))

f6fd4d38 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6fd4d64)
0006fc40 7¢82776b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0006fc44 77e418b2 ntdll!NtReadFile +0xc (FPO: [9,0,0])

0006fcac 77f65edb kernel32!ReadFile+0x16¢ (FPO: [Non - Fpo))
0006fcd8 77f65f82 ADVAPI32!ScGetPipelnput+0x2a (FPO: [Non - Fpo))

0006fd4c 77f51ed9 ADVAPI32!ScDispatcherLoop+0x51 (FPO: [Non - Fpo))

0006ffb0 010021  3d ADVAPI32!StartServiceCtrIDispatcherW+0xe3 (FPO: [Non
0006ffcO 77e6f23b svchost!_wmainCRTStartup+0x7f (FPO: [0,0,2])

0006fff0 00000000 kernel32!BaseProcessStart+0x23 (FPO: [Non - Fpo])

- Fpo))

\ WIND



THREAD 8645adb0 Cid 02d4.02dc Teb: 7ff[de000 Win32Thread: e17d5678 WAIT: (Unknown)
UserMode Non - Alertable
8645ae28 NotificationTimer
IRP List:
8641cbd8: (0006,0094) Flags: 00000800 Mdl: 00000000
Not impersonating

DeviceMap el6 b5d18

Owning Process 862c1c08 Image: svchost.exe
Wait Start TickCount 108687 Ticks: 7281 (0:00:01:53.765)
Context Switch Count 126 LargeStack

UserTime 00:00:00.078

KernelTime 00:00:00.109

Win32 Start Address ADVAPI32!ScSvcctriThreadA (0x77f65e70)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6d98000 Current f6d97c98 Base f6d98000 Li mit f6d95000 Call 0
Priority 10 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6d97cb0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6d97cc8 80827ele nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

f6d97d0c 8098c418 nt!KeDelayExecutionThread+0x254 (FPO: [Non - Fpo))
f6d97d54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpo))

f6d97d54 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6d97d64)

0029fdb4 7¢826f4b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0029fdb8 77e41edl ntdll!NtDelayExecution+0xc (FPO: [2,0,0])

0029fe20 7fd85a63 kernel32!SleepEx+0x68 (FPO: [Non - Fpo])

0029fe2c 7fd8  698c rpcss!CTime::Sleep+0x2a (FPO: [0,0,0])

0029fe78 7fd9e3cl rpcss!ObjectExporterWorkerThread+0x305 (FPO: [Non - Fpo))
0029ff44 7fd9bb80 rpcss!ScmServiceMain+0x240 (FPO: [Non - Fpa))

0029ff70 010012a4 rpcss!ServiceMain+0xd0 (FPO: [Non - Fpa))

0029ffad 77f65e91 svchost!ServiceStarter+0x9e (FPO: [Non - Fpo])

0029ffb8 77e64829 ADVAPI32!ScSvcctrlThreadW+0x21 (FPO: [Non - Fpo))

0029ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 862db8e0 Cid 02 d4.02e4 Teb: 7ffdcO00 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable
862db958 NotificationTimer

Not impersonating

DeviceMap el6b5d18

Owning Process 862c1c08 Image: svc host.exe

Wait Start TickCount 42612 Ticks: 73356 (0:00:19:06.187)

Context Switch Count 5

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Addre ss ntdll!RtlpTimerThread (0x7c83d3dd)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f78b3000 Current f78b2c98 Base f78b3000 Limit f78b0000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f78b2ch0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f78b2cc8 80827ele nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f78b2d0c 8098c418 nt!KeDelayExecutionThread+0x25 4 (FPO: [Non - Fpo))
f78b2d54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpo))

f78b2d54 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f78b2d64)
0098ffoc 7c826f4b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0098ffa0 7  ¢83d424 ntdll'NtDelayExecution+0xc (FPO: [2,0,0])

0098ffb8 77e64829 ntdll'RtlpTimerThread+0x47 (FPO: [Non - Fpo])
0098ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 8631b4f0 Cid 02d4.02e8 Teb: 7ffdb000 Win32 Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862ffc90 QueueObject
8631b568 NotificationTimer
IRP List:
8638a008: (0006,0190) Flags: 00000030 Mdl: 00000000
Not impersonating
DeviceMap el16b5d18
Owning Process 862c1c08 Image: svchost.exe
Wait Start TickCount 114294 Ticks: 1674 (0:00:00:26.156)
Context Switch Count 48
UserTime 00:00:00.000
KernelTime 00:00:00.031
Win32 Start Address ntdll'RtlpWorkerThread (0x7c839efb)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6a17000 Current f6al6c4c Base f6a17000 Limit f6a14000 Call O
Priority 8 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr
f6al6c64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f6al6c7c 808 29fch nt!KiSwapThread+0x83 (FPO: [Non - Fpa))
f6al6ced 808e55e2 ntlKeRemoveQueue+0x3al (FPO: [Non - Fpa))
f6a16d48 80883908 nt!NtRemoveloCompletion+0xdc (FPO: [Non - Fpo])
f6a16d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6216d64)
009cff70 7¢8277db ntdll!KiFastSystemCallRet (FPO: [0,0,0])
009cff74 7¢c839f38 ntdll!ZwRemoveloCompletion+0xc (FPO: [5,0,0])
009cffb8 77e64829 ntdll'RtlpWorkerThread+0x3d (FPO: [Non - Fpo])
009cffec 00000000 kernel32!B aseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 8631aa58 Cid 02d4.02ec Teb: 7ffda000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
862db828 NotificationTimer
86322440 SynchronizationEvent
86323328 Sy nchronizationEvent
863372e8 SynchronizationEvent
86419a90 SynchronizationEvent
Not impersonating

DeviceMap el6b5d18

Owning Process 862c1c08 Image: svchost.exe
Wait Start TickCount 4210 Ticks: 111758 (0:00:29:06.218)
Context Switch Count 4

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address ntdIl'RtlpW aitThread (0x7c83c643)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a13000 Current f6a12914 Base f6a13000 Limit f6a10000 Call O
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6a1292c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a12944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6a12978 80930d34 nt!KeWaitForMultipleObjects+0x 320 (FPO: [Non - Fpo))

f6al2bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6a12d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f6a12d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a12d6 4)

00alfcec 7¢827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00a0fcf0 7c83c78e ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

00a0ffb8 77e64829 ntdll'RtlpWaitThread+0x161 (FPO: [Non - Fpo))
00a0ffec 00000000 kernel32!BaseT hreadStart+0x34 (FPO: [Non - Fpo])



THREAD 8641e820 Cid 02d4.02f8 Teb: 7ffd8000 Win32Thread: €1979510 WAIT: (Unknown)
UserMode Non - Alertable
863b02a0 Semaphore Limit Ox7fffffff
8641e898 NotificationTimer
Not imp ersonating

DeviceMap el6b5d18

Owning Process 862c1c08 Image: svchost.exe

Wait Start TickCount 114447 Ticks: 1521 (0:00:00:23.765)
Context Switch Count 387 LargeStack
UserTime 00:00:00.062

KernelTime 00:00:00.312

Win32 Start Address 0x0000270a

LPC Server thread working on message Id 270a

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6ab3000 Current féab2c24 Base f6ab3000 Limit f6ab0000 Call 0
Priority 9 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

féab2c3c 8082ffb7 nt! KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

féab2c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6ab2c98 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6ab2d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f6ab2d48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6ab2d64)
00a9fel18 7¢82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00a9felc 77c885ac ntdll'NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00a9ff84 77c¢88792 RPCRT4!ILRPC_ADDRESS::ReceiveLotsaCalls+0x198 (FPO: [Non - Fpo])
00a9ff8c 77c8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))

00a9ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

00a9ffb8 7764829 RPCRT4!Threa dStartRoutine+0x1b (FPO: [Non - Fpo))

00a9ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 86374db0 Cid 02d4.02fc Teb: 7ffd7000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
8638c820 QueueObje ct
86374e28 NotificationTimer
IRP List:
862b94c0: (0006,0190) Flags: 00000030 Mdl: 00000000
862d6578: (0006,0094) Flags: 00000800 Mdl: 00000000
Not impersonating
DeviceMap el6b5 dis
Owning Process 862c1c08 Image: svchost.exe
Wait Start TickCount 114460 Ticks: 1508 (0:00:00:23.562)
Context Switch Count 32
UserTime 00:00:00.015
KernelTime 00:00:00.046
Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6a03000 Current f6a02c4c Base f6a03000 Limit f6a00000 Cal 10
Priority 10 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr
f6a02c64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a02c7c 80829fc5 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))
f6a02cc4 808e55e2 nt'lKeR emoveQueue+0x3al (FPO: [Non - Fpo])
f6a02d48 80883908 nt!INtRemoveloCompletion+0xdc (FPO: [Non - Fpo))

f6a02d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a02d64)
OOadfeac 7¢8277db ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00adfeb0 77e5bea? ntdll'ZwRemoveloCompletion+0xc (FPO: [5,0,0])

OOadfedc 77c7b900 kernel32!GetQueuedCompletionStatus+0x29 (FPO: [Non - Fpo))

00adff18 77c7b703 RPCRT4!ICOMMON_ProcessCalls+0xal (FPO: [Non - Fpo])

00adff84 77c7b9b5 RPCRT4!LOADABLE_TRANSPORT::ProcesslOEvents+0x117 (FPO: [Non - Fpo))
00adff8c 77c¢8872d RPCRT4!ProcesslOEventsWrapper+0xd (FPO: [Non - Fpo])

OOadffac 77¢7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

00adffb8 7764829 RPCRT4! ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

0Oadffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 8635cdb0 Cid 02d4.04a8 Teb: 7ffd5000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
863b02a0 S emaphore Limit Ox7fffffff
8635ce28 NotificationTimer
Not impersonating
DeviceMap el6b5d18
Owning Process 862c1c08 Image: svchost.exe
Wait Start TickCount 114460 Ticks: 1508 (0:00:00:23.562)
Context Switch Count 361

UserTime 00:00:00.062
KernelTime 00:00:00.437
Win32 Start Address 0x000 0270d

LPC Server thread working on message Id 270d

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f671a000 Current f6719c24 Base f671a000 Limit f6717000 Call 0
Priority 9 BasePriority 8 PriorityDecrement 0

ChildEBP RetAddr

f6719c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6719c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6719c98 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6719d 48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])

f6719d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6719d64)

00b7fel8 7¢82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00b7felc 77c885ac ntdll!NtReplyWai tReceivePortEx+0xc (FPO: [5,0,0])

00b7ff84 77c¢88792 RPCRT4!LRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo])
00b7ff8c 77c8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))

00b7ffac 77¢c7b110 RPCRT4!BaseCachedThreadRoutine+0 x9d (FPO: [Non - Fpo])

00b7ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

00b7ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 864a9db0 Cid 02d4.0714 Teb: 7ffd6000 Win32Thread: 00000000 WAIT: (Unkn own)
UserMode Non - Alertable
863b02a0 Semaphore Limit Ox 7fffffff
864a9e28 NotificationTimer
Not impersonating
DeviceMap el6b5d18
Owning Process 862c1c08 Image: svchost.exe
Wait Start TickCount 105199 Ticks: 10769 (0:00:02:48.265)
Context Switch Count 149
UserTime 00:00:00.015
KernelTime 00:00:00.093
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6419000 Current f6418c24 Base f6419000 Limit f6416000 Call O
Priority 9 BasePriority 8 PriorityDecrement O
Kern el stack not resident.
ChildEBP RetAddr
f6418c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6418c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6418c98 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6418d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f6418d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6418d64)
00b3fel8 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00b3felc 77¢88 5ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00b3ff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelotsaCalls+0x198 (FPO: [Non - Fpo))
00b3ff8c 77c¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))

00b3ffac 77¢7b110 RPCRT4!BaseC achedThreadRoutine+0x9d (FPO: [Non - Fpo))

00b3ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

00b3ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])



THREAD 85d49690 Cid 02d4.05a4 Teb: 7ffd9000 Win32Threa d: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
8638c820 QueueObject
85d49708 NotificationTimer
IRP List:
860c9798: (0006,01b4) Flags: 00000000 Mdl: 8638cdf0
Not impersonating
DeviceMap el6b5d18
Owning Process 862c1c08 Image: svchost.exe
Wait Start TickCount 114460 Ticks: 1508 (0:00:00:23.562)
Context Switch Count 21
UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6415000 Current f64 14c4c Base 6415000 Limit f6412000 Call 0
Priority 10 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr
f6414c64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6414c7c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))
f6414cc4 808e55e2 ntlKeRemoveQueue+0x3al (FPO: [Non - Fpa))
f6414d48 80883908 nt!NtRemoveloCompletion+0xdc (FPO: [Non - Fpo])

f6414d48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6414d64)
0Oa5feac 7¢8277db nt dil'KiFastSystemCallRet (FPO: [0,0,0])
00a5feb0 77e5bea2 ntdll'ZwRemoveloCompletion+0xc (FPO: [5,0,0])

00a5fedc 77¢7b900 kernel32!GetQueuedCompletionStatus+0x29 (FPO: [Non - Fpo))

00a5ff18 77¢7b703 RPCRT4!COMMON_ProcessCalls+0xal (FPO :[Non - Fpo])

00a5ff84 77c7b9b5 RPCRT4!ILOADABLE_TRANSPORT::ProcesslOEvents+0x117 (FPO: [Non - Fpo))
00a5ff8c 77¢8872d RPCRT4!ProcesslOEventsWrapper+0xd (FPO: [Non - Fpo])

0O0a5ffac 77¢7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

00a5ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

00a5ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 863fda48 Cid 02d4.089c Teb: 7ffdd000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
863fdac0 NotificationTimer

Not impersonating

DeviceMap el6b5d18

Owning Process 862c1c08 Image: svchost.exe

Wait Start TickCount 108687 Ticks: 7281 (0:00:01:53.765)

Context Switch Count 4

UserTime 00:00:00.000

KernelTime 00:0 0:00.000

Win32 Start Address rpcss!ObjectExporterTaskThread (0x7fda30df)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6241000 Current f6240c98 Base 6241000 Limit f623e000 Call O

Priority 8 BasePriori ty 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6240cb0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6240cc8 80827ele nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6240d0c 8098c418 nt!Ke DelayExecutionThread+0x254 (FPO: [Non - Fpo))
f6240d54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpo))

f6240d54 7c¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6240d64)

00bbff24 7¢826f4b ntdll!KiFastSystemCallRet (FPO: [0 ,0,0])

00bbff28 77e41ed1 ntdll'NtDelayExecution+0xc (FPO: [2,0,0])

00bbffo0 7fd85a63 kernel32!SleepEx+0x68 (FPO: [Non - Fpo))

00bbffac 7fd9fd83 rpcss!CTime::Sleep+0x2a (FPO: [0,0,0])

00bbffb8 77e64829 rpcss!ObjectExporterTaskT hread+0xe5 (FPO: [Non - Fpo])

00bbffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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Svchost process (NetworkService )

PROCESS 862d6b30 Sessionld: 0 Cid: 0314 Peb: 7ffd8000 ParentCid: 0198
DirBase: 3af1a100 ObjectTable: €1840008 HandleCount: 140.

Image: svchost.exe

VadRoot 8639040 Vads 109 Clone 0 Private 771. Modified 0. Locked 0.

DeviceMap e16b5d18

Token e1914240
ElapsedTime

UserTime 00:00:00.046
KernelTime 00:00:00.656
QuotaPoolUsage[PagedPool] 65316
QuotaPoolUsage[NonPagedPool] 5992

Working Set Sizes (now,min,max) (1925

PeakWorkingSetSize 1942
VirtualSize 37 Mb
PeakVirtualSize 39 Mb
PageFaultCount 2171
MemoryPriority BACKGROUN
BasePriority 8
CommitCharge 890

Setting context for this process...
.process /p /r ffffffff862d6b30

Ipeb

PEB at 7ffd8000
InheritedAddressSpace: No
ReadlmageFileExecOptions: No
BeingDebugged: No
ImageBaseAddress: 01000000
Ldr 7c8877e0
Ldr.Initialized: Yes

00:39:04.296

, 50, 345) (7700KB, 200KB, 1380KB)

Ldr.InInitializationOrderModuleList: 0008118 . 00096bf8

Ldr.InLoadOrd  erModuleList:
Ldr.InMemoryOrderModuleList:

00081eb0 . 00096be8
00081eb8 . 00096bf0

Base TimeStamp Module

1000000 45d6a03c Feb 17 06:27:08 2007 C:
7c800000 4 5d70ad8 Feb 17 14:02:00 2007 C:
7740000 45d70ad8 Feb 17 14:02:00 2007 C:
77f50000 45d70a26 Feb 17 13:59:02 2007 C:
77¢50000 45d70aaa Feb 17 14:0 1:14 2007 C:
76f50000 45d70ac3 Feb 17 14:01:39 2007 C:
76d10000 45d70a45 Feb 17 13:59:33 2007 c:
77ba0000 45d70b06 Feb 17 14:02:46 2007 C:
76ed0000 45d70a64 Feb 17 14:00:04 2007 c:
71c00000 45d70ae9 Feb 17 14:02:17 2007 c:
71bf0000 45d70aea Feb 17 14:02:18 2007 c:
76cf0000 45d70a6¢ Feb 17 14:00:12 2007 c:
76b70000 45d70ab5 Feb 17 14:01:25 2007 c:
77380000 45d70ac7 Feb 17 14:01:43 2007 C:
77c00000 45d 70a3e Feb 17 13:59:26 2007 C:
766c0000 45d70a68 Feb 17 14:00:08 2007 c:
71b20000 45d70b0d Feb 17 14:02:53 2007 C:
5f270000 45d70ada Feb 17 13:59:3
71ae0000 45d70af3 Feb 17 14:02:27 2007 C:
77840000 45d70a86 Feb 17 14:00:38 2007 C:
76300000 45d70a8a Feb 17 14:00:42 2007 C:
76e30000 45d70abb Feb 17 14:01:31 2007 C:
76b80000 45d70a7f Feb 17 14:00:31 2007 C:
7¢8d0000 45 d70abb Feb 17 14:01:31 2007 C:
77da0000 45d70ac0 Feb 17 14:01:36 2007 C:
77670000 45d70aa5 Feb 17 14:01:09 2007 C:
77d00000 45d70aab Feb 17 14:01:1
76280000 3e80249c Mar 25 09:42:52 2003 C:
74de0000 45d70a43 Feb 17 13:59:31 2007 C:
76cd0000 45d70a85 Feb 17 14:00:37 2007 C:

82007 C:

02007 C:

\ WINDOWSsystem32 \ svchost.exe

\ WINDOWSsystem32 \ ntdlil.dll

\ WINDOWSsystem32 \ kernel32.dll

\ WINDOWSsystem32 \ ADVAPI32.dII
\ WINDOWSsystem32 \ RPCRT4.dIl

\ WINDOWSsystem32 \ Secur32.dll

\ windows \ system32 \ dhcpcsvce.dll
\ WINDOW! system32 \ msvcrt.dll

\ windows \ system32 \ DNSAPLdII

\ windows \ system32 \ WS2_32.dll

\ windows \ system32 \ WS2HELP.dI|
\ windows \ system32 \ iphlpapi.dll

\ windows \ system32 \ PSAPI.DLL

\ WINDOWSsystem32 \ USER32.dll

\ WINDOWSsystem32 \ GDI32.dll

\ windows \ system32 \ dnsrslvr.dll

\ WINDOWSsystem32 \ mswsock.dll
\ WINDOWSsystem32 \ hnetcfg.dll

\ WINDOWSSystem32 \ wshtcpip.dll

\ WINDOWSsystem32 \ netman.dll

\ WINDOWSsystem32 \ netshell.dll

\ WINDOWSsystem32 \ rtutils.dll

\ WINDOWSsystem32 \ credui.dll

\ WINDOWSsystem32 \ SHELL32.dll
\ WINDOWSsystem32 \ SHLWAPL.dII
\ WINDOWSsystem32 \ ole32.dll

\ WINDOWSsystem32 \ OLEAUT32.dll
\ WINDOWSsystem32 \ ATL.DLL

\ WINDOWSsystem32 \ CLUSAPLdII
\ WINDOWSsyst em32 MPRAPIL.dII



76df0000 45d70al11 Feb 17 13:58:41 2007 C:
76dc0000 45d70a22 Feb 17 13:58:58 2007 C:
71c40000 45d70a82 Feb 17 14:00:34 2007 C:
7610000 45d70ad5 Feb 17 14:01:57 2007 C:
7e020000 45d70aa8 Feb 17 14:01:12 2007 C:
770e0000 45d70ab3 Feb 17 14:01:23 2007 C:
76e€90000 45d 70a9e Feb 17 14:01:02 2007 C:
76e40000 45d70aa3 Feb 17 14:01:07 2007 C:
76e60000 45d70abc Feb 17 14:01:32 2007 C:
76aa0000 45d70af0 Feb 17 14:02:2 42007 C:
761b0000 45d70a80 Feb 17 14:00:32 2007 C:
76190000 45d70aac Feb 17 14:01:16 2007 C:
7fcf0000 45d70ad8 Feb 17 14:02:00 2007 C:
76cc0000 3e80249b Mar 25 09:42:51 2003 C:
76f00000 45d70af7 Feb 17 14:02:31 2007 C:
771f0000 45d70ace Feb 17 14:01:50 2007 C:
4b180000 45d70a3c Feb 17 13:59:24 2007 C:
77210000 45d70aee Feb 17 14:02:22 2007 C:
730a0000 45d70af9 Feb 17 14:02:33 2007 C:
77420000 45d70a05 Feb 17 13:58:29 2007 C:
Controls_6595b64144ccfldf_6.0.3790.3959_x
SubSystemData: 00000000
ProcessHeap: 00080000
ProcessParameters: 00020000
WindowTitle: 'C: \ WINDOWSsystem32 \ svchost.exe'
ImageFile: 'C: \ WINDOWSsystem32 \ svchost.exe'
CommandLine: 'C:  \ WINDOWSsystem32 \ svchost.exe
DllPath:
'‘C: \ WINDOWSsystem32;C:  \ WINDOWSsystem32;C:
OWS;C:\ WINDOWSSystem32 \ Whem'
Environment: 00010000
ALLUSERSPROFILE=C\ Documents and Settings
ClusterLog=C: \ WINDOWSCluster \ cluster.log
CommonProgramFiles=C: \ Program Files
COMPUTERNAMESMPUTERNAME
ComSpec=C:\ WINDOWSsystem32 \ cmd.exe
FP_NO_HOST_CHECK=NO
NUMBER_OF_PROCESSORS=1
OS=Windows_NT
Path=C: \ WINDOWSsystem32;C:

\ WINDOWSsystem;C:

\ WINDOWSsystem32 \ ACTIVEDS.dII
\ WINDOWSsystem32 \ adsldpc.dll

\ WINDOWSsystem32 \ NETAPI32.dll
\ WINDOWSsystem32 \ WLDAP32.dlI

\ WINDOWSsystem32 \ SAMLIB.dII

\ WINDOWSsystem32 \ SETUPAPI.dII
\ WINDOWSsystem32 \ RASAPI32.dll
\ WINDOWSsystem32 \ rasman.dll

\ WINDOWSsystem32 \ TAPI32.dlI

\ WINDOWSsystem32 \ WINMM.dII

\ WINDOWSsystem32 \ CRYPT32.dll

\ WINDOWSsystem32 \ MSASN1.dll

\ WINDOWSsyst em32 WZCSvc.DLL
\ WINDOWSsystem32 \ WML.dII

\ WINDOWSsystem32 \ WTSAPI32.dlI
\ WINDOWSsystem32 \ WINSTA.dII

\ WINDOWSsystem32 \ ESENT.dII

\ WINDOWSsystem32 \ WININET.dII

\ WINDOWSsystem32 \ WZCSAPI.DLL
\ WINDOWSNInSxS\ x86_Microsoft.Windows.Common

- ww_D8713E55 comctl32.dll

- k NetworkService'

\ All Users

\ Common Fi les

\ WINDOWS;CY WINDOWSSystem32 \ Wbem

PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE;.WSF;. WSH

PROCESSOR_ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family 15 Model 5 Stepping 10, AuthenticAMD

PROCESSOR_LEVEL=15
PROCESSOR_REVISION=050a

ProgramFiles=C: \ Program Files

SystemDrive=C:

SystemRoot=C: \ WINDOWS

TEMP=C\ DOCUMEAINETWORAIOCALS~1 Temp
TMP=C:\ DOCUMEAINETWORAIL OCALS~1 Temp
USERDOMAIN=NT AUTHORITY
USERNAME=NETWORK SERVICE
USERPROFILE=C) Documents and Settings
windir=C: \ WINDOWS

\ NetworkService

\ WNDOWS;.;C: \ WINDOWSsystem32;C:
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THREAD 865a0020 Cid 0314.0318 Teb: 7ffdf000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86380b3c NotificationEvent
Not impersonating

DeviceMap el6b5d18

Owning Process 862d6b30 Image: svchost.exe
Wait Start TickCount 4030 Ticks: 111938 (0:00:29:09.031)
Context Switch Count 19

UserTime 00:00:00.000

KernelTime 00:00:00.031

Win32 Start Address svchostlwmainCRT Startup (0x010020b9)

Start Address kernel32!BaseProcessStartThunk (0x77e617f8)

Stack Init f6 9f7000 Current f69f6c04 Base f69f7000 Limit f69f4000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f69f6clc 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f69f6¢c34 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f69f6¢c78 808ed456 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f69f6¢cal 808eabad nt!llopSynchronousServiceTail+0x180 (FPO: [Non - Fpo])
f69f6d38 80883908 nt!NtReadFile+0x5d5 (FPO: [Non - Fpo))

f69f6d38 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f69f6d64)
0006fc40 7¢82776b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0006fc44 77e418b2 ntdll!NtReadFile +0xc (FPO: [9,0,0])

0006fcac 77f65edb kernel32!ReadFile+0x16c (FPO: [Non - Fpo])

0006fcd8 77f65f82 ADVAPI32!ScGetPipelnput+0x2a (FPO: [Non - Fpo))

0006fd4c 77f51ed9 ADVAPI32!ScDispatcherLoop+0x51 (FPO: [Non - Fpo])

0006ffb0 010021  3d ADVAPI32!StartServiceCtrIDispatcherW+0xe3 (FPO: [Non - Fpo))
0006ffcO 77e6f23b svchost!_wmainCRTStartup+0x7f (FPO: [0,0,2])

0006fff0 00000000 kernel32!BaseProcessStart+0x23 (FPO: [Non - Fpo])

THREAD 86390260 Cid 0314.0320 Teb: 7ff de000 Win32Thread: 1915530 WAIT: (Unknown)

UserMode Non - Alertable
862f65f0 NotificationEvent
862b4ae8 SynchronizationEvent
862b4c08 NotificationEvent
862f6580 SynchronizationEvent
863902d8 N otificationTimer
Not impersonating

DeviceMap el6b5d18

Owning Process 862d6hb30 Image: svchost.exe

Wait Start TickCount 4210 Ticks: 111758 (0:00:29:06.218)
Contex t Switch Count 36 LargeStack

UserTime 00:00:00.015

KernelTime 00:00:00.031

Win32 Start Address ADVAPI32!ScSvcctriThreadA (0x77f65e70)

Start Address kernel32!BaseThreadStar tThunk (0x77e617ec)

Stack Init f6d78000 Current f6d77914 Base f6d78000 Limit f6d74000 Call O

Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6d7792c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6d77944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6d77978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f6d77bf4 80930e96 nt!ObpWaitForMu ItipleObjects+0x202 (FPO: [Non - Fpo))
f6d77d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))
f6d77d48 7c¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6d77d64)

0029fe4c 7c¢827cfb ntdll!KiFastSystemCallRet (FPO: [ 0,0,0])

0029fe50 77e6202c¢ ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0029fef8 77e62fbe kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo])
0029ff14 76d138e1 kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
0029ff5¢ 76d194c5 dhcpesve!ProcessDhepRequestForever+0xcc (FPO: [Non - Fpo])
0029ff70 010012a4 dhcpcsvc!ServiceMain+0x7e (FPO: [Non - Fpo])

0029ffad 77f65€91 svchost!ServiceStarter+0x9e (FPO: [Non - Fpo])

0029ffb8 77e64829 ADVAPI32!ScSvcct rIThreadW+0x21 (FPO: [Non - Fpo])

0029ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])



THREAD 862dcdb0 Cid 0314.0330 Teb: 7ffdc000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862d6dd8 Notificati onEvent
862b4c9c NotificationEvent
862f67f0 SynchronizationEvent
IRP List:
863717d8: (0006,01b4) Flags: 00000000 Mdl: 00000000
Not impersonating

DeviceMap el6b5d18

Owning Process 862d6b30 Image: svchost.exe
Wait Start TickCount 4047 Ticks: 111921 (0:00:29:08.765)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address dnsrslvrINotifyThread (0x766c549¢)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f68da000 Current f68d9914 Base f68da000 Limit f68d7000 Call 0
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f68d992c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f68d9944 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f68d9978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f68d9bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f68d9d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f68d9d48 7c8285ec n tIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f68d9d64)
0060fec0 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0060fec4 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0060fféc 77e62fbe kernel32!WaitForMultipleObject sEx+0x1la (FPO: [Non - FpoQ])
0060ff88 766c54ff kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
0060ffb8 7764829 dnsrsivr!NotifyThread+0x61 (FPO: [Non - Fpa))

0060ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 86338db0 Cid 0314.0334 Teb: 7ffdb000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862dcd80 NotificationEvent
IRP List:
85d8fch8: (0006,0094) Flags: 00000000 Mdl: 00000000
Not impersonati ng

DeviceMap el6b5d18

Owning Process 862d6hb30 Image: svchost.exe
Wait Start TickCount 5967 Ticks: 110001 (0:00:28:38.765)
Context Switch Count 4

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address dnsrslvr!ipNotifyThread (0x766c480c)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f68d6000 Curr ent f68d5c78 Base f68d6000 Limit f68d3000 Call 0
Priority 10 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f68d5c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f68d5ca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f68d5cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))

f68d5d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo))

f68d5d50 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f68d5d64)

0064fee4 7¢827d0b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0064fee8 77e61d1e ntdll'NtWaitForSingleObject+0xc (FPO: [3,0,0])

0064ff58 77e61c8d kernel32!'WaitForSingleObjectEx+0xac (FPO: [Non - Fpo])
0064ff 6¢ 77e43a2c kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])
0064ff80 766c48d2 kernel32!GetOverlappedResult+0x29 (FPO: [Non - Fpo])
0064ffb8 77e64829 dnsrslvr!ipNotifyThread+0xe4 (FPO: [Non - Fpo])

0064ffec 00000000 kernel32!BaseThrea dStart+0x34 (FPO: [Non - Fpo])
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THREAD 86323b70 Cid 0314.0338 Teb: 7ffda000 Win32Thread: €1953298 WAIT: (Unknown)
UserMode Non - Alertable
862dcc88 Semaphore Limit Ox7fffffff
86323be8 NotificationTimer
Not impersonating

DeviceMap el6b5d18

Owning Process 862d6b30 Image: svchost.exe

Wait Start TickCount 115363 Ticks: 605 (0:00:00:09.453)

Context Switch Count 101 LargeStack

UserTime 00:00:00.000

KernelTime 00:00:00.234

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f665d000 Current f665cc24 Base f665d000 Limit f 665a000 Call 0

Priority 10 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr
f665cc3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f665cc54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f665cc98 8091  ab5fl nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f665cd48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])
f665cd48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f665cd64)

0069fe18 7¢82783b ntdll'KiFastSyst emcCallRet (FPO: [0,0,0])

0069felc 77c885ac ntdll'NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

0069ff84 77c¢88792 RPCRT4!LRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo])
0069ff8c 77c8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [N on- Fpo])
0069ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])
0069ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))
0069ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 862b4d10 Cid 0314.033c Teb: 7ffdd000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862f65f0 NotificationEvent
86433850 SynchronizationEvent
IRP List:
863e2e28: (0006,0094) Flags: 00000070 Mdl: 00000000
Not impersonating

DeviceMap el6b5d18

Owning Process 862d6h30 Image: svchost.exe

Wait Start TickCount 4049 Ticks: 111919 (0:00:29:08.734)
Context Switch Count 5

UserTime 00:00:00.000

KernelTime 00:00:00.015

Win32 Start Address dhcpcsvc!MediaSenseDetectionLoop (0x76d18f3b)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f68d2000 Current f68d1914 Base f68d2000 Limit f68cf000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f68d192c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f68d1944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f68d1978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f68d1bf4 80930e96 nt!ObpWaitForM ultipleObjects+0x202 (FPO: [Non - Fpo))
f68d1d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))
f68d1d48 7c¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f68d1d64)

006dfeb8 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

006dfebc 77e6202c ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

006dffe4 77e62fbe kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
006dff80 76d18fde kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo))
006dffb8 77e64829 dhcpcsvec!MediaSenseDetectionLoop+0xa7 (FPO: [Non - Fpo])
006dffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])



THREAD 86216880 Cid 0314.0340 Teb: 7ffd9000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
862f6b28 Semaphore Limit Ox7fffffff

Not impersonating

DeviceMap el6b5d18

Owning Process 862d6b30 Image: svchost.exe

Wait Start TickCount 29012 Ticks: 86956 (0:00:22:38.687)

Context Switch Count 3

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f68c6000 Current f68c5c24 Base f68c6000 Limit f68c3000 Call O

Priority 8 BaseP riority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f68c5c3c 8082ffh7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f68c5c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f68c5c98 8091a5f1 ntlKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f68c5d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])
f68c5d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f68c5d64)

0071fel18 7¢82783b ntdll'KiFastSystemCal IRet (FPO: [0,0,0])

0071felc 77c885ac ntdll'NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

0071ff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelotsaCalls+0x198 (FPO: [Non - Fpo])
0071ff8c 77c8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))
0071ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])
0071ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])
0071ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 863396b0 Cid 0314.04c8 Teb: 7ffd7000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862dcc88 Semaphore Limit Ox 7fffffff
86339728 NotificationTimer
Not impersonating
DeviceMap el6b5d18
Owning Process 862d6hb30 Image: svchost.exe
Wait Start TickCount 115043 Ticks: 925 (0:00:00:14.453)
Context Switch Count 75
UserTime 00 :00:00.000
KernelTime 00:00:00.015
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f66b1000 Current f66b0c24 Base f66b1000 Limit f66ae000 Call O
Priority 10 BasePriority 8 PriorityDecrement 0
ChildEBP RetAddr
f66b0c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f66b0c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f66b0c98 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f66b0d 48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f66b0d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f66b0d64)

0075fe18 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0075felc 77c885ac ntdll!NtReplyWai tReceivePortEx+0xc (FPO: [5,0,0])

0075ff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo))
0075ff8¢c 77c¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))

0075ffac 77¢7b110 RPCRT4!BaseCachedThreadRoutine+0 x9d (FPO: [Non - Fpo])

0075ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

0075ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))
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THREAD 85d8a6b0 Cid 0314.04d0 Teb: 7ffd5000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable

862dcc88 Semaphore Limit Ox7fffffff
85d8a728 NotificationTimer
Not impersonating
DeviceMap e16b5d18
Owning Process 862d6b30 Image: svchost.exe
Wait Start TickCount 115203 Ticks: 765 (0:00:00:11.953)
Context Switch Count 54
UserTime 00 :00:00.015
KernelTime 00:00:00.156
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init 6691000 Current f6690c24 Base 6691000 Limit f668e000 Call O
Priority 10 BasePriority 8 PriorityDecrement 0
ChildEBP RetAddr
f6690c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6690c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6690c98 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6690d 48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f6690d48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6690d64)

00d4fel18 7¢82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00d4felc 77c885ac ntdll!NtReplyWai tReceivePortEx+0xc (FPO: [5,0,0])

00d4ff84 77c88792 RPCRT4ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non
00d4ff8c 77c8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo])
00d4ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0 x9d (FPO: [Non - Fpo])
00d4ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))
00d4ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

- Fpo])
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Svchost process (LocalService)

PROCESS 862fdbf0 Sessionld: 0 Cid: 0328 Peb: 7ff[de000 ParentCid: 0198
DirBase: 3af1a120 ObjectTable: e17de9c8 HandleCount: 162.
Image: svchost.exe
VadRoot 865a02f8 Vads 83 Clone 0 Private 238. Modified 0. Locked 2.
DeviceMap e159ad18

Token €1978de8
ElapsedTime 00:39:04.155
UserTime 00:00:00.031
KernelTime 00:00:00.687
QuotaPoolUsage[PagedPool] 38340

QuotaPoolUsage[NonPagedPool] 4376
Working Set S izes (now,min,max) (1911, 50, 345) (7644KB, 200KB, 1380KB)

PeakWorkingSetSize 1915

VirtualSize 21 Mb

PeakVirtualSize 21 Mb

PageFaultCount 1927

MemoryPriority BACKGROUND
BasePriority 8

CommitCharge 309

Setting context for this process...
.process /p /r ffffffffe62fdbf0

Ipeb

PEB at 7ffde000
InheritedAddressSpace: No
ReadlmageFileExecOptions: No
BeingDebugged: No
ImageBaseAddress: 01000000
Ldr 7c8877e0
Ldr.Initialized: Yes
Ldr.InInitializationOrderModuleList: 0008 1f18 . 0009d618
Ldr.InLoadOrderModuleList: 00081eb0 . 0009d608
Ldr.InMemoryOrderModuleList: 00081eb8 . 0009d610

Base TimeStamp Module

1000000 45d6a03c Feb 17 06:27:08 2007 C: \ WINDOWSsystem 32\ svchost.exe

7c800000 45d70ad8 Feb 17 14:02:00 2007 C:
77e40000 45d70ad8 Feb 17 14:02:00 2007 C:
77f50000 45d70a26 Feb 17 13:59:02 2007 C:
77c50000 45d70aaa Feb 17 14:01:14 2007 C:
76f50000 45d70ac3 Feb 17 14:01:39 2007 C:
77e00000 45d70aab Feb 17 14:01:15 2007 C:

77ba0000 45d70b0 6 Feb 17 14:02:46 2007 C:

77380000 45d70ac7 Feb 17 14:01:43 2007 C:
77c00000 45d70a3e Feb 17 13:59:26 2007 C:
76f10000 45d70ad5 Feb 17 14:01:57 2007

7e020000 45d70aa8 Feb 17 14:01:12 2007 C:
77670000 45d70aa5 Feb 17 14:01:09 2007 C:

650000 45d69418 Feb 17 05:35:20 2007 C:

74240000 45d70a55 Feb 17 13:59:49 2007 c:
76¢f0000 45d70a6¢ Feb 17 14:00:12 2007 c:

76b70000 45d70ab5 Feb 17 14:01:25 2007 c:
71c00000 45d70ae9 Feb 17 14:02:17 2007 c:
71bf0000 45d70aea Feb 17 14:02:18 2007 c:

71b20000 45d70b0d Feb 17 14:02:53 2007 C:
76ed0000 45d70a64 Feb 17 14:00:04 2007 C:
76f80000 45d70a9d Feb 17 14:01:01 2007 C:
76710000 45d70ac2 Feb 17 14:01:38 2007 c:

ab0000 45 d6a071 Feb 17 06:28:01 2007 c:

71c40000 45d70a82 Feb 17 14:00:34 2007 C:
76920000 45d70ac8 Feb 17 14:01:44 2007 c:

\ WINDOWSsystem32 \ ntdlil.dll
\ WINDOWSsystem32 \ kernel32.dll
\ WINDOWSsystem32 \ ADVAPI32.dII
\ WINDOWSsystem32 \ RPCRT4.dIl
\ WINDOWSsystem32 \ Secur32.dll
\ WINDOWSsystem32 \ NTMARTA.DLL
\ WINDOWSsystem32 \ msvcert.dll
\ WINDOWSsystem32 \ USER32.dll
\ WINDOWSsystem32 \ GDI32.dll
C:\ WINDOWSsystem32 \ WLDAP32.dll
\ WINDOWSsystem32 \ SAMLIB.dII
\ WINDOWSsystem32 \ ole32.dll
\ WINDOWSsystem32 \ xp sp2res.dll
\ windows \ system32 \ Imhsvc.dll
\ windows \ system32 \ iphlpapi.dll
\ windows \ system32 \ PSAPI.DLL
\ windows \ system32 \ WS2_32.dll
\ windows \ system32 \ WS2HELP.dI|
\ WINDOWSSystem32 \ mswsock.dll
\ WINDOWSsystem32 \ DNSAPLdII
\ WINDOWSsystem32 \ rasadhlp.dll
\ windows \ system32 \ w32time.dI|
\ windows \ system32 \ msvcp60.dIl
\ WINDOWSsystem32 \ NETAPI32.dll
\ windows \ system32 \ USERENV.dII

5f270000 45d70ada Feb 17 13:5 9:38 2007 C:  \ WINDOWSsystem32 \ hnetcfg.dll

71ae0000 45d70af3 Feb 17 14:02:27 2007 C:
76f70000 45d70ac7 Feb 17 14:01:43 2007 C:

SubSystemData: 00000000

\ WINDOWSSystem32 \ wshtcpip.dll
\ WINDOWSSystem32 \ winrnr.dll
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ProcessHeap: 0 0080000

ProcessParameters: 00020000

WindowTitle: 'C: \ WINDOWSsystem32 \ svchost.exe'

ImageFile: 'C: \ WINDOWSsystem32 \ svchost.exe'

CommandLine: 'C:  \ WINDOWSsystem32 \ svchost.exe - k LocalService'
DlIPath:

'C: \ WINDOWSsystem32;C:  \ WINDOWSsystem32;C:  \ WINDOWSsystem;C: \ WINDOWS;.;C: \ WINDOWSsystem32;C: \ WIND
OWS;C:\ WINDOWSSystem32 \ Wbhem'
Environment: 00010000

ALLUSERSPROFILE=C\ Documents and Settings \ All Users

ClusterLog=C: \ WINDOWSCluster \ cluster.log

CommonPogramFiles=C: \ Program Files \ Common Files

COMPUTERNAMESMPUTERNAME

ComSpec=C:\ WINDOWSsystem32 \ cmd.exe

FP_NO_HOST_CHECK=NO

NUMBER_OF_PROCESSORS=1

OS=Windows_NT

Path=C: \ WINDOWSsystem32;C: \ WINDOWS;Ct WINDOWSSystem32 \ Wbhem

PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS,;.VBE;.JS;.JSE; WSF;.WSH

PROCESSOR_ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family 15 Model 5 Stepping 10, AuthenticAMD

PROCESSOR_LEVEL=15

PROCESSOR_REVISION=050a

ProgramFiles=C: \ Program Files

SystemDrive=C:

SystemRoot=C: \ WINDOWS

TEMP=C\ DOCUMEAILOCALS~1 LOCALS~2 Temp

TMP=C:\ DOCUMEAILOCALS~1 LOCALS~1 Temp

USERDOMAIN=NT AUTHORITY

USERNAME=LOCAL SERVICE

USERPROFILE=C) Documents and Settings \ LocalService

windir=C: \ WINDOWS

THREAD 862e7a70 Cid 0328.032c Teb: 7ffdd000 Win32Thread: e1833008 WAIT: (Unknown)
UserMode Non - Alertable
863665dc NotificationEvent
Not impersona ting

DeviceMap el59ad18

Owning Process 862fdbf0 Image: svchost.exe

Wait Start TickCount 5488 Ticks: 110480 (0:00:28:46.250)
Context Switch Count 47 LargeStack
UserTime 00:00:00.000

KernelTime 00:00:00.109

Win32 Start Address svchostlwmainCRT Startup (0x010020b9)

Start Address kernel32!BaseProcessStartThunk (0x77e617f8)

Stack Init f7547000 Current f7546c04 Base 7547000 Limit f7543000 Call O
Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f7546c1c 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f7546c34 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f7546c78 808ed456 nt'KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f7546ca0 808eab5ad nt!lopSynchronousServiceTail+0x180 (FPO: [Non - Fpo))
f7546d38 80883908 nt!NtReadFile+ 0x5d5 (FPO: [Non - Fpo])

f7546d38 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f7546d64)
0006fc40 7¢82776b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0006fc44 77e418b2 ntdll'NtReadFile+0xc (FPO: [9,0,0])

0006fcac 77f  65edb kernel32!ReadFile+0x16¢ (FPO: [Non - Fpo))

0006fcd8 77f65f82 ADVAPI32!ScGetPipelnput+0x2a (FPO: [Non - Fpo))

0006fd4c 77f51ed9 ADVAPI32!ScDispatcherLoop+0x51 (FPO: [Non - Fpo))

0006ffb0 0100213d ADVAPI32!IStartServiceCtriDispatcherW+ 0xe3 (FPO: [Non - Fpo))

0006ffcO 77e6f23b svchost!_wmainCRTStartup+0x7f (FPO: [0,0,2])
0006fff0 00000000 kernel32!BaseProcessStart+0x23 (FPO: [Non - Fpo])



THREAD 862cab28 Cid 0328.034c Teb: 7ffdb000 Win32Thread: 00000000 WAIT: (Un
UserMode Non - Alertable
86300960 SynchronizationEvent
8633fba0 SynchronizationEvent
IRP List:
863713e8: (0006,0094) Flags: 00000000 Mdl: 85dflcd8
Not impersonating
DeviceMap e159ad18
Owning Process 862fdbf0 Image: svchost.exe
Wait Start TickCount 115363 Ticks: 605 (0:00:00:09.453)
Context Switch Count 253
UserTime 00:00:00.015
KernelTime 00:00:00.109
Win32 Start Address ADVAPI32!ScSvcctriThreadA (0x77f65e70)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f68ba000 Cu rrent f68b9914 Base f68ba000 Limit f68b7000 Call O
Priority 10 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr
f68b992c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f68b9944 808282b0 nt'KiSwapThread+0x83 (F PO: [Non - Fpo])

f68b9978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f68b9bf4 80930€96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f68b9d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6 8b9d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f68b9d64)
0095fd98 7¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0095fd9c 74a430d8 ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0095ff70 010012a4 Imhsvc!Servic eMain+0x20a (FPO: [Non - Fpa))
0095ffad 77f65e91 svchost!ServiceStarter+0x9e (FPO: [Non - Fpo])
0095ffb8 7764829 ADVAPI32!ScSvcctriThreadW+0x21 (FPO: [Non - Fpo])
0095ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 8637bc20 Cid 0328.0360 Teb: 7ffda000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
863008h8 SynchronizationEvent
86300888 SynchronizationEvent

IRP List:
86433798: (0006,0094) Flags: 0000 0000 MdI: 8630f0d8
Not impersonating
DeviceMap el59ad18
Owning Process 862fdbf0 Image: svchost.exe
Wait Start TickCount 4060 Ticks: 111908 (0:00:29:08.562)
Context Switch Count 2
UserTime 00:00:00.000
KernelTime 00:00:00.015
Win32 Start Address Imhsvc!ChecklPAddrWorkerRtn (0x74a42dcb)
Start Address kernel32!BaseThreadSta rtThunk (Ox77e617ec)

Stack Init f68b2000 Current f68b1914 Base f68b2000 Limit f68af000 Call 0
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f68b192c 8082ffb7 nt!KiSwapCon text+0x25 (FPO: [Uses EBP] [0,0,4])

f68b1944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6801978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f68b1bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f68b1d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f68b1d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f68b1d64)
009aff78 7¢827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

009aff7c 74a42e61 ntdl ['NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

009affb8 77e64829 Imhsvc!ChecklPAddrWorkerRtn+0x96 (FPO: [Non - Fpo])
009affec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

known)
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THREAD 8637b9b0 Cid 0328.0364 Teb: 7ffd9000 Win 32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
863005b8 NotificationEvent
8637ba28 NotificationTimer
Not impersonating
DeviceMap e159ad18
Owning Process 862fdbf0 Image: svchost.exe
Wait Start TickCount 115478 Ticks: 490 (0:00:00:07.656)
Context Switch Count 30
UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address Imhsvc!SmbGetHostThread (0x74a44003)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f68ae000 Current f68adc78 Base f68ae000 Limit f68ab000 Call O
Priority 8 BasePriority 8 PriorityDec rement O
ChildEBP RetAddr
f68adc90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f68adca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f68adcec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f68add50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo])

f68add50 7¢8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f68add64)
009efb68 7¢827d0b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

009efb6e 77e61d1le ntdll!NtWaitFo rSingleObject+0xc (FPO: [3,0,0])

009efbdc 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
009efbf0 74244064 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])
009effb8 7764829 Imhsvc!SmbGetHostThread+0x61 (FPO: [Non - Fpo])

009effec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 86350db0 Cid 0328.0368 Teb: 7ffd8000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
863005h8 NotificationEvent
86350e28  NotificationTimer
Not impersonating
DeviceMap el59ad18
Owning Process 862fdbf0 Image: svchost.exe
Wait Start TickCount 115478 Ticks: 490 (0:00:00:07.656)
Context  Switch Count 31
UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address Imhsvc!SmbGetHostThread (0x74a44003)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f68aa000 Current f68a9c78 Base f68aa000 Limit f68a7000 Call O
Priority 8 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr

f68a9c90 8082ffb7 nt! KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f68a9ca8 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f68a9cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f68a9d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo))

f68a9d50 7c¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f68a9d64)
00a2fb68 7¢827d0b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00a2fb6c 77e61dle ntdllINtWaitForSingleObject+0xc (FPO: [3,0,0])

00a2fbdc 77e61c8d kernel 32IWaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
00a2fbf0 74a44064 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo))
00a2ffb8 77e64829 Imhsvc!SmbGetHostThread+0x61 (FPO: [Non - Fpo))

00a2ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO :[Non - Fpo])



THREAD 85d546b0 Cid 0328.0618 Teb: 7ffd6000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
85d5c¢900 Semaphore Limit Ox7fffffff
85d54728 NotificationTimer
Not impersonating
DeviceMap e159ad18
Owning Process 862fdbf0 Image: svchost.exe
Wait Start TickCount 114964 Ticks: 1004 (0:00:00:15.687)
Context Switch Count 24
UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f654d000 Cu rrent f654cc24 Base f654d000 Limit f654a000 Call O
Priority 8 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr
f654cc3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f654cc54 808287b4 nt!KiSwapThread+0x83 (FP O: [Non - Fpo])
f654cc98 8091a5f1 ntlKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f654cd48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])

f654cd48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f654cd64)

00b6fel8 7¢82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00b6felc 77c885ac ntdll'NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00b6ff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non
00b6ff8c 77c8872d RPCRT4  !RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo])
00b6ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])
00b6ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))
00b6ffec 00000000 kernel32!BaseThreadStart+0x34 (FP O: [Non - Fpo])

THREAD 85d54440 Cid 0328.061c Teb: 7ffd5000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86338b58 QueueObject
85d544hb8 NotificationTimer
IRP List:
85d5fa48: (0006,0094) Flags: 00000800 Mdl: 00000000
Not impersonating
DeviceMap el59ad18
Owning Process 862fdbf0 Image: svchost.exe
Wait Start TickCount 114965 Ticks: 1003 (0:00:00:15.671)
Context Switch Count 37
UserTime 00:00:00.015
KernelTime 00:00:00.000
Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)
Start Address kernel32!BaseThreadStar tThunk (0x77e617ec)
Stack Init f652d000 Current f652cc4c Base f652d000 Limit f652a000 Call O
Priority 10 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr
f652cc64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f652cc7c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f652cccd 808e55e2 ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))
f652cd48 80883908 nt!NtRemoveloCompletion+0xdc (FPO: [Non - Fpo))
f652cd48 7c8285ec nt!KiFastCallEntry+0xf8 (FP O: [0,0] TrapFrame @ f652cd64)
OObafeac 7¢8277db ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00bafeb0 77e5bea? ntdll'ZwRemoveloCompletion+0xc (FPO: [5,0,0])
OObafedc 77c7b900 kernel32!GetQueuedCompletionStatus+0x29 (FPO: [Non - Fpo))
00baff18 77c7b703 RPCRT4!ICOMMON_ProcessCalls+0xal (FPO: [Non - Fpo))
00baff84 77c7b9b5 RPCRT4!ILOADABLE_TRANSPORT::ProcesslOEvents+0x117 (FPO: [Non
00baff8c 77c¢8872d RPCRT4!ProcesslOEventsWrapper+0xd (FPO: [Non - Fpo])
OObaffa c 77c¢7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])
00baffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])
OObaffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

- Fpo])

- Fpo))
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THREAD 860bc330 Cid 0328.0620 T eb: 7ffd4000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
85d5f130 NotificationEvent
862fdeb0 NotificationEvent
Not impersonating

DeviceMap e159ad18

Owning Process 862fdbf0 Image: svchost.exe

Wait Start TickCount 5515 Ticks: 110453 (0:00:28:45.828)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address USERENV!NotificationThread (0x76929dd9)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6529000 Current f6528914 Base 6529000 Limit f6526000 Call 0
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f652892c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6528944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

6528978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6528bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6528d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6528d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6528d64)
00bffecO 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00bffec4 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

00bffféc 77e62fbe kernel32!WaitForMultipleObjec tsEx+0x11a (FPO: [Non - Fpo))
00bfff88 76929e35 kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
00bfffb8 7764829 USERENV!NotificationThread+0x5f (FPO: [Non - Fpo])

00bfffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d54bf0 Cid 0328.0624 Teb: 7ffaf000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
85d78840 NotificationEvent
85d78810 SynchronizationEvent
Not impersonating

DeviceMap el59ad18

Owning Process 862fdbf0 Image: svchost.exe

Wait Start TickCount 5517 Ticks: 110451 (0:00:28:45.796)
Context Switch Count 9

UserTime 00:00:00.000

KernelTime 00:00:00.015

Win32 Start Address w32time!ClockDisciplineThread (0x767198ef)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6525000 Curren t f6524914 Base 6525000 Limit f6522000 Call 0
Priority 15 BasePriority 15 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f652492c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6524944  808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

6524978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f6524bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6524d48 80883908 nt!NtWaitForMultipleObjects+ 0xc8 (FPO: [Non - Fpo])

f6524d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6524d64)
00c3fcfc 7¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00c3fd00 77e6202c ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

00c3fda8 77e62fbe kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
00c3fdc4 767116d5 kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo))
00c3ffb8 7764829 w32time!ClockDisciplineThread+0x27¢ (FPO: [Non - Fpo])

00c3ffec 0000 0000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 860bc870 Cid 0328.062c Teb: 7ffae000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable
860bc8e8 NotificationTimer

Not impersonating

DeviceMap e159ad18

Owning Process 862fdbf0 Image: svchost.exe

Wait Start TickCount 72107 Ticks: 43861 (0:00:11:25.328)

Context Switch Count 13

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address ntdll'RtlpTimerThread (0x7¢83d3dd)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f651d000 Current f651cc 98 Base f651d000 Limit f651a000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f651cch0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f651ccc8 80827ele n tIKiSwapThread+0x83 (FPO: [Non - Fpo))

f651cdOc 8098c418 nt!KeDelayExecutionThread+0x254 (FPO: [Non - Fpo])

f651cd54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpa))

f651cd54 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6 51cd64)

00c7ffac 7¢826f4b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00c7ffa0 7c83d424 ntdll!NtDelayExecution+0xc (FPO: [2,0,0])

00c7ffb8 77e64829 ntdll'RtlpTimerThread+0x47 (FPO: [Non - Fpo))

00c7ffec 00000000 kernel32!BaseThre adStart+0x34 (FPO: [Non - Fpo])

THREAD 85d558a0 Cid 0328.0634 Teb: 7ffad000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
85d63b90 QueueObject
85d55918 NoatificationTimer
IRP List:
85d55bf0: (0006,0094) Flags: 00000000 Mdl: 00000000
Not impersonating

DeviceMap el59ad18

Owning Process 862fdbf0 Image: svchost.exe

Wait Start TickCount 115932 Ticks: 36 (0:00:00:00.562)
Context Switch Count 76

UserTime 00:00:00.000

KernelTime 00:00:00.093

Win32 Start Address ntdll!RtipWorkerThread (0x7c839efb)

Start Addr  ess kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6515000 Current f6514c4c Base 6515000 Limit f6512000 Call O
Priority 9 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f6514c64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f6514c7c 80829fc5 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6514cc4 808e55e2 nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpo))
f6514d48 80883908 nt!INtRemoveloCompletion+0xdc (FPO: [Non - Fpo))

f6514d48 7¢8285ec n  t!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6514d64)
00cbff70 7¢8277db ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00cbff74 7c839f38 ntdll'ZwRemoveloCompletion+0xc (FPO: [5,0,0])

00cbffb8 7764829 ntdll!RtlpWorkerThread+0x3d (FPO: [Non - Fpo])
00cbffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))
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THREAD 85d51a80 Cid 0328.0638 Teb: 7ffac000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
862ef690 NotificationTimer
85d518e0 NotificationEvent
860bcb10 SynchronizationEvent
85d518e0 NotificationEvent
85d51910 SynchronizationEvent
85d71540 NotificationEvent
85d71570 SynchronizationEvent
85d5fb10 SynchronizationEvent
85d54bf0 Thread
85d63c68 SynchronizationEvent
85d63c38 SynchronizationEvent
85d5fea0 SynchronizationEvent
85d714b0 NotificationEvent
85d51940  SynchronizationEvent
Not impersonating
DeviceMap e159ad18
Owning Process 862fdbf0 Image: svchost.exe
Wait Start TickCount 115932 Ticks: 36 (0:00:00:00.562)
Contex t Switch Count 50
UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address ntdll'RtlpWaitThread (0x7c83c643)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6511000 Current f6510914 Base 6511000 Limit f650e000 Call 0
Priority 10 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr
f651092c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6510944 8 08282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

6510978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6510bf4 8093096 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6510d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f6510d48 7c8285ec ntlKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6510d64)
00cffcec 7¢827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00cffcfO 7¢83c78e ntd [IINtWaitForMultipleObjects+0xc (FPO: [5,0,0])

00cfffb8 77e64829 ntdll'RtlpWaitThread+0x161 (FPO: [Non - Fpa))

00cfffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))

THREAD 86380b70 Cid 0328.07f0 Teb: 7ffd7000 Win32Thread : 00000000 WAIT: (Unknown)

UserMode Non - Alertable
85d5¢c900 Semaphore Limit Ox7fffffff
86380be8 NotificationTimer
Not impersonating
DeviceMap el159ad18
Owning Process 862fdbf0 Image: svchost.exe
Wait Start TickCount 114967 Ticks: 1001 (0:00:00:15.640)
Context Switch Count 18
UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f65d1000 Current f65d0c24 Base f65d1000 Limit f65ce000 Call O
Priority 8 BasePriority 8 PriorityDecreme nt 0
ChildEBP RetAddr
f65d0c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f65d0c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f65d0c98 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f65d 0d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])

f65d0d48 7c¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f65d0d64)
00d3fe18 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00d3felc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00d3ff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo])
00d3ff8c 77c¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo])

00d3ffac ~ 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

00d3ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

00d3ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 85d41478 Cid 0328.07f4 Te b: 7ffab000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86338b58 QueueObject
85d414f0 NotificationTimer
Not impersonating
DeviceMap e159ad18
Owning Process 862fdb fOo Image: svchost.exe
Wait Start TickCount 114965 Ticks: 1003 (0:00:00:15.671)
Context Switch Count 34
UserTime 00:00:00.000
KernelTime 00:00:00.00 0
Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6519000 Current f6518c4c Base 6519000 Limit f6516000 Call O
Priority 8 BasePriority 8 Priorit yDecrement O
ChildEBP RetAddr
f6518c64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6518c7c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6518cc4 808e55e2 ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))
f651 8d48 80883908 ntINtRemoveloCompletion+0xdc (FPO: [Non - Fpo])

f6518d48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6518d64)
00d7feac 7¢8277db ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00d7feb0 77e5bea2 ntdll'ZwRemoveloCompletion+0xc (FPO: [5,0,0])

00d7fedc 77c7b900 kernel32!GetQueuedCompletionStatus+0x29 (FPO: [Non - Fpo))

00d7ff18 77¢7b703 RPCRT4!COMMON_ProcessCalls+0xal (FPO: [Non - Fpo])

00d7ff84 77c7b9b5 RPCRT4!ILOADABLE_TRANSPORT::ProcesslOEvents+0x117 (FPO: [Non - Fpo))
00d7ff8c 77¢c8872d RPCRT4!ProcesslOEventsWrapper+0xd (FPO: [Non - Fpo])

00d7ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

00d7ffb8 7764829 RPCRT4!T hreadStartRoutine+0x1b (FPO: [Non - Fpo])

00d7ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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Svchost process (netsvcs)

PROCESS 86433518 Sessionld: 0 Cid: 0350 Peb: 7ffdb000 ParentCid: 0198
DirBase: 3af1al40 ObjectTable: el7ec890 HandleCount: 871.
Image: svchost.exe
VadRoot 862e09c8 Vads 308 Clone 0 Private 2036. Modified 30. Locked 3.

DeviceMap €1000170

Token 1985978
ElapsedTime 00:39:03.843
User Time 00:00:03.171
KernelTime 00:00:19.812
QuotaPoolUsage[PagedPool] 130076
QuotaPoolUsage[NonPagedPool] 25984

Working Set Sizes (now,min,max) (4627, 50, 345) (18508KB, 200KB, 1380KB)

PeakWorkingSetSize 5501
VirtualSize 78 Mb
PeakVirtualSize 112 Mb
PageFaultCount 45300
MemoryPriority BACKGROUND
BasePriority 8

CommitCharge 3217

Setting context for this process...
.process /p /r ffffffff86433518

Ipeb
PEB at 7ffdb000
InheritedAddressSpace: No
ReadlmageFileExecOptions: No
BeingDebugged: No
ImageBaseAddress: 01000000
Ldr 7c8877e0
Ldr.Initialized: Yes
Ldr.InInitializationOrderModu
Ldr.InLoadOrderModuleList:
Ldr.InMemoryOrderModuleList: 00081eb8 . 04799588
Base TimeStamp Module
1000000 45d6a03c Feb 17 06:27:08 2007 C:

leList: 0008118 . 04799590
00081eb0 . 04799580

\ WINDOWSSystem32 \ svchost.exe

7c800000 45d70ad8 Feb 17 14:02:00 2007 C:
77e40000 45d70ad8 Feb 17 14:02:00 2007 C:
77f50000 45d70a26 Feb 17 13:59:02 2007 C:
77c50000 45d70aaa Feb 17 14:01:14 2007 C:
76f50000 45d70ac3 Feb 17 14:01:39 2007 C:
77e00000 45d70aab Feb 17 14:01:15 2007 C:
77ba0000 45d70b06 Feb 17 14:02:46 2007 C:
77380000 45d70ac7 Feb 17 14:01:43 2007 C:
77c00000 45d70a3e Feb 17 13:59:26 2007 C:

76f10000 45d70a d5 Feb 17 14:01:57 2007 C:

7e020000 45d70aa8 Feb 17 14:01:12 2007 C:
77670000 45d70aa5 Feb 17 14:01:09 2007 C:
650000 45d69418 Feb 17 05:35:20 200

7fcf0000 45d70ad8 Feb 17 14:02:00 2007 c:
76e30000 45d70abb Feb 17 14:01:31 2007 c:
76cc0000 3e80249b Mar 25 09:42:51 2003 c:
76d10000 45d70a45 Feb 17 13:59:33 2007 c:
76ed0000 45d70a64 Feb 17 14:00:04 2007 c:
71c00000 45d70ae9 Feb 17 14:02:17 2007 c:
71bf0000 45d70aea Feb 17 14:02:18 2007 c:
76¢f0000 45d70a6¢ Feb 17 14:00:12 2007 c:
76b70000 45d70ab5 Feb 17 14:01:25 2007 c:
77d00000 45d70aa6 Feb
761b0000 45d70a80 Feb 17 14:00:32 2007 C:
76190000 45d70aac Feb 17 14:01:16 2007 C:
76f00000 45d70af7 Feb 17 14:02:31 2007 ¢
771f0000 45d70ace Feb 17 14:01:50 2007 c:
71c40000 45d70a82 Feb 17 14:00:34 2007 C:
77da0000 45d70ac0 Feb 17 14:01:36 2007 C:

17 14:01:10 2007 C:

7C:

\ WINDOWSsystem32 \ ntdlil.dll

\ WINDOWSsystem32 \ kernel32.dll

\ WINDOWSsystem32 \ ADVAR32.dIl

\ WINDOWSsystem32 \ RPCRT4.dIl

\ WINDOWSsystem32 \ Secur32.dll

\ WINDOWSSystem32 \ NTMARTA.DLL
\ WINDOWSsystem32 \ msvcert.dll

\ WINDOWSsystem32 \ USER32.dll

\ WINDOWSsystem32 \ GDI32.dll

\ WINDOWSsystem32 \ WLDAP32.dll
\ WINDOWSSystem32 \ SAMLIB.dII

\ WINDOWSsystem32 \ ole32.dll

\ WINDOWSSystem32 \ xpsp2res.dll

\ windows \ system32 \ wzcsvc.dll

\ windows \ system32 \ rtutils.dll

\ windows \ system 32\ WML.dlI

\ windows \ system32 \ DHCPCSVC.DLL
\ windows \ system32 \ DNSAPLdII

\ windows \ system32 \ WS2_32.dll

\ windows \ system32 \ WS2HELP.dI|
\ windows \ system32 \ iphlpapi.dll

\ windows \ system32 \ PSAPI.DLL

\ WINDOWSsystem32 \ OLEAUT32.dll
\ WINDOWSsystem32 \ CRYPT32.dll
\ WINDOWSsystem32 \ MSASN1.dll

-\ windows \ system32 \ WTSAPI32.dll

\ windows \ system32 \ WINSTA.dII
\ WINDOWSsystem32 \ NETAPI32.dll
\ WINDOWSsystem32 \ SHLWAPL.dII



4b180000 45d70a3c Feb 17 13:59:24 2007 c:
76a80000 3e80249c Mar 25 09:42:52 2003 c:
76b40000 45d70ac3 Feb 17 14:01:39 2007 c:
68000 000 45d69786 Feb 17 05:49:58 2007 C:
777b0000 45d70a3b Feb 17 13:59:23 2007 C:
77010000 45d70a76 Feb 17 14:00:22 2007 C:
77b90000 45d70ac8 Feb 17 14:01:44 2007 C:
74d10000 45d70aaa Feb 17 14:01:14 2007 C:
75360000 45d70a85 Feb 17 14:00:37 2007 C:
76bb0000 45d 70acf Feb 17 14:01:51 2007 C:
76¢10000 45d70a5d Feb 17 13:59:57 2007 C:
76cd0000 45d70a85 Feb 17 14:00:37 2007 C:
76df0000 45d70a1l1 Feb 17 13:58
76dc0000 45d70a22 Feb 17 13:58:58 2007 C:
76b80000 45d70a7f Feb 17 14:00:31 2007 C:
7c¢8d0000 45d70abb Feb 17 14:01:31 2007 C:
770e0000 45d70ab3 Feb 17 14:01:23 2007 C:
76e90000 45d70a9e Feb 17 14:01:02 2007 C:
76e40000 45d70aa3 Feb 17 14:01:07 2007 C:
76e60000 45d70abc Feb 17 14:01:32 2007 C:
76aa0000 45d70af0 Feb 17 14:02:24 2007 C:
72430000 45d70ac8 Feb 17 14:01:44 2007 C:
77530000 45d70a06 Feb 17 13:58:30 2007 C:
Controls_6595b64144ccfldf_5.82.3790.3959_x
77420000 45d70a05 Feb 17 13:58:29 2007 C:
Controls_6595b641  44ccfldf 6.0.3790.3959 x
76670000 45d70aa0 Feb 17 14:01:04 2007 C:
76ad0000 45d70aac Feb 17 14:01:16 2007 c:
766f0000 45d70a9f Feb 17 14:01:03 2007
76¢40000 45d70a49 Feb 17 13:59:37 2007 c:
76920000 45d70ac8 Feb 17 14:01:44 2007 c:
74d70000 45d70ad8 Feb 17 14:02:00 2007 C:
74fc0000 45d70ad1 Feb 17 14:01:53 2007 c:
59ec0000 45d70ae4 Feb 17 14:02:12 2007 C:
74ed0000 45d70aec Feb 17 14:02:20 2007 c:
5f27 0000 45d70a4a Feb 17 13:59:38 2007 C:
4¢590000 45d70a28 Feb 17 13:59:04 2007 c:
75e60000 45d70a36 Feb 17 13:59:18 2007 c:
73c70000 45d70acl Feb 17 14:01:37 2007 c:
74d60000 45d70a97 Feb 17 14:00:55 2007 c:
77930000 45d70a3b Feb 17 13:59:23 2007 c:
74db0000 45d70a5e Feb 17 13:59:58 2007 c:
76da0000 45d70a84 Feb 17 14:00:36 2007 c:
751c0000 45d70a27 Feb 17 13:59:03 2007 c:
5b890000 45d70ad 7 Feb 17 14:01:59 2007 c:
71bd0000 45d70a84 Feb 17 14:00:36 2007 C:
76b10000 3e80249c Mar 25 09:42:52 2003 c:
76be0000 45d70ab5 Feb 17 14:01:25 2007 c:
74e00000 45d70a18 Feb 17 13:58:48 2007 c:
5f8c0000 3e80253¢c Mar 25 09:45:32 2003 C:
75da0000 45d70afe Feb 17 14:02:38 2007 C:
74eb0000 45d70aca Feb 17 14:01:46 2007 c:
42710000 45d70ad8 Feb 17 14:02:00 2007 C:
72310000 45d70aad Feb 17 14:01:17 2007 c:
5fb50000 45d7 0aal Feb 17 14:01:04 2007 c:
766d0000 45d70abc Feb 17 14:01:32 2007 c:
4e7c0000 45d70a04 Feb 17 13:58:28 2007

C:\ WINDOWSNINSxS\ x86_Microsoft.Windows.WIinHTTP_6595b64144ccfldf 5.1.3790.

ww_D1A2C082 WINHTTP.dII

50000000 45d6a097 Feb 17 06:28:39 2007 c:
58af0000 45d70aed Feb 17 14:02:21 2007 c:

50040000 46ae8ef5 Jul 31 02:23:01 2007 C:

73070000 45d70ach Feb 17 14:01:47 2007 C:
74fa0000 45d70a19 Feb 17 13:58:49 2007 C:
60410000 3e802590 Mar 25 09:46:56 2003 C:
71b20000 45d70b0d Feb 17 14:02:53 2007 C:
71ae0000 45d70af3 Feb 17 14:02:27 2007 C:
68100000 45d6978b Feb 17 05:50:03 2007 C:
750f0000 45d70ad3 Feb 17 14:01:55 2007 C:
752e0000 45d70ad5 Feb 17 14:01:57 2007 C:

41 2007 C:

\ windows \ system32 \ ESENT.dII

\ windows \ system32 \ ATL.DLL

\ windows \ system32 \ shsvcs.dll

\ WINDOWSSystem32 \ rsaenh.dll

\ WINDOWSSystem32 \ CLBCatQ.DLL
\ WINDOWSSystem32 \ COMRes.dll

\ WINDOWSsystem32 \ VERSION.dII

\ WINDOWSSystem32 \ rastls.dll

\ WINDOWSsystem32 \ CRYPTULII

\ WINDOWSsystem32 \ WINTRUST.dII
\ WINDOWSsystem32 \ imagehlp.dll

\ WINDOWSSystem32 \ MPRAPI.dII

\ WINDOWSSystem32 \ ACTIVEDS.dII
\ WINDOWSSystem32 \ adsldpc.dll

\ WINDOWSSystem32 \ credui.dll

\ WINDOWSsystem32 \ SHELL32.dll

\ WINDOWSSystem32 \ SETUPAPL.dII
\ WINDOWSSystem32 \ RASAPI32.dll
\ WINDOWSSystem32 \ rasman. dll

\ WINDOWSSystem32 \ TAPI32.dll

\ WINDOWSSystem32 \ WINMM.dII

\ WINDOWSSystem32 \ WinSCard.dll
\ WINDOWSNInSxS\ x86_Microsoft.Windows.Common

- ww_78FCF8DA COMCTL32.dll

\ WINDOWSNInSxS\ x86_Microsoft.Windows.Common

- ww_D8713E55 Comctl32.dll

\ WINDOWSSystem32 \ raschap.dll
\ windows \ system32 \ schedsvc.dll

> \ windows \ system32 \ NTDSAPIL.dII

\ windows \ system32 \ AUTHZ.dII

\ windows \ system32 \ USERENV.dII
\ WINDOWSSystem32 \ M5IDLE.DLL

\ windows \ system32 \ wkssvc.dll

\ WINDOWSSystem32 \ wiarpc.dll

\ windows \ system32 \ srvsvc.dll

\ WINDOWSSystem32 \ HNETCFG.DLL
\ windows \ system32 \ aelupsvc.dll

\ windows \ system32 \ apphelp.dll

\ windows \ system32 \ seclogon.dll

\ windows \ pchealth \ helpctr \ binaries \ pchsvc.dll
\ windows \ system32 \ es.dll

\ windows \ system32 \ dmserver.dll

\ windows \ system32 \ cryptsvc.dll

\ windows \ system32 \ certcli.dll

\ windows \ system32 \ VSSAPI.DLL

\ WINDOWSsystem32 \ MPR.dII

\ windows \ system32 \ sfc.dll

\ wi ndows\ system32 \ sfc_os.dll

\ windows \ system32 \ browser.dll

\ WINDOWSSystem32 \ NETRAP.dII

\ WINDOWSSystem32 \ SXS.DLL

\ windows \ system32 \ trkwks.dll

\ WINDOWSSystem32 \ comsvcs.dll

\ windows \ system32 \ sens.dll

\ windows \ system32 \ gmgr.dll

\ windows \ system32 \ SHFOLDER.dII

3959 x -

\ windows \ system32 \ wuauserv.dll

\ windows \ system32 \ wbem wmisvc.dll

\ WINDOWSsyst em32\ wuaueng.dll

\ WINDOWSSystem32 \ WINSPOOL.DRV

\ WINDOWSSystem32 \ Cabinet.dll

\ WINDOWSSystem32 \ mspatcha.dll

\ WINDOWSsystem32 \ mswsock.dll

\ WINDOWSSystem32 \ wshtcpip.dll

\ WINDOWSSystem32 \ dssenh.dll

\ WINDOWSsystem32 \ wbem wbemcomn.dll
\ WINDOWSSystem32 \ Wberhwbemcore.dll
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3de0000 45d6a071 Feb 17 06:28:01 2007 C:
769f0000 45d70a3f Feb 17 13:59:27 2007 C:
75550000 45d70a3a Feb 17 13:59:22 2007 C:
74ce0000 3e8024a8 Mar 25 09:43:04 2003 C:
74e 60000 45d70aef Feb 17 14:02:23 2007 C:
75060000 45d70ab7 Feb 17 14:01:27 2007 C:
58b50000 45d70aeb Feb 17 14:02:19 2007 C:
5fb1 0000 45d70a7a Feb 17 14:00:26 2007 C:
75200000 45d70ad7 Feb 17 14:01:59 2007 C:
5faf0000 45d70a7c Feb 17 14:00:28 2007 C:
77840000 45d7 0a86 Feb 17 14:00:38 2007 c:
76300000 45d70a8a Feb 17 14:00:42 2007 c:
74de0000 45d70a43 Feb 17 13:59:31 2007 c:
77210000 45d70aee Feb 17 14:02:2
730a0000 45d70af9 Feb 17 14:02:33 2007 c:
753e0000 45d70aa2 Feb 17 14:01:06 2007 C:
76f80000 45d70a9d Feb 17 14:01:01 2007 C:
73c80000 45d70ad4 Feb 17 14:01:56 2007 C:

SubSystemData: 00000000

ProcessHeap: 00080000

ProcessParameters: 00020000

WindowTitle: 'C:
ImageFile: 'C:
CommandLine: 'C:
DlIPath:

'C: \ WINDOWSSystem32;C: \ WINDOWSsystem32;C:  \ WINDOWSsystem;C:

OWS;C:\ WINDOWSSystem32 \ Whan'
Environment: 00010000

ALLUSERSPROFILE=C\ Documents and Settings
\ WINDOWSCluster \ cluster.log
\ Common Files

ClusterLog=C:
CommonProgramFiles=C: \ Program Files
COMPUTERNAMESMPUTERNAME
ComSpec=C:\ WINDOWSsystem32 \ cmd.exe
FP_NO_HOST_CHECK=NO
NUMBER_OF_PROCESSORS=1
OS=Windows_NT

22007 C:

\ WINDOWSSystem32 \ svchost.exe'
\ WINDOWSSystem32 \ svchost.exe'
\ WINDOWSSystem32 \ svchost.exe

\ WINDOWSSystem32 \ msvcp60.dll

\ WINDOWSSystem32 \ Wberh esscli.dll

\ WINDOWSSystem32 \ Wberh FastProx.dll
\ WINDOWSsystem32 \ wbem wbemsvc.dll
\ WINDOWSsystem32 \ wbem wmiutils.dll

\ WINDOWSsystem32 \ wbem repdrvfs.dll
\ WINDOWSsystem32 \ wbem wmiprvsd.dll
\ WINDOWSsystem32 \ NCObjAPI.DLL

\ WINDOWSsystem32 \ whem wbemess.dll
\ WINDOWSsystem32 \ whem ncprov.dll

\ windows \ system32 \ netman.dll

\ windows \ system32 \ netshell.dll

\ windows \ system32 \ CLUSAPL.dII

\ WINDOWSsystem32 \ WININET.dII

\ windows \ system32 \ WZCSAPI.DLL

\ WINDOWSSystem32 \ RASDLG.dII

\ WINDOWSSystem32 \ rasadhlp.dll

\ WINDOWSsystem32 \ wbeml wbemcons.dll

- k netsvcs'

\ All Users

Path=C: \ WINDOWSsystem32;C: \ WINDOWS;Ct WINDOWSSystem32 \ Wbhem
PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE;.WSF;.W SH

PROCESSOR_ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family 15 Model 5 Stepping 10, AuthenticAMD

PROCESSOR_LEVEL=15
PROCESSOR_REVISION=050a
ProgramFiles=C: \ Program Files
SystemDrive=C:

SystemRoot=C: \ WINDOWS

TEMP=C\ WINDOWSTEMP

TMP=C:\ WINDOWSTEMP
USERPROFILE=C) Documents and Settings
windir=C: \ WINDOWS

\ Default User

\ WINDOWS;.;C: \ WINDOWSsystem32;C:

\ WIND



THREAD 8633c468 Cid 0350.0354 Teb: 7ffdf000 Win32Thread: €19150e0 WAIT: (Unknown)
UserMode Non- Alertable
863796dc NotificationEvent
Not impersonating

DeviceMap €1000170

Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 20713 Ticks: 95255 (0:00:24:48.359)
Context Switch Count 154 LargeStack

UserTime 00:00:00.000

KernelTime 00:00:00.156

Win32 Star t Address svchostlwmainCRT Startup (0x010020b9)

Start Address kernel32!BaseProcessStartThunk (0x77e617f8)

Stack Init f6b23000 Current f6b22c04 Base f6b23000 Limit f6b20000 Call 0
Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

feb22clc 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6b22c34 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6b22c78 808ed456 nt!KeWaitForSingleObject+0x2e0 (FPO: [ Non- Fpo])
féb22ca0 808ea5ad ntllopSynchronousServiceTail+0x180 (FPO: [Non - Fpo])
f6b22d38 80883908 nt!NtReadFile+0x5d5 (FPO: [Non - Fpo))

f6b22d38 7¢c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6b22d64)
0006fc40 7c82  776b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0006fc44 77e418b2 ntdll'NtReadFile+0xc (FPO: [9,0,0])

0006fcac 77f65edb kernel32!ReadFile+0x16c (FPO: [Non - Fpo])

0006fcd8 77f65f82 ADVAPI32!ScGetPipelnput+0x2a (FPO: [Non - Fpo))

0006fd4c 77f51ed9 ADVAPI32!ScDispatcherLoop+0x51 (FPO: [Non - Fpo])

0006ffb0 0100213d ADVAPI32!StartServiceCtriDispatcherW+0xe3 (FPO: [Non - Fpo))
0006ffcO 77e6f23b svchost!_wmainCRTStartup+0x7f (FPO: [0,0,2])

0006fff0 00000000 kernel32! BaseProcessStart+0x23 (FPO: [Non - Fpo])

THREAD 8632ad08 Cid 0350.0370 Teb: 7ffdcO00 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable
8632ad80 NotificationTimer

Not impersonating

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 113685 Ticks: 2283 (0:00:00:35.671)

Context Switch Count 73

UserTime 00:00:00.000

KernelTime 00:00:00.046

Win32 Start Address ntdll'RtipTimerThread (0x7c83d3dd)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f68a6000 Current f68a5c9 8 Base f68a6000 Limit f68a3000 Call 0

Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f68a5ch0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f68a5cc8 80827ele nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f68a5d0c 8098c418 nt!KeDelayExecutionThread+0x254 (FPO: [Non - Fpo))

f68a5d54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpo))

f68a5d54 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f68a5d64)

00d2ff9c 7c826f4b nt dil'KiFastSystemCallRet (FPO: [0,0,0])

00d2ffa0 7¢83d424 ntdll!NtDelayExecution+0xc (FPO: [2,0,0])

00d2ffb8 77e64829 ntdll'RtlpTimerThread+0x47 (FPO: [Non - Fpo))

00d2ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))
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THREAD 863fc020 Cid 0350.0374 Teb: 7ffda000 Win32Thread: €197b008 WAIT: (Unknown)
UserMode Non - Alertable
862fda98 QueueObject
863fc098 NotificationTimer

IRP List:
86300a98: (0006,0094) Flags: 00000900 Mdl: 86315298
Not impersonating
DeviceMap 1000170
Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 115428 Ticks: 540 (0:00:00:08.437)
Context Switch Count 410 LargeStack
UserTime 00:00:00.156
KernelTime 00:00:00.406
Win32 Start Address ntdll'RtlpWorkerThread (0x7c839efb)
Start Address kernel32!Ba seThreadStartThunk (0x77e617ec)

Stack Init f6ac3000 Current féac2c4c Base f6ac3000 Limit f6ac0000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

féac2c64 8082ffb7 nt!IKiSwapContext+0x25 (FPO: [Uses EB P]1[0,0,4])
féac2c7c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))

féac2cc4 808e55e2 nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpa))
féac2d48 80883908 nt!NtRemoveloCompletion+0xdc (FPO: [Non - Fpo])
féac2d48 7¢8285ec nt!KiFastCallEnt ry+0xf8 (FPO: [0,0] TrapFrame @ f6ac2d64)
00d6ff70 7¢8277db ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00d6ff74 7¢839f38 ntdll'ZwRemoveloCompletion+0xc (FPO: [5,0,0])

00d6ffb8 7764829 ntdll'RtlpWorkerThread+0x3d (FPO: [Non - Fpo])
00d6ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 862fa740 Cid 0350.0378 Teb: 7ffd9000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862fda98 QueueObject
862fa7b8 NotificationTim er
IRP List:
864288e8: (0006,01b4) Flags: 00000800 Mdl: 00000000
865a04b0: (0006,01b4) Flags: 00000000 Mdl: 00000000
Not impersonating
DeviceMap 1000170
Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 114982 Ticks: 986 (0:00:00:15.406)
Context Switch Count 191
UserTime 00:00:00.031
KernelTime 00:00:00.531
Win32 Start Address ntdll'RtipWorkerThread (0x7c839efb)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f689e000 Current f689dc4c Base f689e000 Limit f689b000 Call O
Priority 8 BasePriority 8 PriorityDecrement O
ChildEBP RetAddr
f689dc64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f689dc7c 80829fc5 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))
f689dcc4 808e55e2 nt'lKeRemoveQueu e+0x3al (FPO: [Non - Fpo])
f689dd48 80883908 nt!INtRemoveloCompletion+0xdc (FPO: [Non - Fpo))

f689dd48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f689dd64)
00daff70 7¢8277db ntdll!KiFastSystemCallRet (FPO: [0,0,0])

00daff74 7¢839f38 ntdll!ZwRemoveloCompletion+0xc (FPO: [5,0,0])

00daffb8 77e64829 ntdll'RtlpWorkerThread+0x3d (FPO: [Non - Fpo))
00daffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))
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THREAD 8637cca0 Cid 0350.0380 Teb: 7ffd7000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86350a68 NotificationEvent
862fa2c0 NotificationEvent
862fa260 NotificationEvent
86375a08 NotificationEvent
8637cd18 NotificationTimer
Not impersonating

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 4089 Ticks: 111879 (0:00:29 :08.109)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address wzcsvc!ServiceStart (0x7fd52038)

Start Address kernel32!BaseThreadSt artThunk (0x77e617ec)

Stack Init 6896000 Current 6895914 Base 6896000 Limit 6893000 Call 0
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f689592¢ 8082ffb7 nt!KiSwapCo ntext+0x25 (FPO: [Uses EBP] [0,0,4])

6895944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

6895978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6895bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6895d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6895d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6895d64)
00e3feac 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00e3feb0 77e6202c ntd [IINtWaitForMultipleObjects+0xc (FPO: [5,0,0])

00e3ff58 77e62fbe kernel32!'WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
00e3ff74 7fd520cf kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
00e3ffb8 77e64829 wzcsvc!ServiceStart+ 0x97 (FPO: [Non - Fpo])

00e3ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 862e4a48 Cid 0350.0384 Teb: 7ffd6000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862f48f0 NotificationEvent
Not impersonating

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 19259 Ticks: 96709 (0:00:25:11.078)
Context Switch Count 162

UserTime 00:00:00.015

KernelTime 00:00:00.140

Win32 Start Address ADVAPI32!ScSvcctriThreadA (0x77f65e70)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Sta ck Init f6892000 Current f6891c78 Base f6892000 Limit f688f000 Call O
Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6891c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0, 4))
f6891ca8 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6891cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6891d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo))
f6891d50 7c¢8285ec nt!KiFastCallEn try+0xf8 (FPO: [0,0] TrapFrame @ f6891d64)

00e7fec4 7c¢827d0b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
00e7fec8 77e61dle ntdll!NtWaitForSingleObject+0xc (FPO: [3,0,0])

00e7ff38 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))

00e7ff4c 76b4bf88 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])

00e7ff70 010012a4 shsvcs!CGenericServiceManager::_ServiceMain+0xea (FPO: [Non - Fpo])
00e7ffad 77f65€91 svchost!ServiceStarter+0x9e (FPO: [Non - Fpo])

00e7ffb8 7764829 ADVAPI32!ScSvcctriThreadW+0x21 (FPO: [Non - Fpo])

00e7ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 8634adb0 Cid 0350.0388 Teb: 7ffd5000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable

862e4990 NotificationTimer

86366810 SynchronizationEvent

865e94a0 SynchronizationEvent

86436f80 NotificationEvent

8645b880 SynchronizationEvent

86421340 SynchronizationEvent

8645bbc0 SynchronizationEvent

85de2ce8 SynchronizationEvent

85d79d80 NotificationEvent

85d62424 NotificationEvent

85d64088 SynchronizationEvent

865c0ff0 SynchronizationEvent

85d6a070 NotificationEvent

863fc82c NotificationEvent

860bc2c0 SynchronizationEvent

85d78020 SynchronizationEvent

85d5cf58 SynchronizationEvent

862e7590 NotificationEvent

85d46b18 ProcessObject

85d62208 SynchronizationEvent

85d4fc20 NotificationEvent

863388d0 SynchronizationTimer

86351548 SynchronizationEvent

864a1810 SynchronizationEvent

85da4ff0 S  ynchronizationEvent

85d87da8 SynchronizationEvent

863ch46¢ NotificationEvent

85da3cal SynchronizationEvent

85da3cd0 SynchronizationEvent

864630c4 NotificationEvent

863bfdd8 SynchronizationEvent

85d51a50 SynchronizationEvent

85d557d0 SynchronizationEvent
Not impersonating
DeviceMap 1000170
Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 62948 Ticks: 53020 (0:00:13:48.437)
Context Switch Count 49
UserTime 00:00:00.000
KernelTime 00:00:00.015
Win32 S tart Address 0x00001b04
LPC Server thread working on message Id 1b04
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f688e000 Current f688d914 Base f688e000 Limit f688b000 Call 0
Priority 9 BasePriority 8 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f688d92c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f688d944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f688d978 80930d34 nt!KeWait ForMultipleObjects+0x320 (FPO: [Non - Fpo))
f688dbf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f688dd48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))
f688dd48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0 ] TrapFrame @ f688dd64)

00ebfcec 7¢827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00ebfcf0 7c83c78e ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

00ebffb8 77e64829 ntdll'RtlpWaitThread+0x161 (FPO: [Non - Fpo])
00ebffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])



THREAD 862d6740 Cid 0350.038c Teb: 7ffdd000 Win32Thread: €1028828 WAIT: (Unknown)
UserMode Non - Alertable
8632a820 Semaphore Limit Ox7fffffff
862d67b8 NotificationTimer
Not impersonating

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 106020 Ticks: 9948 (0:00:02:35.437)

Context Switch Count 1189 LargeStack

UserTime 00:00:00.031

KernelTime 00:00:01.031

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6ad3000 Current féa d2c24 Base f6ad3000 Limit f6ad0000 Call O

Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

féad2c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

féad2c54 808287b 4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6ad2c98 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])

f6ad2d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])
f6ad2d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] Tra pFrame @ f6ad2d64)

010cfe18 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
010cfelc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])
010cff84 77c88792 RPCRT4ILRPC_ADDRESS::ReceiveLotsaCalls+0x198 (FPO: [Non

010cff8c 77¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo])
010cffac 77c¢7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])
010cffb8 77e64829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])
010cffec 00000000 k ernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 8630cdb0 Cid 0350.0394 Teb: 7ffaf000 Win32Thread: €1833d30 WAIT: (Unknown)
UserMode Non - Alertable

86390e10 SynchronizationEvent

8631b7f8 SynchronizationEvent

86367524 NotificationEvent

8631b7c8 SynchronizationEvent

862f4ad8 SynchronizationTimer

8630ce28 NotificationTimer
IRP List:

862d4280: (0006,01b4) Flags: 00000000 Mdl: 00000000
Not imp ersonating

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 84611 Ticks: 31357 (0:00:08:09.953)
Context Switch Count 90 LargeStack
UserTime 00:00:00.000

KernelTime 00:00:00.140

Win32 Start Address ADVAPI32!ScSvcctriThreadA (0x77f65e70)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6f2e000 Current f6f2d914 Base f6f2e000 Limit f6f2b000 Call O
Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6f2d92c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4]

f6f2d944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6f2d978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f6f2dbf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6f2dd48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f6f2dd48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6f2dd64)
0114fd9c 7c827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0114fda0 77e6202c ntd [I'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0114fe48 77e62fbe kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo])
0114fe64 76ae1948 kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])

0114ff28 76aelf62 schedsvc!CSchedWorke r::MainServiceLoop+0x16e (FPO: [Non
0114ff2c 76adc5ac schedsvc!SchedMain+0xb (FPO: [1,0,0])

0114ff5c 76adc6e9 schedsvc!SchedStart+0x266 (FPO: [Non - Fpo])

0114ff70 010012a4 schedsvc!SchedServiceMain+0x63 (FPO: [Non - Fpo])
0114ffad 77f65€91 svchost!ServiceStarter+0x9e (FPO: [Non - Fpo])
0114ffb8 77e64829 ADVAPI32!ScSvcctriThreadW+0x21 (FPO: [Non - Fpo])
0114ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 862d4458 Cid 0350.0398 Teb: 7ffae000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
8645ce40 NotificationEvent
Not impersonating

DeviceMap €1000170

Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 4197 Ticks: 111771 (0:00:29:06.421)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address AUTHZ IAuthzpDeQueueThreadWorker (0x76c44d89)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a07000 Current f6a06c78 Base f6a07000 Limit f6a04000 Call 0
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6a06c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a06ca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6a06cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6a06d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo])

f6a06d50 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a06d64)
0125ff14 7¢827d0b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0125ff 18 77e61dle ntdll!NtWaitForSingleObject+0xc (FPO: [3,0,0])

0125ff88 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
0125ff9c 76c44daf kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])
0125ffb8 7764829 AUTHZ!AuthzpDeQ ueueThreadWorker+0x26 (FPO: [Non - Fpo))
0125ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 864258d8 Cid 0350.039¢c Teb: 7ffad000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
86425950 Notificati onTimer
IRP List:
863846f0: (0006,0094) Flags: 00000800 Mdl: 00000000
Not impersonating
DeviceMap 1000170
Owning Process 86433518 Image: svchost.exe
Wait Start T ickCount 114788 Ticks: 1180 (0:00:00:18.437)
Context Switch Count 19

UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a2b000 Current f6éa2ac98 Base f6a2b000 Limit f6a28000 Call 0
Priority 10 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f6a2ach0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a2acc8 80827ele nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6a2adOc 8098c418 nt!KeDelayExecutionThread+0x254 (FPO: [Non - Fpo))
f6a2ad54 80883908 nt!NtDelayExeculti on+0x84 (FPO: [Non - Fpo])
f6a2ad54 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a2ad64)
0129ff70 7¢826f4b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0129ff74 77c8884c ntdll'NtDelayExecution+0xc (FPO: [2,0,0])

0129 ff8c 77c88768 RPCRT4ITIMER::Wait+0x2b (FPO: [Non - Fpo])
0129ffac 77¢7b110 RPCRT4!BaseCachedThreadRoutine+0xe8 (FPO: [Non - Fpo))
0129ffb8 77e64829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

0129ffec 00000000 kernel32!BaseThreadSta rt+0x34 (FPO: [Non - Fpo))



THREAD 862d47d8 Cid 0350.03a4 Teb: 7ffab000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
863714a0 QueueObject
IRP List:
862d1848: (0006,0094) Flags: 00000800 Mdl: 0000 0000
86305800: (0006,0094) Flags: 00000800 Mdl: 00000000
85d5fd08: (0006,0094) Flags: 00000800 Mdl: 00000000
85d72b68: (0006,0094) Flags: 00000800 Mdl: 00000000

85d65918: (0006,0094) Flags: 00000800 Mdl: 00000000
Not impersonating
DeviceMap 1000170
Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 111913 Ticks: 4055 (0:00:01:03.359)
Context Switch C ount 114

UserTime 00:00:00.000

KernelTime 00:00:00.171

Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6882000 Current f6881c4c Base 6882000 Limit f687f000 Call O
Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6881c64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f6881c7c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6881cc4 808e55e2 ntlKeRemoveQueue+0x3al (FPO: [Non - Fpo))

f6881d48 80883908 nt!NtRemoveloCompletion+0xdc (FPO: [Non - Fpo))
f6881d48 7c8285ec nt!KiFastCall Entry+0xf8 (FPO: [0,0] TrapFrame @ f6881d64)

0131feac 7¢8277db ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0131feb0 77e5bea2 ntdll'ZwRemoveloCompletion+0xc (FPO: [5,0,0])

0131fedc 77¢7b900 kernel32!GetQueuedCompletionStatus+0x29 (FPO: [Non - Fpo])
0131ff18 77¢7b703 RPCRT4!COMMON_ProcessCalls+0xal (FPO: [Non - Fpo])

0131ff84 77c7b9b5 RPCRT4!ILOADABLE_TRANSPORT::ProcesslOEvents+0x117 (FPO: [Non
0131ff8c 77¢c8872d RPCRT4!ProcesslOEventsWrapper+0xd (FPO: [Non - Fpo])
0131ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])
0131ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

0131ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))

THREAD 8631bb78 Cid0 350.03a8 Teh: 7ffaa000 Win32Thread: €1813008 WAIT: (Unknown)

UserMode Non - Alertable
865e9378 SynchronizationEvent
Not impersonating

DeviceMap €1000170

Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 115331 Ticks: 637 (0:00:00:09.953)

Context Switch Count 158 LargeStack

UserTime 00:00:00.000

KernelTime 00:00:00.031

Win32 Start Address schedsvc!WindowMsgFcn (Ox76adclcd)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6f1e000 Current féfldbc4 Base f6f1e000 Limit f6f1b000 Call O
Priority 10 BasePriority 8 PriorityDecr ement 0

ChildEBP RetAddr

f6fldbdc 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6fldbf4 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6f1dc38 bf89b1c3 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))

f 6f1dc94 bf89b986 win32k!xxxSleepThread+0x1be (FPO: [Non - Fpo))
féfldcec bf89da22 win32k!xxxReallnternalGetMessage+0x46a (FPO: [Non

f6fldd4c 80883908 win32k!NtUserGetMessage+0x3f (FPO: [Non - Fpo])
f6fldd4c 7¢8285ec nt'KiFastCallE ntry+0xf8 (FPO: [0,0] TrapFrame @ f6f1dd64)

0135ff30 7739¢c811 ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0135ff50 76adc30e USER32!NtUserGetMessage+0xc

0135ffb8 77€64829 schedsvc!WindowMsgFcn+0x141 (FPO: [Non - Fpo])
0135ffec 000 00000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

119



120

THREAD 8631b908 Cid 0350.03ac Teb: 7ffa9000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86384578 NotificationEvent
865e97e8 SynchronizationEvent
865e97a8 SynchronizationEvent
863ff6e8 SynchronizationEvent
Impersonation token: €198d590 (Level Impersonation)

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 8195 Ticks: 107773 (0:00:28:03.953)
Context Switch Count 16

UserTime 00:00:00.000

KernelTime 00:00:00.031

Win32 Start Address sche dsvc!PfSvcMainThread (0x76adb25a)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f687a000 Current f6879914 Base f687a000 Limit 6877000 Call 0
Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack n ot resident.

ChildEBP RetAddr

f687992c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6879944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

6879978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6879bf4 8093096 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6879d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6879d48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6879d64)
0139feac 7c  827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0139feb0 77e6202¢ ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0139ff58 77e62fbe kernel32!'WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))

0139ff74 76adb43b kernel32!WaitForMultipl eObjects+0x18 (FPO: [Non - Fpo])

0139ffb8 7764829 schedsvc!PfSvcMainThread+0x1el (FPO: [Non - Fpo])

0139ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 862d2300 Cid 0350.03c4 Teb: 7ffa5000 Win32Thread: 00000000 W AIT: (Unknown)

UserMode Non - Alertable
86303190 NotificationEvent
863ff718 SynchronizationEvent
86444730 NotificationEvent
Impersonation token: €1905360 (Level Impersonation)
Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 11419 Ticks: 104549 (0:00:27:13.578)
Context Switch Count 88
UserTime 00:00:00.296
KernelTime 00:00:00.609
Win32 Start Address schedsvc!PfSvProcessTraceThread (Ox76adaf57)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f7131000 Current 7130914 Base 7131000 Limit f712e000 Call0
Priority 8 BasePriority 8 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f713092c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

7130944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

7130978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f7130bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f7130d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f7130d48 7¢8 285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f7130d64)
0149fe48 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0149fedc 77e6202c ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0149fef4 77e62fbe kernel32!'WaitForMultipl eObjectsEx+0x11a (FPO: [Non - Fpo))
0149ff10 76adb180 kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
0149ffb8 77e64829 schedsvc!PfSvProcessTraceThread+0x229 (FPO: [Non - Fpo])

0149ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])



THREAD 862d2730 Cid 0350.03d4 Teb: 7ffa3000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Alertable
862d27a8 NotificationTimer

Not impersonating

DeviceMap €1000170

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 113727 Ticks: 2241 (0:00:00:35.015)

Context Switch Count 46

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address ntdll'RtlplOWorkerThread (0x7c8193fb)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f686e000 Current f686dc98 Base f686e000 Limit f686b000 Call O

Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f686dcb0 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f686dcc8 80827ele nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f686dd0c 8098c418 nt!KeDelayExe cutionThread+0x254 (FPO: [Non - Fpo])
f686dd54 80883908 nt!NtDelayExecution+0x84 (FPO: [Non - Fpo))

f686dd54 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f686dd64)
0151ff8c 7¢c826f4b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0151ff90 7¢81943a ntdll'NtDelayExecution+0xc (FPO: [2,0,0])

0151ffb8 77€64829 ntdll'RtlplOWorkerThread+0x3f (FPO: [Non - Fpo))
0151ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
THREAD 86354728 Cid 0350.0400 Te b: 7ffa8000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
863226¢8 SynchronizationEvent
86541d38 SynchronizationEvent
86343640 SynchronizationEvent
86343538 SynchronizationEvent
85de3d00 SynchronizationEvent
85debf80 SynchronizationEvent
863547a0 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 96428 Ticks: 19540 (0:00:05:05.312)
Context Switch Count 67
UserTime 00:00:00.000
KernelTime 00:00:00.046
Win32 Start Address 0x00000323
LPC Server thread working on message Id 323
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6856000 Current f6855914 Base f685600 0 Limit 6853000 Call 0
Priority 10 BasePriority 8 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f685592¢ 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6855944 808282b0 nt!KiSwapThread +0x83 (FPO: [Non - Fpo])

f6855978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f6855bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6855d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f6855d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6855d64)
013dfdd4 7¢c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
013dfdd8 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

013dfe80 77e62fbe kerne I32IWaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
013dfe9c 74ed4651 kernel32!'WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
013dff28 74ed4b12 srvsvc!SsScavengerThread+0x322 (FPO: [Non - Fpo])

013dff70 010012a4 srvsvc!ServiceMain+0x214 (FPO: [Non - Fpo])

013dffad 77f65e91 svchost!ServiceStarter+0x9e (FPO: [Non - Fpo])

013dffb8 77e64829 ADVAPI32!ScSvcctriThreadW+0x21 (FPO: [Non - Fpo])

013dffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 85e08db0 Cid 0350.0428 Teb: 7ffa2000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
86303410 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap €1000170

Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 6266 Ticks: 109702 (0:00:28:34.093)
Context Switch Count 11

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6842000 Current f6841c24 Base f6842000 Limit f683f000 Call O
Priority 11 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6841c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6841c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6841c98 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f6841d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])

f6841d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6841d64)
0165fde4 7¢82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0165fde8 74ed3a7a ntdll'NtReplyWaitR eceivePortEx+0xc (FPO: [5,0,0])
0165ff38 74ed39d3 srvsvc!XsProcessApis+0x84 (FPO: [Non - Fpo])
0165ffb8 7764829 srvsvc!XsProcessApisWrapper+0x2a (FPO: [Non - Fpo])
0165ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d76db0 Cid 0350.0544 Tebh: 7ff9e000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
85d63140 Semaphore Limit Ox7fffffff
860db810 NotificationEvent
85d71510 NotificationEvent
IRP List
8638dcd8: (0006,0190) Flags: 00000030 Mdl: 8630ef88
862df618: (0006,0190) Flags: 00000070 Mdl: 00000000
86393318: (0006,0190) Flags: 00000070 Mdl: 00000000

862f2008: (0006,0190) Flags: 00000070 Mdl: 000 00000
Not impersonating
DeviceMap 1000170
Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 97721 Ticks: 18247 (0:00:04:45.109)
Context Switch Cou nt 101

UserTime 00:00:00.000

KernelTime 00:00:00.109

Win32 Start Address ADVAPI32!ScSvcctriThreadA (0x77f65e70)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6579000 Current f6578914 Base f6579000 Limit f6576000 Call O
Priority 11 BasePriority 9 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f657892c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP 110,0,4])
f6578944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6578978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f6578bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6578d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f6578d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6578d64)
0175fe6c 7c¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0175fe70 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0175ff18 74e0lalc kernel32!'WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo])
0175ff5¢c 74e03bea browser!BrWorkerThread+0xea (FPO: [Non - Fpo))

0175ff70 010012a4 browser!ServiceMain+0x43 (FPO: [Non - Fpo))

0175ffad 77f65€91 svchost!ServiceStarter+0x9e (FPO: [Non - Fpo))

0175ffb8 77e64829 ADVAPI32!ScSvcctriThreadW+0x21 (FPO: [Non - Fpo))

0175ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



THREAD 85d783f0 Cid 0350.0568 Teb: 7ff9a000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
85d640e8 NotificationEvent
85d640b8 NotificationEvent
85d64e00 NotificationEvent
IRP L ist:
85d66e48: (0006,01b4) Flags: 00000000 Mdl: 00000000
Not impersonating

DeviceMap e1000170

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 5383 Ticks: 110585 (0:00:28:47.890)
Context Switch Count 15

UserTime 00:00:00.000

KernelTime 00:00:00.015

Win32 Start Address ADVAPI32!ScSvcctriThreadA (0x77f65e70)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f65e9000 Current f65e8914 Base f65e9000 Limit f65e6000 Call 0

Priority 9 BasePriority 8 PriorityDecrement 1

Kernel stack not resident.

ChildEBP RetAddr

f65e892c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f65e8944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f65e8978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f65e8bf4 80930e96 nt!ObpWaitForMu ItipleObjects+0x202 (FPO: [Non - Fpo])
f65e8d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])
f65e8d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f65e8d64)

0186fedc 7¢c827cfb ntdll'KiFastSystemCallRet (FPO: [ 0,0,0))

0186fe50 77e6202c¢ ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0186fef8 77e62fbe kernel32!'WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
0186ff14 74d61303 kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
0186ff4c 74d62ccl pchsvc!MonitorRAPolicyChange+0xe2 (FPO: [Non - Fpo])
0186ff54 74d62ca7 pchsvc!ServiceHandler::WaitUntilStopped+0xd (FPO: [0,0,0])

0186ffsc 74d62c7c pchsvc!ServiceHandler::Run+0x14 (FPO: [0,0,0])

0186ff70 010012a4 pchs vc!ServiceMain+0x41 (FPO: [Non - Fpo])
0186ffad 77f65e91 svchost!ServiceStarter+0x9e (FPO: [Non - Fpo])
0186ffb8 7764829 ADVAPI32!ScSvcctriThreadW+0x21 (FPO: [Non - Fpo))
0186ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))

THREAD 860dbdb0 Cid 0350.05b4 Teh: 7ff98000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
85d69320 Semaphore Limit Ox 7fffffff

Not impersonating

DeviceMap €1000170

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 95811 Ticks: 20157 (0:00:05:14.953)

Context Switch Count 47

UserTime 00:00:00.000

KernelTime 00:00:00.031

Win32 Start Address 0x00002584

LPC Server thread working on message Id 2584

Start Address aelupsvc!AelpProcessLPCCalls (0x4c594a20)

Stack Init f6565000 Current f6564c0c Base 6565000 Limit f6562000 Call O

Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6564c24 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6564c3c 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6564c80 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6564d30 8091a8d8 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])
f6564d4c 80883908 nt!NtReplyWaitReceivePort+0x18 (FPO: [Non - Fpo])
f6564d4c 7c8285ec nt!KiF astCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6564d64)

018effc8 7¢82782b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
018effcc 4c¢594a76 ntdll!ZwReplyWaitReceivePort+0xc (FPO: [4,0,0])
018efff4 00000000 aelupsvc!AelpProcessLPCCalls+0x56 (FP O:[Non - Fpo])

123



124

THREAD 860dba00 Cid 0350.05b8 Teb: 7ff97000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
85d79d50 SynchronizationEvent
860dbd80 NotificationEvent
Not impersonating
Device Map 1000170
Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 95811 Ticks: 20157 (0:00:05:14.953)
Context Switch Count 40
UserTime 00:00:00.000
KernelTime 00:00:00.015
Start Address aelupsvc!AelTppDispatcherThreadRoutine (0x4¢5953a9)
Stack Init f6561000 Current f6560914 Base 6561000 Limit f655e000 Call 0
Priority 9 BasePriority 8 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f656092c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6560944 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

6560978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6560bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6560d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6560d48 7c8285ec n tIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6560d64)

0192ffc8 7¢827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0192ffcc 4¢5953el ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0192fff4 00000000 aelupsvc!AelTppDispatcherThrea dRoutine+0x38 (FPO: [Non - Fpo))

THREAD 85d63328 Cid 0350.05c0 Teb: 7ff95000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
85d65080 Semaphore Limit Ox7fffffff

Not impersonating

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 47615 Ticks: 68353 (0:00:17:48.015)

Context Switch Count 8

UserTime 00:00:00. 000

KernelTime 00:00:00.000

Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c¢7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6559000 Current f6558c24 Base 6559000 Limit f6556000 Call0

Priority 9 BasePriority 8 PriorityDecrement 1

Kernel stack not resident.

ChildEBP RetAddr

f6558c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6558c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6558c98 8091a5f1 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6558d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))
f6558d48 7¢8285ec nt!KiFastCallEn try+0xf8 (FPO: [0,0] TrapFrame @ f6558d64)

019afel8 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
019afelc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

019aff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo])
019aff8c 77c¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))

019affac 77c¢7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo))

019affb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

019affec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



THREAD 85d626f8 Cid 0350.05¢8 Teb: 7ffof000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
85d63140 Semaphore Limit Ox7fffffff
860db810 Noitifi cationEvent
Not impersonating
DeviceMap 1000170
Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 97712 Ticks: 18256 (0:00:04:45.250)
Context Swit ch Count 30
UserTime 00:00:00.000
KernelTime 00:00:00.046
Win32 Start Address msvcrt!_endthreadex (0x77bcb4bc)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f657d000 Current f657¢c914 Base f657d000 Limit f657a000 Call O
Priority 10 BasePriority 9 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr

f657c92c¢ 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Use s EBP] [0,0,4])
f657c944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f657¢c978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f657cbf4 8093096 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f657cd48 8088 3908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f657cd48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f657cd64)

0171fe94 7c¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0171fe98 77e6202c¢ ntdll'NtWaitForMultipleO bjects+0xc (FPO: [5,0,0])

0171ff40 74e0l1alc kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
0171ff84 77bch530 browser!BrWorkerThread+0xea (FPO: [Non - Fpo])

0171ffb8 77e64829 msvcrt!_endthreadex+0xa3 (FPO: [Non - Fpa))

0171ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d5adb0 Cid 0350.0604 Teb: 7ff94000 Win32Thread: 2519008 WAIT: (Unknown)
UserMode Non - Alertable
85d67548 NotificationEvent
85d4e310 Synchronizati onEvent
85d4d200 SynchronizationEvent
85d5cfec NotificationEvent
IRP List:
85d52c88: (0006,01b4) Flags: 00000000 Mdl: 00000000
Not impersonating

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 114964 Ticks: 1004 (0:00:00:15.687)
Context Switch Count 93 LargeStack

UserTime 00:00:00.015

KernelTime 00:00:00.203

Win32 Start Address ADVAPI32!ScSvcctriThreadA (0x77f65e70)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f646d000 Current f646c914 Base f646d000 Limit f646a000 Cal 10
Priority 9 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f646c92c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f646c944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f646c978 80930d34 nt'KeWa itForMultipleObjects+0x320 (FPO: [Non - Fpo))
f646cbf4 80930e€96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f646cd48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))
f646cd48 7c8285ec ntlKiFastCallEntry+0xf8 (FPO: [0 ,0] TrapFrame @ f646cd64)

0la6fddc 7c827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0la6fde0 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

01a6fe88 77e62fbe kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo])
0la6fead 58af6839 kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
0lab6fef8 58af6f19 wmisvc!WaitingFunction+0xac (FPO: [Non - Fpo])

01a6ff04 58af72d1 wmisvc!MyService::WorkerThread+0x27 (FPO: [0,0,0])

01a6ff18 58af6cdc wmisve ICNtService::Run+0xb2 (FPO: [Non - Fpo])

01a6ff70 010012a4 wmisvc!RunService+0x32 (FPO: [Non - Fpo])

0lab6ffad 77f65€91 svchost!ServiceStarter+0x9e (FPO: [Non - Fpo])

01a6ffb8 7764829 ADVAPI32!ScSvcctriThreadW+0x21 (FPO: [Non - Fpo])

0la6ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 85d5a7b8 Cid 0350.0608 Teb: 7ff93000 Win32Thread: e253f468 WAIT: (Unknown)
UserMode Alertable
85de9f70 SynchronizationEvent
85deae78 NotificationEvent
85de9f40 SynchronizationEvent
85d5a830 NotificationTimer
IRP List:
86386e70: (0006,0190) Flags: 00000030 Mdl: 00000000
Not impersonating

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 19259 Ticks: 96709 (0:00:25:11.078)
Context Switch Count 1240 LargeStack

UserTime 00:00:01.500

KernelTime 00:00:09.578

Win32 Start Address ADVAPI32!ScSvcctriThreadA (0x77f65e70)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f64fd000 Current f64fc914 B ase f64fd000 Limit f64f9000 Call O
Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f64fc92c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f64fc944 808282b0 nt!Ki SwapThread+0x83 (FPO: [Non - Fpo))

f64fc978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f64fcbf4 8093096 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f64fcd48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [No n- Fpo])

f64fcd48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f64fcd64)

Olaafd4c 7¢827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0laafd50 77e6202c ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

O0laafdf8 500c  707f kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
Olaafe44 5019257f wuaueng!Dllinstall+0xac04

Olaafe78 500bba84 wuaueng!'WUAutoUpdate AtShutdown+0x20418

Olaafflc 50001223 wuaueng!ServiceMain+0x303

0laaff70 010012a4 wuauserv!ServiceMain+0xaf (FPO: [Non - Fpo])
Olaaffa4 77f65e91 svchost!ServiceStarter+0x9e (FPO: [Non - Fpo])
0laaffb8 7764829 ADVAPI32!ScSvcctriThreadW+0x21 (FPO: [Non - Fpo))

Olaaffec 00000000 kernel32!BaseThr eadStart+0x34 (FPO: [Non - Fpo))



THREAD 85d5a548 Cid 0350.060c Teb: 7ff92000 Win32Thread: 2503008 WAIT: (Unknown)
UserMode Alertable
86367290 SynchronizationTimer
85d4e3b0 NotificationEvent
85d501c8 SynchronizationEvent
IRP List:
862c6328: (0006,0190) Flags: 00000030 Mdl: 00000000
Not impersonating

DeviceMap e1000170

Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 24720 Ticks: 91248 (0:00:23:45.750)

Context Switch Count 167 LargeStack

UserTime 00:00:00.031

KernelTime 00:00:00.500

Win32 Start Address ADVAPI32!ScSvcctriThreadA (0x77f65e70)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6af3000 Current f6af2914 Base f6af3000 Limit f6aef000 Call 0
Priority 10 BasePriority 8 PriorityDec rement O

Kernel stack not resident.

ChildEBP RetAddr

f6af292c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6af2944 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

f6af2978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f6af2bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6af2d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6af2d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6af2d64)
Olaefcbc 7¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0laefccO 77e6202c ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0laefd68 7739bbd1 kernel32!WaitForMultipleObje ctsEx+0x1la (FPO: [Non - Fpo))
Olaefdc4 5fb5fc08 USER32!RealMsgWaitForMultipleObjectsEx+0x141 (FPO: [Non - Fpo])
Olaefeld 5fh653e5 gmgr!CJobManager:: TaskThread+0x3c (FPO: [Non - Fpo])

0laefe88 5fb574e7 gmgr!initQmgr+0x14f (FPO: [Non - Fpo))

0laeff24 5fb57915 gmgr!BITSServiceMainProc+0x32c (FPO: [Non - Fpo))

0laeffsc 5fb5796d gmgr!BITSServiceMain+0x1e (FPO: [Non - Fpo])

0laeff70 010012a4 gmgr!ServiceMain+0x39 (FPO: [Non - Fpo])

Olaeffa4 77f65e91 svchost!ServiceStarte r+0x9e (FPO: [Non - Fpo])

0laeffb8 7764829 ADVAPI32!ScSvcctriThreadW+0x21 (FPO: [Non - Fpo))

Olaeffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))

THREAD 860bc020 Cid 0350.0628 Teb: 7ff90000 Win32Thread: 00000000 WAIT: (U nknown)

UserMode Non - Alertable
85d7cfe8 Semaphore Limit Ox7fffffff
Not impersonating

DeviceMap €1000170

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 47860 Ticks: 68108 (0:00:17:44.187)
Context Switch Count 13

UserTime 00:00:00.000

KernelTime 00:00:00.015

Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6521000 Current f6520c24 Base 6521000 Limit f651e000 Call 0
Priority 8 BasePriority 8 PriorityD ecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6520c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6520c54 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))
f6520c98 8091a5f1 nt'KeWaitForSingleO bject+0x2e0 (FPO: [Non - Fpo])
f6520d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])

f6520d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6520d64)
01b6fel8 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
01b6felc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

01b6ff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo])
01b6ff8c 77c¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo])

0l1b6ffa c 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

01b6ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

01b6ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 85d54980 Cid 0350.0640 T eb: 7ff8e000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable

85d62a40 QueueObject

85d549f8 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86433 518 Image: svchost.exe
Wait Start TickCount 109948 Ticks: 6020 (0:00:01:34.062)
Context Switch Count 188
UserTime 00:00:00.000
KernelTime 00:00:00.156
Win32 Start Address msvcrt!_endthreadex (0x77bcb4bc)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f650d000 Current f650cc4c Base f650d000 Limit f650a000 Call 0
Priority 9 BasePriority 8 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f650cc64 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f650cc7c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f650ccc4 808e55e2 nt'lKeRemoveQueue+0x3al (FPO: [Non - Fpa))
f650cd48 80883908 nt!NtRemoveloCompletion+0xdc (FPO: [Non - Fpo])
f650cd48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f650cd64)
0l1difec8 7¢8277db ntdll!KiFast SystemCallRet (FPO: [0,0,0])
Oldifecc 77e5bea2 ntdlllZwRemoveloCompletion+0xc (FPO: [5,0,0])

01d1fef8 77958cd3 kernel32!GetQueuedCompletionStatus+0x29 (FPO: [Non - Fpo))

01d1ff74 77958f24 esIWORK_QUEUE::WorkerLoop+0x66 (FPO: [Non - Fpo] )
01d1ff84 77bch530 es!'WORK_QUEUE::ThreadLoop+0x19 (FPO: [Non - Fpo])
01d1ffb8 77e64829 msvcrt!_endthreadex+0xa3 (FPO: [Non - Fpa))
0l1diffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d5c2c0 Cid 0350.0650 Teb: 7ff9c000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable

85d4d300 Semaphore Limit Ox 7fffffff
85d5c338 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Proces s 86433518 Image: svchost.exe
Wait Start TickCount 106016 Ticks: 9952 (0:00:02:35.500)
Context Switch Count 24
UserTime 00:00:00.015
KernelTime 00:00:00.015
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6545000 Current f6544c24 Base 6545000 Limit f6542000 Call O
Priority 9 BasePriority 8 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f6544c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6544c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6544c98 8091a5f1 nt'KeWaitForSingleObject+0x2e0 (FPO: [N on- Fpo])
f6544d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f6544d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6544d64)
Olecfel8 7¢82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

Olecfelc 77 c¢885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

0lecff84 77c¢88792 RPCRT4ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non

0lecff8c 77c8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))
Olecffac 77c7b110 RPCRT4!Ba seCachedThreadRoutine+0x9d (FPO: [Non - Fpo))
0lecffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

0lecffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

- Fpo])
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THREAD 8628538 Cid 0350.0658 Teb: 7ff8c000 Win32Th read: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
85da8d38 NotificationEvent
862fdeb0 NotificationEvent
Not impersonating

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 6176 Ticks: 109792 (0:00:28:35.500)
Context Switch Count 1

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address USERENV!NotificationThread (0x76929dd9)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f66a5000 Current f66a4914 Base f66a5000 Limit f66a2000 Call 0
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f66a492c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6624944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo])

f66a4978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f66a4bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f66a4d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f66a4d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f66a4d64)
0207fec0 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0207fec4 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0207fféc 77e62fbe kernel32!WaitForMultipleObjec tsEx+0x11a (FPO: [Non - Fpo))
0207ff88 76929e35 kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])
0207ffb8 7764829 USERENV!NotificationThread+0x5f (FPO: [Non - Fpo))

0207ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d48db0 Cid 0350.066¢ Teb: 7ff8b000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
8633c808 Semaphore Limit Ox7fffffff

Not impersonating

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 53375 Ticks: 62593 (0:00:16:18.015)

Context Switch Count 15

UserTime 00:00:00.000

KernelTime 00:00:00.015

Win32 Start Address 0x00001cde

LPC Server thread working on message Id 1cde

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f645d000 Current f645cc24 Base 6 45d000 Limit f645a000 Call 0

Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f645cc3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f645cc54 808287b4 nt!KiSwapTh read+0x83 (FPO: [Non - Fpo))

f645cc98 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f645cd48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))
f645cd48 7c8285ec ntlKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f645 cd64)

020bfe18 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
020bfelc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

020bff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo))
020bff8c 77 ¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))

020bffac 77¢7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo))

020bffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

020bffec 00000000 kernel32!BaseThreadS tart+0x34 (FPO: [Non - Fpo])



130

THREAD 85d42660 Cid 0350.0708 Teb: 7ff7f000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Alertable
86353600 NotificationEvent
86352640 NotificationEvent
IRP List:
85d54e78: (0006,0094) Flags: 00000900 Mdl: 00000000
85d4f4b8: (0006,0094) Flags: 00000800 Mdl: 00000000
Not impersonating
DeviceMap e1000170
Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 96775 Ticks: 19193 (0:00:04:59.890)
Context Switch Count 25
UserTime 00:00:00.000
KernelTime 00:00:00.062
Win32 Start Address ncprovICNCProvider::ConnectThreadProc (Ox5faf3cce)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6429000 Current f6428914 Base 6429000 Limit f6426000 Call 0
Priority 9 BasePriority 8 PriorityDec rement O
Kernel stack not resident.
ChildEBP RetAddr
f642892c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6428944 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

6428978 80930d34 nt'KeWaitForMultipleO bjects+0x320 (FPO: [Non - Fpo])
f6428bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f6428d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f6428d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6428d64)

0441fe88 7¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0441fe8c 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0441ff34 5faf3c73 kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
0441ff90 5 faf3cfc ncprov!CNCProvider::ConnectLoop+0x15e (FPO: [Non - Fpo))
0441ffb8 77e64829 ncprovICNCProvider::ConnectThreadProc+0x2e (FPO: [Non - Fpo))
0441ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))

THREAD 85d4e840 Cid 0350.075¢c Teb: 7ff7b000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
85d63040 Semaphore Limit Ox 7fffffff

Not impersonating

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 47744 Ticks: 68224 (0:00:17:46.000)

Context Switch Count 5

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address RPCRT4!ThreadStartRoutine (0x77c7b0f5)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f63f9000 Current f63f8c24 Base f63f9000 Limit f63f6000 Call O

Priority 8 BaseP riority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f63f8c3c 8082ffb7 ntIKiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f63f8c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f63f8c98 8091a5f1 nt!/KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))

f63f8d48 80883908 ntINtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f63f8d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f63f8d64)

044dfe18 7¢82783b ntdll!KiFastSystemCal IRet (FPO: [0,0,0])

044dfelc 77c885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

044dff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo))
044dff8c 77¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpol)

044dffac 77c¢7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

044dffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo])

044dffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



131

THREAD 860badb0 Cid 0350.0764 Teb: 7ff7a000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
8636¢320 NotificationEvent
86312240 NotificationEvent
Not impersonating
DeviceMap e 1000170
Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 11264 Ticks: 104704 (0:00:27:16.000)
Context Switch Count 5
UserTime 00:00:00. 000
KernelTime 00:00:00.000
Win32 Start Address NCObjAPI!'CNamedPipeClient::ProviderReadyThreadProc (0x5fb1168d)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f63dd000 Current f63dc914 Bas e f63dd000 Limit f63da000 Call O
Priority 8 BasePriority 8 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f63dc92c¢ 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f63dc944 808282b0 nt!KiSw apThread+0x83 (FPO: [Non - Fpo))

f63dc978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f63dcbf4 8093096 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f63dcd48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f63dcd48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f63dcd64)
0451fe9c 7¢827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0451fea0 77e6202c ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0451ff48 77e62f be kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))

0451ff64 5fb116db kernel32!'WaitForMultipleObjects+0x18 (FPO: [Non - Fpo])

0451ffb8 7764829 NCObjAPI'CNamedPipeClient::ProviderReadyThreadProc+0xb3 (FPO: [Non - Fpa))
0451ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 860bbdb0 Cid 0350.0768 Teb: 7ff8a000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
864515a8 NotificationEvent
862e67b0 Notif icationEvent
Not impersonating
DeviceMap 1000170
Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 11265 Ticks: 104703 (0:00:27:15.984)
Context Sw itch Count 5

UserTime 00:00:00.000

KernelTime 00:00:00.015

Win32 Start Address NCObjAPIICNamedPipeClient::ProviderReadyThreadProc (0x5fb1168d)
Start Address kernel32!BaseThre adStartThunk (Ox77e617ec)

Stack Init 6431000 Current 6430914 Base 6431000 Limit f642e000 Call O
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f643092c 8082ffb7 nt!KiSw apContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6430944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6430978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f6430bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6430d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f6430d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6430d64)
03edfe9c 7c827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
03edfeal 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

03edff48 77e62fbe kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
03edff64 5fb116db kernel32!WaitForMultipleObjects+0x18 (FPO: [Non - Fpo))
03edffb8 7764829 NCObjAPI!CNamedPipeClient::ProviderReadyThreadProc+0xb3 (FPO: [Non - Fpo])

03edffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])



THREAD 85d85020 Cid 0350.05e0 Teb: 7ff86000 Win32Thread: 00000000 WAIT

UserMode Non - Alertable

865ac2a8 QueueObject
IRP List:
8641cd18: (0006,0094) Flags: 00000800 Mdl: 00000000
Not impersonating
DeviceMap 1000170
Owning Process 8 6433518 Image: svchost.exe
Wait Start TickCount 20395 Ticks: 95573 (0:00:24:53.328)
Context Switch Count 3
UserTime 00:00:00.000
KernelTime 00:00: 00.000
Win32 Start Address mswsock!SockAsyncThread (0x71b258ab)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f63cd000 Current f63ccc4c Base f63cd000 Limit f63ca000 Call 0
Priority 9 BasePriority 9 Prio rityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f63ccc64 8082ffh7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f63ccc7c 80829fc5 nt!KiSwapThread+0x83 (FPO: [Non - Fpa))
f63ccccd 808e55e2 ntlKeRemoveQue ue+0x3al (FPO: [Non - Fpo])
f63ccd48 80883908 ntINtRemoveloCompletion+0xdc (FPO: [Non - Fpo])

f63ccd48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f63ccd64)
0421ff7c 7¢8277db ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0421180 71b25914 ntdll!ZwRemoveloCompletion+0xc (FPO: [5,0,0])

: (Unknown)

0421ffb8 7764829 mswsock!SockAsyncThread+0x69 (FPO: [Non - Fpo))
0421ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
THREAD 85da3db0 Cid 0350.05e8 Teb: 7ff88000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable

8632a820 Semaphore Limit Ox7fffffff
85da3e28 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Proces s 86433518 Image: svchost.exe
Wait Start TickCount 106020 Ticks: 9948 (0:00:02:35.437)
Context Switch Count 86
UserTime 00:00:00.015
KernelTime 00:00:00.046
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f621d000 Current f621cc24 Base f621d000 Limit f621a000 Call O
Priority 9 BasePriority 8 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f621cc3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f621cc54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f621cc98 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f621cd48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f621cd48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f621cd64)

0415fe18 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

0415felc 77c885ac ntdll!NtReplyWaitRe ceivePortEx+0xc (FPO: [5,0,0])

0415ff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non
0415ff8c 77¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))
0415ffac 77c¢7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo))
0415ffb8 7764829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))
0415ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))

- Fpo])



THREAD 85d3fa30 Cid 0350.07c4 Teb: 7ffde000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
860dbd50 NotificationEvent
85d79d20 NotificationEvent
85d3faa8 NotificationTimer

Not impersona ting

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 111171 Ticks: 4797 (0:00:01:14.953)
Context Switch Count 10

UserTime 00:00:00.000

KernelTime 00:00:00.000

Start Address aelupsvc!AelTppWorkerThreadRoutine (0x4c59507a)

Stack Init f63b9000 Current f63b8914 Base f63b9000 Limit f63b6000 Call 0
Priorit  y 9 BasePriority 8 PriorityDecrement 0

Kernel stack not resident.

ChildEBP RetAddr

f63b892c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])
f63b8944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f63b8978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo])
f63b8bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo])
f63b8d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f63b8d48 7c8285ec nt!KiFastCallEnt ry+0xf8 (FPO: [0,0] TrapFrame @ f63b8d64)
0064ffbc 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])

0064ffc0 4c5950b8 ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0064fff4 00000000 aelupsvc!AelTppWorkerThreadRoutine+0x3e (FPO: [Non

THREAD 85d68db0 Cid 0350.0838 Teb: 7ffa6000 Win32Thread: e11297e0 WAIT: (Unknown)
UserMode Non - Alertable
862c4100 SynchronizationEvent
862cell8 SynchronizationEvent
85d68e28 NotificationTimer
Not impersonating

DeviceMap 1000170

Owning Process 86433518 Image: svchost.exe

Wait Start TickCount 113045 Ticks: 2923 (0:00:00:45.671)
Context Switch Count 8 LargeStack

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address wbhemcomn!CTimerGenerator::Scheduler
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f6b33000 Current f6b32914 Base f6b33000 Limit f6b30000 Call O
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6b3292c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6b32944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6b32978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non

f6b32bf 4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non
f6b32d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non

f6b32d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6b32d64)
0179fdb4 7¢827cfb ntdll'K iFastSystemCallRet (FPO: [0,0,0])

0179fdb8 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0179fe60 7739bbd1 kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non
0179febc 7739ce36 USER32!RealMsgWaitForMultipleObjectsEx+0x141 (FPO: [Non
0179fed8 750fe734 USER32!MsgWaitForMultipleObjects+0x1f (FPO: [Non

0179ff18 750fe70b wbemcomn!WbemWaitForMultipleObjects+0x20 (FPO: [Non
0179ff2c 7510516e whemcomn!WbemWaitForSingleObject+0x13 (FPO: [Non
0179ff50 751052d5 wbemcomn!ClnstructionQueue::WaitAndPeek+0x46 (FPO: [Non
0179ffb8 77e64829 wbemcomn!CTimerGenerator::SchedulerThread+0x42 (FPO: [Non
0179ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

Thread (0x75105293)

- Fpo))
- Fpo])
- Fpo])

- Fpo])
- Fpo))

- Fpo])

- Fpo))
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- Fpo])

- Fpo))

- Fpo))
- Fpo])
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THREAD 85d89db0 Cid 0350.0868 Teb: 7ffa4000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
85d4d300 Semaphore Limit Ox7fffffff
85d89e28 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86433518 Image: svchost.exe
Wait Start TickCount 106017 Ticks: 9951 (0:00:02:35.484)
Context Switch Count 22
UserTime 00:00:00.000
KernelTime 00:00:00.015
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f63f1000 Current f63f0c24 Base f63f1 000 Limit f63ee000 Call 0
Priority 9 BasePriority 8 PriorityDecrement O
Kernel stack not resident.
ChildEBP RetAddr
f63f0c3c 8082ffb7 nt'KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f63f0c54 808287h4 ntlKiSwapThrea d+0x83 (FPO: [Non - Fpo])
f63f0c98 8091a5f1 nt!lKeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f63f0d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo])

f63f0d48 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f63f0d64)
0182fe18 7¢82783b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0182felc 77c885ac ntdll'NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

0182ff84 77¢88792 RPC  RT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo))
0182ff8c 77c8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo])

0182ffac 77c7b110 RPCRT4!BaseCachedThreadRoutine+0x9d (FPO: [Non - Fpo])

0182ffb8 7764829 RPCRT4!ThreadSta rtRoutine+0x1b (FPO: [Non - Fpo])

0182ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 862e3b70 Cid 0350.08a0 Teb: 7ffd8000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
863b1020 Synchronizati onEvent
862c7070 SynchronizationEvent
862e3be8 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86433518 Image: svchost.exe
Wait Start T ickCount 113045 Ticks: 2923 (0:00:00:45.671)
Context Switch Count 1

UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address repdrvfs!CRepository::_Flus herThread (0x7507921b)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6235000 Current 6234914 Base f6235000 Limit f6232000 Call O
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident .

ChildEBP RetAddr

f623492c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6234944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

6234978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))
f6234bf4 80930e96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6234d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))

f6234d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6234d64)
0110fea0 7 c¢827cfb ntdll!KiFastSystemCallRet (FPO: [0,0,0])
0110feas 77e6202c ntdll!NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0110ff4c 77e62fbe kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
0110ff68 75079284 kernel32!WaitForMultip leObjects+0x18 (FPO: [Non - Fpo))
0110ffb8 77e64829 repdrvfs!ICRepository::_FlusherThread+0x69 (FPO: [Non - Fpo])

0110ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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Spoolsv process

PROCESS 86444d88 Sessionld: 0 Cid: 03dc Peb: 7ffdd000 ParentCid: 0198
DirBase: 3af1a160 ObjectTable: €1539870 HandleCount: 120.
Image: spoolsv.exe
VadRoot 862b6f70 Vads 101 Clone 0 Private 378. Modified 1. Locked 0.

DeviceMap €1000170

Token el 979de0
ElapsedTime 00:39:00.593

UserTime 00:00:00.015

KernelTime 00:00:01.109
QuotaPoolUsage[PagedPool] 42380

QuotaPoolUsage[NonPagedPool] 4272
Working Set Sizes (now,min,max) (1441, 50, 345) (5764KB, 200KB, 1380KB)

PeakWorkingSetSize 1454
VirtualSize 25 Mb
PeakVirtualSize 26 Mb
PageFaultCount 1588
MemoryPriority BACKGROUND
BasePriority 8

CommitCharge 765

Setting context for this process...
.process /p Ir ffffffff86444d88

Ipeb
PEB at 7 ffdd000
InheritedAddressSpace: No
ReadlmageFileExecOptions: No
BeingDebugged: No
ImageBaseAddress: 01000000
Ldr 7c8877e0
Ldr.Initialized: Yes
Ldr.InInitializationOrderModuleLi st: 00081f18 . 000b08b8
Ldr.InLoadOrderModuleList: 00081eb0 . 000b0900
Ldr.InMemoryOrderModuleList: 00081eb8 . 000b0908
Base TimeStamp Module
1000000 45d6a078 Feb 17 06:28:08 2007 C:
7c800000 45d70ad8 Feb 17 14:02:00 2007 C:
7740000 45d70ad8 Feb 17 14:02:00 2007 C:
77ba0000 45d70b06 Feb 17 14:02:46 2007 C:
77f50000 45d70a26 Feb 17 13:59:02 2007 C:
77¢50000 45d70aaa Feb 17 14:01:14 2007 C:
76f50000 45d70ac3 Feb 17 14:01:39 2007 C:
77c00000 45d70a3e Feb 17 13:59:26 2007 C:
77380000 45d70ac7 Feb 17 14:01:43 2007 C:
74060000 45d70adf Feb 17 14:02:07 2007 C:
71c00000 45d70 ae9 Feb 17 14:02:17 2007 C:
71bf0000 45d70aea Feb 17 14:02:18 2007 C:
71c40000 45d70a82 Feb 17 14:00:34 2007 C:

\ WINDOW! system32 \ spoolsv.exe

\ WINDOWSsystem32 \ ntdlil.dll

\ WINDOWSsystem32 \ kernel32.dll

\ WINDOWSsystem32 \ msvert.dl |
\ WINDOWSsystem32 \ ADVAPI32.dII
\ WINDOWSsystem32 \ RPCRT4.dIl

\ WINDOWSsystem32 \ Secur32.dll

\ WINDOWSsystem32 \ GDI32.dll

\ WINDOWSsystem32 \ USER32.dll

\ WINDOWSsystem32 \ SPOOLSS.DLL
\ WINDOWSsystem32 \ WS2_32.dll

\ WINDOWSsystem32 \ WS2HELP.dII
\ WINDOWSsystem32 \ NETAPI32.dll

76cf0000 45d70a6¢ Feb 17 14:00:12 2007 C:
76b70000 45d70ab5 Feb 17 14:01:25 2007 C:
76ed0000 45d70a64 Feb 17 14:00:04 2007 C:
76f80000 45d70a9d Feb 17 14:01:01 2007 C:
76130000 45d70a59 Feb 17 13:59:53 2007 C:
77670000 45d70aa5 Feb 17 14:01:09 2007 C:
77d00000 45d70aa6 Feb 17 14:01:10 2007 C:
77b90000 45d70ac8 Feb 17 14:01:44 2007 C:
76be0000 45d70ab5 Feb 17 14:01:25 2007 C:
76bb0000 45d70acf Feb 17 14:01:51 2007 C:
761b0000 45d 70a80 Feb 17 14:00:32 2007 C:
76190000 45d70aac Feb 17 14:01:16 2007 C:
76c10000 45d70a5d Feb 17 13:59:57 2007 C:
76920000 45d70ac8 Feb 17 14:01: 44 2007 C:
73070000 45d70acb Feb 17 14:01:47 2007 C:
74020000 45d70a68 Feb 17 14:00:08 2007 C:
74000000 45d70aa4 Feb 17 14:01:08 2007 C:

\ WINDOWSsystem32 \ iphlpapi.dll

\ WINDOWSsystem32 \ PSAPI.DLL

\ WINDOWSsystem32 \ DNSAPLdII

\ WINDOWSsyst em32\ rasadhlp.dll

\ WINDOWSsystem32 \ localspl.dll

\ WINDOWSsystem32 \ ole32.dll

\ WINDOWSsystem32 \ OLEAUT32.dll
\ WINDOWSsystem32 \ VERSION.dII
\ WINDOWSsystem32 \ sfc_os.dll

\ WINDOWSsystem32 \ WINTRUST.dII
\ WINDOWSsystem32 \ CRYPT32.dll
\ WINDOWSsystem32 \ MSASN1.dll

\ WINDOWSsystem32 \ imagehlp.dll

\ WINDOWSsystem32 \ USERENV.dII
\ WINDOWSsystem32 \ winspool.drv

\ WINDOWSsystem32 \ cnbjmon.dll

\ WINDOWSsystem32 \ pjimon.dll
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'C: \ WINDOWSsystem32;C:

72460000 45d70ac0 Feb 17 14:01:36 2007 C:
71ff0000 45d70af4 Feb 17 14:02:28 2007 C:
72010000 45d70abf Feb 17 14:01:35 2007 C:
71bb0000 3e8024be Mar 25 09:43:26 2003 C:
72000000 45d70a66 Feb 17 14:00:06 2007 C:
71f50000 45d70ad6 Feb 17 14:01:58 2007 C:
72450000 45d70ac5 Feb 17 14:01:41 2007 C:
71b20000 45d70b0d Feb 17 14:02:53 2007 C:
76f70000 45d70ac7 Feb 17 14:01:43 2007 C:
76f10000 45d7 Oad5 Feb 17 14:01:57 2007 C:
5f270000 45d70ada Feb 17 13:59:38 2007 C:
57b60000 45d70af2 Feb 17 14:02:26 2007 C:
71ae0000 45d70af3 Feb 17 14:02:27
74030000 45d70aeb Feb 17 14:02:19 2007 C:
5f8c0000 3e80253c Mar 25 09:45:32 2003 C:
766f0000 45d70a9f Feb 17 14:01:03 2007 C:
74080000 45d70a65 Feb 17 14:00:05 2007 C:
74010000 3e8024ae Mar 25 09:43:10 2003 C:

SubSystemData: 00000000

ProcessHeap: 00080000

ProcessParamet ers: 00020000

WindowTitle: 'C:

ImageFile: 'C:

CommandLine: 'C:

DlIPath:

2007 C:

\ WINDOWSsystem32;C:

OWS;C:\ WINDOWSSystem32 \ Whem'

Environment: 00010000
ALLUSERSPROFILE=C\ Documents and Settings
ClusterLog=C: \ WINDOWSCluster \ cluster.log
CommonProgramFiles=C: \ Program Files
COMPUTERNAMESMPUTERNAME
ComSpec=C:\ WINDOWSsystem32 \ cmd.exe
FP_NO_HOST_CHECK=NO
NUMBER_OF_PROCESSORS=1
OS=Windows_NT
Path=C: \ WINDOWSsystem32;C:

\ WINDOWSsystem32 \ spoolsv.exe'
\ WINDOWSsystem32 \ spoolsv.exe'
\ WINDOWSsystem32 \ spoolsv.exe'

\ WINDOWSsystem;C:

\ WINDOWSsystem32 \ tcpmon.dll

\ WINDOWSsystem32 \ wsnmp32.dll
\ WINDOWSsystem32 \ tcpmib.dll

\ WINDOWSsystem32 \ WSOCK32.dll
\ WINDOWSsystem32 \ mgmtapi.dil

\ WINDOWSsystem32 \ snmpapi.dll

\ WINDOWSsystem32 \ usbmon.dll

\ WINDOWSSystem32 \ mswsock.dll
\ WINDOWSSystem32 \ winrnr.dll

\ WINDOWSsystem32 \ WLDAP32.dll
\ WINDOWSsystem32 \ hnetcfg.dll

\ WINDOWSSystem32 \ wshqos.dll

\ WINDOWSsystem32 \ wshtcpip.dll

\ WINDOWSsystem32 \ win32spl.dll

\ WINDOWSsystem32 \ NETRAP.dII
\ WINDOWSs ystem32 \ NTDSAPL.dII
\ WINDOWSsystem32 \ inetpp.dll

\ WINDOWSsystem32 \ icmp.dll

\ WINDOW..;C:

\ All Users

\ Common Files

\ WINDOWS;CY WINDOWSSystem32 \ Wbem

PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE;.WSF;. WSH

PROCESSOR_ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family 15 Model 5 Stepping 10, AuthenticAMD

PROCESSOR_LEVEL=15
PROCESSOR_REVISION=050a
ProgramFiles =C:\ Program Files
SystemDrive=C:

SystemRoot=C: \ WINDOWS

TEMP=C\ WINDOWSTEMP

TMP=C:\ WINDOWSTEMP
USERPROFILE=C) Documents and Settings
windir=C: \ WINDOWS

\ Default User

\ WINDOWSsystem32;C:

\ WIND



THREAD 862ce870 Cid 03dc.03e0 Teb: 7ffdf0O00 Win32Thread: e17f0838 WAIT: (Unknown)
UserMode Non - Alertable
862ceb4c NotificationEvent
Not impersonating

DeviceMap €1000170

Owning Process 86444d88 Image: spools v.exe
Wait Start TickCount 4280 Ticks: 111688 (0:00:29:05.125)

Context Switch Count 19 LargeStack

UserTime 00:00:00.000

KernelTime 00:00:00.031

Win3 2 Start Address spoolsvimainCRTStartup (0x0100468c)

Start Address kernel32!BaseProcessStartThunk (0x77e617f8)

Stack Init f6dc8000 Current f6dc7c04 Base f6dc8000 Limit f6dc4000 Call O
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

fédc7clc 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

fédc7c34 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6dc7c78 808ed456 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
fédc7ca0 808ea5ad ntllopSynchronousServiceTail+0x180 (FPO: [Non - Fpo])
f6dc7d38 80883908 ntINtReadFile+0x5d5 (FPO: [Non - Fpo))

f6dc7d38 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6dc7d64)
0006f bce 7¢82776b ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0006fbd0 77e418b2 ntdll!NtReadFile+0xc (FPO: [9,0,0])

0006fc38 77f65edb kernel32!ReadFile+0x16¢ (FPO: [Non - Fpo])

0006fc64 77f65f82 ADVAPI32!ScGetPipelnput+0x2a (FPO: [Non - Fpo))

0006fcd8 77f51ed9 ADVAPI32!ScDispatcherLoop+0x51 (FPO: [Non - Fpo])

0006ff3c 01004019 ADVAPI32!StartServiceCtrIDispatcherW+0xe3 (FPO: [Non - Fpo))
0006ff44 010047a2 spoolsvimain+0xb (FPO: [2,0,0])

0006ffc0 77e6f23b spoolsvimainCR TStartup+0x12f (FPO: [Non - Fpo))

0006fff0 00000000 kernel32!BaseProcessStart+0x23 (FPO: [Non - Fpo])

THREAD 8636798 Cid 03dc.03ec Teb: 7ffde000 Win32Thread: e1833bd0 WAIT: (Unknown)
UserMode Non - Alertable

8636628 Notification Event
Not impersonating
DeviceMap 1000170
Owning Process 86444d88 Image: spoolsv.exe
Wait Start TickCount 4286 Ticks: 111682 (0:00:29:05.031)
Context Switch Co unt 25 LargeStack
UserTime 00:00:00.000
KernelTime 00:00:00.031

Win32 Start Address ADVAPI32!ScSvcctriThreadA (0x77f65e70)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6f5e000 Current f6f5dc78 Base f6f5e000 Limit f6f5a000 Call O
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetA ddr

f6f5dc90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6f5dca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6f5dcec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6f5dd50 80883908 nt!NtWaitFor SingleObject+0x9a (FPO: [Non - Fpo))

f6f5dd50 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6f5dd64)
007bff08 7¢827d0b ntdll!KiFastSystemCallRet (FPO: [0,0,0])

007bffoc 77e61dle ntdll!NtWaitForSingleObject+0xc (FPO: [3,0,0 i)
007bff7c 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
007bff90 010043a3 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo))
007bffad 77f65e91 spoolsv!SPOOLER_main+0x45 (FPO: [Non - Fpo])

007bffb8 77e64829 AD  VAPI32!ScSvcctriThreadW+0x21 (FPO: [Non - Fpo))

007bffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 863025c¢8 Cid 03dc.03fc Teb: 7ffda000 Win32Thread: e17dfb98 WAIT: (Unknown)
UserMode Non - Alertable
863043 18 SynchronizationEvent
Not impersonating

DeviceMap €1000170

Owning Process 86444d88 Image: spoolsv.exe
Wait Start TickCount 4292 Ticks: 111676 (0:00:29:04.937)
Context Switch Count 2 LargeStack

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address spoolsv!SpoolerGetSpoolMessage (0x010045b9)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f681e000 Current f681dbfc Base f681e000 Limit f681a000 Call O
Priority 9 BasePriority 8 PriorityDecrement 1

Kernel stack not resident.

ChildEBP RetA ddr

f681dc14 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f681dc2c 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f681dc70 bf8ladlf nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f681dcdc bf8lac47 win32k!GreGe tSpoolMessage+0x1d0 (FPO: [Non - Fpo))
f681dd4c 80883908 win32k!NtGdiGetSpoolMessage+0x96 (FPO: [Non - Fpo])
f681dd4c 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f681dd64)
0088ff78 77c0c658 ntdll!KiFastSystemCallRet (FPO: [ 0,0,0))

0088ffb8 77e64829 GDI32!INtGdiGetSpoolMessage+0xc

0088ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d423f0 Cid 03dc.0798 Teb: 7ffd9000 Win32Thread: e253e830 WAIT: (Unknown)
UserMode Non - Alertable
863144h8 SynchronizationEvent
8627998 SynchronizationEvent
Not impersonating

DeviceMap 1000170

Owning Process 86444d88 Image: spoolsv.exe

Wait Start TickCoun t 12056 Ticks: 103912 (0:00:27:03.625)
Context Switch Count 82 LargeStack

UserTime 00:00:00.000

KernelTime 00:00:00.296

Win32 Start Address spoolsv!initializ eRouter (0x01003df8)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6325000 Current f6324914 Base f6325000 Limit f6321000 Call O

Priority 8 BasePriority 8 PriorityDecrement 0

Kernel stack not resident.

ChildEBP RetAddr

f632492c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

6324944 808282b0 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

6324978 80930d34 nt!KeWaitForMultipleObjects+0x320 (FPO: [Non - Fpo))

f6324b f4 8093096 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f6324d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo))
f6324d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6324d64)

008ef7c8 7c827cfb ntdll! KiFastSystemCallRet (FPO: [0,0,0])

008ef7cc 77€6202c¢ ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

008ef874 7739bbd1 kernel32!WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
008ef8d0 7739ce36 USER32!RealMsgWaitForMultipleObjects Ex+0x141 (FPO: [Non - Fpo])
008ef8ec 740655f5 USER32!MsgWaitForMultipleObjects+0x1f (FPO: [Non - Fpo))
008ef938 74064b43 SPOOLSS!HandlePollNotifications+0x38 (FPO: [Non - Fpo))
008effb8 77e64829 SPOOLSS!InitializeRouter+0x49f (FPO: [Non - Fpo))

008effec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



THREAD 85d8ecal Cid 03dc.07a0 Teb: 7ffd8000 Win32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862d5a00 SynchronizationEvent
IRP List
85d5fbc8: (0006,0094) Flags: 00000000 Mdl: 00000000
Not impersonating
DeviceMap 1000170
Owning Process 86444d88 Image: spoolsv.exe
Wait Start TickCount 11976 Ticks: 103992 (0:00:27:04.875)
Context Switch Count 1
UserTime 00:00:00.000
KernelTime 00:00:00.000
Win32 Start Address SPOOL SS!PnplPAddressChangeListener (0x740652c2)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f63b1000 Current f63b0914 Base f63b1000 Limit f63ae000 Call 0
Priority 8 BasePriority 8 PriorityDecrement O
Kerne | stack not resident.
ChildEBP RetAddr
f63b092c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f63b0944 808282b0 nt'KiSwapThread+0x83 (FPO: [Non - Fpa))

f63b0978 80930d34 nt'KeWaitForMultipleObjects+0x320 (FPO: [No n- Fpo])
f63b0bf4 80930€96 nt!ObpWaitForMultipleObjects+0x202 (FPO: [Non - Fpo))
f63b0d48 80883908 nt!NtWaitForMultipleObjects+0xc8 (FPO: [Non - Fpo])

f63b0d48 7c8285ec ntIKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f63b0d64)
0092feac 7c827cfb ntdll'KiFastSystemCallRet (FPO: [0,0,0])
0092feb0 77e6202c¢ ntdll'NtWaitForMultipleObjects+0xc (FPO: [5,0,0])

0092ff58 77e62fbe kernel32!'WaitForMultipleObjectsEx+0x11a (FPO: [Non - Fpo))
0092ff74 7406532a kernel32!WaitF orMultipleObjects+0x18 (FPO: [Non - Fpo])

0092ffb8 7764829 SPOOLSS!PnplPAddressChangelListener+0x64 (FPO: [Non - Fpo))
0092ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d532e8 Cid 03dc.07a8 Teb: 7ffdb000 Win32 Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
86373f20 SynchronizationEvent
85d53360 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86444d88 Image: spoolsv.exe
Wait Start TickCount 115743 Ticks: 225 (0:00:00:03.515)
Context Switch Count 57
UserTime 00:00:00.015
KernelTime 00:00:00.000
Win32 Start Address tcpmon!CDeviceStatus::StatusThread (0x72461340)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f68a2000 Current f68a1c78 Base f68a2000 Limit f689f000 Call O
Priority 6 BasePriority 6 PriorityDecrement O
ChildEBP RetAddr
f68a1c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f68alca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f68alcec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f68a1d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo))

f68a1d50 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f68a1d64)
00cbff18 7¢827d0b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00cbfflc 77e6ldle ntd [I'NtWaitForSingleObject+0xc (FPO: [3,0,0])

00cbff8c 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
00cbffa0 72461375 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo))
00cbffb8 7764829 tcpmon!CDeviceStatus::StatusTh read+0x2a (FPO: [Non - Fpo))

00cbffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])
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THREAD 85d7aa58 Cid 03dc.07ac Teb: 7ffd6000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable

863bb8d8 NotificationEve nt

85d7aad0 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86444d88 Image: spoolsv.exe
Wait Start TickCount 115934 Ticks: 34 (0:00:00:00.531)
Context Switch Count 1616

UserTime 00:00:00.000
KernelTime 00:00:00.015
Win32 Start Address msvcrt I_endthreadex (0x77bcb4bc)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f63b5000 Current f63b4c78 Base f63b5000 Limit f63b2000 Call 0
Priority 8 BasePriority 8 PriorityDecrement O

ChildEBP RetAddr

f63b4c90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f63b4ca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f63b4cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f63b4d50 80883908 nt!NtWaitForSingleOb ject+0x9a (FPO: [Non - Fpo])

f63b4d50 7¢c8285ec ntlKiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f63b4d64)
00cffed4 7¢827d0b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00cffed8 77e61d1e ntdll'NtWaitForSingleObject+0xc (FPO: [3,0,0])

00cfff48 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
00cfff5c 71ff5bf8 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])
00cfff84 77bcb530 wsnmp32!thrTimer+0x1e5 (FPO: [Non - Fpa))

00cfffb8 77€64829 msvcrt!_endth readex+0xa3 (FPO: [Non - Fpa))

00cfffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 86346d38 Cid 03dc.07b0 Teb: 7ffd5000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable

863bb8a8 SynchronizationE vent
Not impersonating
DeviceMap 1000170
Owning Process 86444d88 Image: spoolsv.exe

Wait Start TickCount 12041 Ticks: 103927 (0:00:27:03.859)
Context Switch Count 4

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address msvcrt!_endthreadex (0x77bch4bc)

Start Address kernel32!BaseThreadStartThunk (Ox77e617ec)
Stack Init f6a0f000 Current f6a0ec78 Base f6a0f000 Limit f6a0c000 Call O
Priority 9 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f6a0ec90 8082ffb7 nt!KiSwapContext+0x2 5 (FPO: [Uses EBP] [0,0,4])
féaOeca8 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))

féaOecec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo))
f6a0ed50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo))

f6a0ed50 7c¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6a0ed64)
00d3fed4 7¢827d0b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00d3fed8 77e61d1e ntdll'NtWaitForSingleObject+0xc (FPO: [3,0,0])

00d3ff48 77e61c8d kernel32!WaitForSingleO bjectEx+0xac (FPO: [Non - Fpo))
00d3ff5c 71ff5924 kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo))
00d3ff84 77bcb530 wsnmp32!thrNotify+0x5d (FPO: [Non - Fpo))

00d3ffb8 77e64829 msvcrt!_endthreadex+0xa3 (FPO: [Non - Fpo))

00d3ffe ¢ 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))
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THREAD 85d7a020 Cid 03dc.07b4 Teb: 7ffd4000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
863bb848 SynchronizationEvent

Not impersonating

DeviceMap 1000170

Owning Process 86444d88 Image: spoolsv.exe

Wait Start TickCount 12041 Ticks: 103927 (0:00:27:03.859)

Context Switch Count 3

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address usbmon!UpdateThread (0x724515df)

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6a87000 Current f6a86¢78 Base f6a87000 Limit f6a84000 Call O

Priority 10 BasePriority 8 PriorityDecrement 2

Kernel stack not resident.

ChildEBP RetAddr

f6a86¢90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6a86ca8 808 287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f6a86cec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])

f6a86d50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo])

f6a86d50 7c8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] Tra pFrame @ f6a86d64)

00d7ff08 7¢c827d0b ntdll'KiFastSystemCallRet (FPO: [0,0,0])

00d7ffOc 77e61dle ntdll'NtWaitForSingleObject+0xc (FPO: [3,0,0])

00d7ff7c 77e61c8d kernel32!WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
00d7ff90 7 24515fa kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])
00d7ffb8 77e64829 usbmon!UpdateThread+0x1b (FPO: [Non - Fpa))

00d7ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo])

THREAD 85d53558 Cid 03dc.07b8 Teb: 7ffaf000 W in32Thread: 00000000 WAIT: (Unknown)
UserMode Non - Alertable
862c55e0 SynchronizationEvent
85d535d0 NotificationTimer
Not impersonating
DeviceMap 1000170
Owning Process 86444d88 Image: spoolsv.exe
Wait Start TickCount 20108 Ticks: 95860 (0:00:24:57.812)
Context Switch Count 49
UserTime 00:00:00.000
KernelTime 00:00:00.468
Win32 Start Address localspl!ServerThread (0x7616192f)
Start Address kernel32!BaseThreadStartThunk (0x77e617ec)
Stack Init f685e000 Current f685dc78 Base f685e000 Limit f685b000 Call O
Priority 9 BasePriority 8 PriorityDecre ment 0
Kernel stack not resident.
ChildEBP RetAddr
f685dc90 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f685dca8 808287b4 nt'KiSwapThread+0x83 (FPO: [Non - Fpo))
f685dcec 80930ad8 nt!KeWaitForSingleObjec t+0x2e0 (FPO: [Non - Fpo))
f685dd50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo))

f685dd50 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f685dd64)
00ddfdf4 7¢827d0b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00ddfdf8 77e61dle ntdll!NtWaitForSingleObject+0xc (FPO: [3,0,0])

00ddfe68 77e61c8d kernel32!'WaitForSingleObjectEx+0xac (FPO: [Non - Fpo))
00ddfe7c 76161b30 kernel32!'WaitForSingleObject+0x12 (FPO: [Non - Fpo))
00ddffb8 77e64829 localspl IServerThread+0x201 (FPO: [Non - Fpo))

00ddffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))
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THREAD 85d8ea30 Cid 03dc.07bc Teb: 7ffae000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
85d472f0 Synch  ronizationEvent

Not impersonating

DeviceMap €1000170

Owning Process 86444d88 Image: spoolsv.exe

Wait Start TickCount 12049 Ticks: 103919 (0:00:27:03.734)

Context Switch Count 3

UserTime 00:00:00.000

KernelTime 00:00:00.000

Win32 Start Address localspl!SchedulerThread (0x761344f0)

Start Address kernel32!BaseThreadStartT hunk (0x77e617ec)

Stack Init f639d000 Current f639cc78 Base f639d000 Limit f639a000 Call O
Priority 8 BasePriority 8 PriorityDecrement O

Kernel stack not resident.

ChildEBP RetAddr

f639cc90 8082ffb7 nt'KiSwapContex t+0x25 (FPO: [Uses EBP] [0,0,4])
f639cca8 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))

f639ccec 80930ad8 nt!KeWaitForSingleObject+0x2e0 (FPO: [Non - Fpo])
f639cd50 80883908 nt!NtWaitForSingleObject+0x9a (FPO: [Non - Fpo])

f639 cd50 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f639cd64)
00e1ffOc 7¢827d0b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00e1ff10 77e61d1e ntdll!NtWaitForSingleObject+0xc (FPO: [3,0,0])

00e1ff80 77e61c8d kernel32!WaitForSi ngleObjectEx+0xac (FPO: [Non - Fpo))
00e1ff94 7613451a kernel32!WaitForSingleObject+0x12 (FPO: [Non - Fpo])
00e1ffb8 7764829 localspl!SchedulerThread+0x2c (FPO: [Non - Fpo])
00elffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo] )

THREAD 860809d0 Cid 03dc.07f8 Teb: 7ffad000 Win32Thread: 00000000 WAIT: (Unknown)

UserMode Non - Alertable
86354c70 Semaphore Limit Ox7fffffff

Not impersonating

DeviceMap 1000170

Owning Proce ss 86444d88 Image: spoolsv.exe

Wait Start TickCount 46608 Ticks: 69360 (0:00:18:03.750)

Context Switch Count 5

UserTime 00:00:00.000

KernelTime 00:00:00.078

Start Address kernel32!BaseThreadStartThunk (0x77e617ec)

Stack Init f6509000 Current f6508c24 Base 6509000 Limit f6506000 Call O

Priority 9 BasePriority 8 PriorityDecrement 0

Kernel stack not resident.

ChildEBP RetAddr

f6508c3c 8082ffb7 nt!KiSwapContext+0x25 (FPO: [Uses EBP] [0,0,4])

f6508c54 808287b4 nt!KiSwapThread+0x83 (FPO: [Non - Fpo))
f6508c98 8091a5f1 nt'KeWaitForSingleObject+0x2e0 (FPO: [N on- Fpo])
f6508d48 80883908 nt!NtReplyWaitReceivePortEx+0x521 (FPO: [Non - Fpo))

f6508d48 7¢8285ec nt!KiFastCallEntry+0xf8 (FPO: [0,0] TrapFrame @ f6508d64)
00e5fe18 7¢82783b ntdll!KiFastSystemCallRet (FPO: [0,0,0])
00e5felc 77 c¢885ac ntdll!NtReplyWaitReceivePortEx+0xc (FPO: [5,0,0])

00e5ff84 77c88792 RPCRT4!ILRPC_ADDRESS::ReceivelLotsaCalls+0x198 (FPO: [Non - Fpo))
00e5ff8c 77¢8872d RPCRT4!RecvLotsaCallsWrapper+0xd (FPO: [Non - Fpo))

00e5ffac 77¢7b110 RPCRT4!Ba seCachedThreadRoutine+0x9d (FPO: [Non - Fpo))

00e5ffb8 77e64829 RPCRT4!ThreadStartRoutine+0x1b (FPO: [Non - Fpo))

00e5ffec 00000000 kernel32!BaseThreadStart+0x34 (FPO: [Non - Fpo))



SpntSvcprocess

PROCESS 85de8d88 Sessionld: 0 Cid: 0434

Peb: 7ffdf000 ParentCid: 0198

DirBase: 3af1a180 ObjectTable: el7ecc38 HandleCount: 116.

Image: SpntSvc.exe

VadRoot 85de9d08 Vads 124 Clone 0 Private 423. Modified 0. Locked 1.

DeviceMap €1000170

Token 1991338
ElapsedTime 00:38:59.437
UserTime 00:00:00.140
KernelTime 00:00:01.062
QuotaPoolUsage[PagedPool] 60004

QuotaPoo lUsage[NonPagedPool] 9968

Working Set Sizes (now,min,max) (1322, 50, 345) (5288KB, 200KB, 1380KB)

PeakWorkingSetSize 1337
VirtualSize 59 Mb
PeakVirtualSize 61 Mb
PageFaultCoun t 10637
MemoryPriority BACKGROUND
BasePriority 8

CommitCharge 538

Setting context for this process...
.process /p Ir ffffffff85de8d88

Ipeb

PEB at 7ffdf000
InheritedAddressSpace: No
ReadlmageFileExecOptions: No
BeingDebugged: No
ImageBaseAddress: 00400000
Ldr 7c8877e0
Ldr.Initialized: Yes

Ldr.InInitializationOrderModuleList: 00141f18 . 00165bc0
00141eb0 . 00165bb0
00141eb8 . 00165bb8

Ldr.InLoadOrderModuleList:
Ldr.InMemoryOrderModuleList:
Base TimeStamp Module
400000 3e9b8d46 Apr 15 05:40:38 2003 C:
7c800000 45d70ad8 Feb 17 14:02:00 2007 C:
7740000 45d70ad8 Feb 17 14:02:00 2007 C:
77¢50000 45d70aaa Feb 17 14:01:14 2007 C:
77f50000 45d70a26 Feb 17 13:59:02 2007 C:
76f50000 45d70ac3 Feb 17 14:01:39 2007 C:
71bd0000 45d70a84 F  eb 17 14:00:36 2007 C:
77380000 45d70ac7 Feb 17 14:01:43 2007 C:
77c00000 45d70a3e Feb 17 13:59:26 2007 C:
71c40000 45d70a82 Feb 17 14:00:34 2007 C:
77ba0000 45d70b06 Feb 17 14:02:46 2007 C:
77b90000 45d70ac8 Feb 17 14:01:44 2007 C:
601e0000 3e9b8b37 Apr 15 05:31:51 2003 C:
10000000 3e9b8c96 Apr 15 05:37:42 2003 C:
Files \ Trend \ SProtect \ CheckSecurityPatch.dll
65630000 3e9b8c4d Apr 15 05:36:29 2003 C:
320000 3383a3cf May 22 02:39:27
71bb0000 3e8024be Mar 25 09:43:26 2003 C:
71c00000 45d70ae9 Feb 17 14:02:17 2007 C:
71bf0000 45d70aea Feb 17 14:02:18 2007 C:
620e0000 3e9b8c45 Apr 15 05:36:21 2003 C:
65240000 3e9b8b35 Apr 15 05:31:49 2003 C:
76f70000 3850984a Dec 10 06:06:
7¢8d0000 45d70abb Feb 17 14:01:31 2007 C:
77da0000 45d70ac0 Feb 17 14:01:36 2007 C:
77420000 45d70a05 Feb 17 13:58:29 2007
Controls_6595b64144ccfldf_6.0.3790.3959 x
63270000 3e9b8cfl Apr 15 05:39:13 2003 C:
63150000 3e9b8cd0 Apr 15 05:38:40 2003 C:
640a0000 3e9b8c91 Apr 15 05:37:37 2003 C:

1997 C:

02 1999 C:

\ Program Files \ Trend \ SProtect \ SpntSvc.exe
\ WINDOWSsystem32 \ ntdlil.dll

\ WINDOWSsystem32 \ kernel32.dll

\ WINDOWSsystem32 \ RPCRT4.dIl

\ WINDOWSsystem32 \ ADVAPI32.dII

\ WINDOWSsystem32 \ Secur32.dll

\ WINDOWSsystem32 \ MPR.dIl

\ WINDOWSsystem32 \ USER32.dll

\ WINDOWSsystem32 \ GDI32.dll

\ WINDOWSsystem32 \ NETAPI32.dll

\ WINDOWSsystem32 \ msvcert.dll

\ WINDOWSsystem32 \ VERSION.dII

\ Program Files  \ Trend \ SProtect \ CheckEVC.dll
\ Program

\ Program Files  \ Trend \ SProtect \ StCommon.dll

\ Program Files  \ Trend \ SProtect \ GENKEY32.dll

\ WINDOWSsystem32 \ WSOCK32.dll

\ WINDOWSsystem32 \ WS2_32.dll

\ WINDOWSsystem32 \ WS2HELP.dII

\ Program Files  \ Trend \ SProtect \ GetRemoteVer.dll
\ Program Files  \ Trend \ SProtect \ SpTrace.dll

\ Program Files  \ Trend \ SProtect \ MFC42u.DLL

\ WINDOWSsystem32 \ SHELL32.dll

\ WINDOWSsystem32 \ SHLWAPL.dII

C:\ WINDOWSNINSxS\ x86_Microsoft.Windows.Common
-ww_D8713E55 comctl32.dll

\ Program Files
\ Program Files
\ Program Files

\ Trend \ SProtect \ LogMaster.dll
\ Trend \ SProtect \ LogDb.dll
\ Trend \ SProtect \ Notification.dll
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