Practical Foundations of Debugging
for x64 platforms

Part 2: Number representations and pointers

Designed, written and illustrated by Dmitry Vostokov



Review - MASMG64 program

; mled /Zi ArithmeticProject.asm /link /entry:main /SUBSYSTEM:CONSOLE
_data SEGMENT

a QWORD 0O
b QWORD 0

_data ENDS

_text SEGMENT

main PROC
mov [a], 1
mov [b], 1
mov rax, [a]
add [b], rax
inc rax
mov [a], rax
imul [b]
mov [b], rax
ret

main ENDP

_text ENDS

END



Equivalent C program

// Visual C++.2005 on AMD x64 platform
__int64 a, b;

int main(int argc, char* argv([])

{

a=1; // mov [a], 1
b=1; // mov [b], 1
b=D>b+ a; // mov rax, [a]
// add [b], rax
++a; // inc rax
// mov [a], rax
b=a*Db; // imul [Db]

// mov [b], rax
// results: [a] = 2 and [b] = 4

return 0;



Adding x64 solution platform in Visual C++.2005

By default the platform is Win32 and your project will be compiled and linked as 32-bit
executable. To compile and link it as 64-bit executable you need to create an x64
solution platform in Configuration Manager

Configuration Manager ﬂ E |

Ackive solukion configuration: Ackive solukion plakForm;

|Debug = | amew.. =]

Project contexts (check the project configurations to build or deplow:

Project | Configuration PlatForm Build |
ArithrmeticProjectC Debug ;I Windz LI [w]

Mew Solution Platform [ 2| |

Type ar select the new platform:

Copy settings From;
| winzz2 =]

[T Greate new project platforms

lose




WinDbg disassembly output — Debug executable

0:000> u main

ArithmeticProjectC'!main [c:\dmitri\training-

64\part2\arithmeticprojectc\arithmeticprojectc\arithmeticprojectc.cpp Q@ 6]:

00000000°
00000000°
00000000°
*0040101a
*00401025
©00401030
©00401037
*0040103e
©00401041
©00401044
*0040104b
©00401052
©00401056
©0040105d
00000000°
00000000°
00000000°
00000000°

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00401010
00401015
00401019

00401064
0040106¢c
00401073
00401075

mov [a], 1
mov [b], 1
mov rax, [a]
mov rcx, [b]
add rcx, rax
mov rax, rcx
mov [b], rax
mov rax, [a]
add rax, 1
mov [a], rax
mov rax, [a]
imul rax, [b]
mov [b], rax

.
4

.
4

.
4

4889542410

894c2408

57
48c705a361000001000000
48c7059061000001000000
488b0591610000
488b0d82610000

4803c8

488bcl

48890575610000
488b0576610000
4883c001
4889056b610000
488b0564610000
480£faf£0554610000
4889054d610000

33c0

5f

[a] (=1
[b] 1
[b] [b] + [a]

[a] [a] + 1

[b] [b] * [a]

mov
mov
push
mov
mov
mov
mov
add
mov
mov
mov
add
mov
mov
imul
mov
Xor

pop

[tsp+0x10] , rdx

[rsp+0x8] ,ecx

rdi

gqword ptr [ArithmeticProjectC!'a (00000000004071c8)],0x1
gword ptr [ArithmeticProjectC'!'b (00000000004071c0)],0x1
rax, [ArithmeticProjectC'a (00000000004071c8)]

rcx, [ArithmeticProjectC!b (00000000004071c0)]

rcx,rax

rax,rcx

[ArithmeticProjectC!b (00000000004071c0)],rax

rax, [ArithmeticProjectC'a (00000000004071c8)]

rax,0x1

[ArithmeticProjectC'!a (00000000004071c8)],rax

rax, [ArithmeticProjectC!'a (00000000004071c8)]

rax, [ArithmeticProjectC'!'b (00000000004071c0)]
[ArithmeticProjectC!b (00000000004071c0)],rax

eax,eax

rdi



WinDbg disassembly output — Release executable

0:000> u main

ArithmeticProjectC!main [c:\dmitri\training-
64\part2\arithmeticprojectc\arithmeticprojectc\arithmeticprojectc.cpp @ 6]:

00000000°00401000 48c705cd25000002000000 mov gword ptr [ArithmeticProjectC'a (00000000004035d8)],0x2
00000000°0040100b 48c705ba25000004000000 mov gword ptr [ArithmeticProjectC!b (00000000004035d0)],6 0x4

00000000°00401016 33cO Xor eax,eax
00000000°00401018 c3 ret
mov [a], 2 ; [a] = 2

mov [b], 4 ; [b] = 4



Numbers and their representations

» number of stones ' 2 )
« a person canonly countupto3 =2

The last picture is representation (notation)
of the number of stones



Decimal representation (base 10)

e 12 stones
1240 =110 + 2 or 1*107+ 2*100

e 123 stones
123,,.=1*100+2*10+3 or 1*102+2*10" + 3*10°

Nyec = a,°10" + 2, ,*10"2 + .. + 2,102 + a,*10" + a,*100 0<=a<=9

Ndec = Z ai*/IOi

i=0



Ternary representation (base 3)

* 12 stones

110 in ternary representation (notation)
12 4o = 1732 + 1*371+ 0*3°

Nyeec = a,%3" +a,,*3"2 + ... + 2,32 + a,*3" + a,*3° a=0or1or2

n

dec Z a *3|

i=0



Binary representation (base 2)

e 12 stones

1100 in binary representation (notation)
1240c = 172% + 1722 + 0721 + 0720

Nyec = 2,2" + @22 + ... + a,"2% + a,*2" + g,*20 a=0or1

n

dec Z a *2|

i=0



Hexadecimal representation (base 16)

* 12 stones
124, = C in hexadecimal representation (notation)

« 123 stones
1234, = 7B in hexadecimal representation (notation)

123, =7*16'+11*16° ...8,9,A,B,C,D,E,F

n

dec Z 8*16'

i=0



Why hexadecimal is used?

110001010011 (binary notation)

3155, = 1*211 + 1*210 + 0*29 + 0*28 + 0*27 + 1*26
+0%2° + 1724 + 0"23 + 022 + 1*21 + 1*20

110007010011 is C53 in hexadecimal

12dec —~dec 3

Chex l_jhex 3hex

dec

* |In WinDbg memory addresses are displayed Iin
hexadecimal notation



Binary <-> Decimal <-> Hexadecimal

0000 0 0
0001 1 1
0010 2 2
0011 3 3
0100 4 4
0101 5 5
0110 6 6
0111 I 7
1000 8 8
1001 9 9
1010 10 A
1011 11 B
1100 12 C
1101 13 D
1110 14 E
1111 15 F



Pointers

* Pointer is a memory cell or a register that
contains an address of another memory cell.
Has its own address (as any memory cell)

* Another name: Indirect address (vs. direct
address, the address of memory cell). Another
level of indirection

« Levels of indirection: pointer to a pointer

(Memory cell or register that contains the
address of another memory cell that contains the
address of another memory cell)



Address (Location) :
0000000000000000

Location : a (Address
0000000000404000)

Location : b (Address
0000000000404008)

Address (location)
0000000000404010

Address (location)
0000000000404020

X

0000000000000000

Register RAX

0000000000000001

\

0000000000404000

0000000000000002

Register RBX

0000000000000003

0000000000404008

0000000000000000

Register RDX

0000000000404010

0000000000000000




Pointers Project — Memory Layout and Registers

Two memory addresses (locations):

“a” and “b”. We can think about “a” and “b” as
names of addresses (locations)

Notation [a] means contents at the memory
address (location) “a”

Registers RAX and RBX; pointers to “a” and “b”;

13 b

contain addresses of “a” and “b”

Notation [RAX] means contents of the memory
cell whose address is in RAX

In Visual C++ we declare pointers to 64-bit “a”
and “b” as:

int64 *a, *b;



PointersProject.asm

; ml64 /Zi PointersProject.asm /link /entry:main /SUBSYSTEM:CONSOLE
_data SEGMENT

a QWORD
b QWORD

oNe

_data ENDS
_text SEGMENT
main PROC

lea rax, [a]

mov gword ptr [rax], 1
lea rbx, [b]

mov gword ptr [rbx], 1
mov rax, [rax]

add [rbx], rax

inc rax

imul gword ptr [rbx]
mov [rbx], rax

ret
main ENDP
_text ENDS

END



‘I_[ C:' dmiktri’ training-644 Part2' Pointers' PointersProject.exe - WinDbg:6.4.0007.0

File Edit Wew Debug Window Help

= 2= &elEo] 8 BlEREEmEED [E 2 A 2

Registers = E @ C: dmitri® training-64' Part2' Pointers' PointersProject.as=.=E @ Memory EE
Cuﬂumhanl _text SEGHMENT AI Jwﬂud:IDDDDDDDDDD4D4DDD | Frevious I R |
Reg | Value AWnain PROC | Display format: | Quad ]
p— 0 — 00000000 00404000 0 -]
Thit 0 lea TaX, [=] 00000000° 00404008 0
o "8ef139a nov qword ptr [raz]. 1 00000000 00404010 0
3 0 lea rbx, [b] 00000000 00404018 0
Ta= nov qword ptr [rbz]. 1 00000000 00404020 0
TSP 12££78 mow rax, [rax] 00000000 00404028 0
rbp 0 add [rb=]. rax 00000000 00404030 0
r=i a inc rax 00000000 00404038 0
rdi a imul quord ptr [rbx] 00000000 00404040 0
T 12f£78 nowv [rb=]. ra=x 00000000 00404048 0
9 0 - \ | loooooooo: oo4o4050 0
-0 Tt 00000000 00404058 0
1 AWREl | Ml 4 lnnnnnnnnc nndandnan n

Disassembly

OFFset:I | Previous I

goooooon 0040100k cc int 3
ooooooon 0040100z oo int 3
goooooon 00401004 cc int 3
goooooon 0040100 cc int 3
oooooooo o040100f cc int 3

FointersProject Imain:
188d05e 5 rax, [FointersProject!la

QooQoooo0T 00401017 4870001000000 mow gword ptr [ra=x]. 0=zl

Qoooonon 0040101e 488d1de32f0000 lea rb=. [PointersProject!bh (00000000004040087]
Qoo0Q000 00401025 4870301000000 mow gword ptr [rb=x]. 0=zl
Q0000000 " 0040102 488L00 mows rax, [rax]

Command

HodLoad: duduouul vodoouoy guodooul - uoagsuay FPointersFroject  exe

ModLoad: 00000000 78ec0000 00000000 78££9000 ntdll . dll

ModLoad: 000000007 78440000 000000007 78=b2000 CowM2KIaystend2 kerneli? dll
(lead 1378): Brealk instruction exception — code 80000003 (first chance)
ntdll ! DbgBreakPoint :

qoopoooo-78ef3320 co int 3

0:000: bp main

*#%% TARNING: TUnable to wverify checkszum for PointersProject . exe

0:000: g

Brealkpoint 0 hit

FPointersProject Imain:

Qoooooo0 00401010 4288d05=92f0000 lea rax. [PointersProjectla (000000000040400073] d=: 00000000 00404000=0000000000000000 —

[0o0as

| Ln17,Col9 | SysOi<local> | Proc000:leat | Thed 000:1378 |ASh |OVR |CAPS |RUM



Picture 1

Location : a (Address
0000000000404000)

Location : b (Address
0000000000404008)

X

0000000000000000

Register RAX

0000000000000000

0000000000000000

0000000000000000

Register RBX

0000000000000000

0000000000000000

Register RDX

0000000000000000

0000000000000000




Pointers Project - Calculations

rax := address a
[rax] =1 ,; [a] = 1
rbx := address b
[rbx] =1 , [b] =1
[rbx] := [rbx] + [rax]
; [b] = 2
[rbx] := [rbx] * 2
; [b] = 4




Using pointers to assign numbers to memory cells

 rax := address a
e [rax] =1

means using the contents of rax as address of a memory cell and assign a value to
the contents of this memory cell

* In C language it is called a “pointer” and we write:

__int64 *pa = &a; // definition of a pointer

*pa = 1; // get memory cell (dereferencing a pointer)
// and assign a value to it

* In Assembler we write:
lea rax, [a] ; load the address a into rax
mov qword ptr [rax], 1 ; use rax as a pointer

* In WinDbg disassembly output we see:

00000000°00401010 488d05e92f0000 lea rax, [PointersProject!a (0000000000404000)]
00000000°00401017 48c70001000000 mov gword ptr [rax],h Oxl



‘I_[ C:' dmiktri’ training-644 Part2' Pointers' PointersProject.exe - WinDbg:6.4.0007.0

File Edit Wew Debug Window Help

= 2= &lelEo] 8 BlERE EmEED [E 2 A 2

Registers = E @ C: dmitri® training-64' Part2' Pointers' PointersProject.as=.=E @ Memory EE
Cuﬂumhanl _text SEGHMENT AI Jwﬂud:IDDDDDDDDDD4D4DDD | Frevious I R |
|Reg |Halue Mll-in PROC JDEmmﬁummh Cuad vI
p— 404000 — 00000000 00404000 1 -
Thit 404008 lea TaX, [=] 00000000° 00404008 1
o 28af139a nov qword ptr [raz]. 1 00000000 00404010 0

lea rbx, [b] 00000000 00404018 0
rdz 0 nov vord ptr [rbz]. 1 00000000° 00404020 0
rsp ész?a | 00000000 00404028 0
rhp add [rbx]. rax 00000000 00404030 0
r=i a inc rax 00000000 00404038 0
rdi a imul gword ptr [rbx] 00000000 00404040 0
T 12f£78 nowv [rb=]. ra=x 00000000 00404048 0
+9 0 = \ +| loooooooo oo4o4050 ]
-3 Tt 00000000 00404058 0 e
1 AR Kl | Ml lnnnnnnnn nndndnean n =l
Disassembly mE

OFFset:I | Previous I M et |

FPointersProject Inai

goooooon 00401017 4570001000000 o gqword ptr [rax]. 0=l
00000000°0040101e 488d1de32£0000 lea rbx. [PointersProject!b (0000000000404008)]
goooooon- 00401025 4870301000000 TS

________ 2o 488L00 mowv rax. - 0ooooonn Q00000000000000

goooooooT0o40102f 480103 add [rbx].rax

Qooooooo- 00401032 48ffc=0 inc rax

Qoooooo0 00401035 48£72b imul qword ptr [rhmx]

Qooooooo 00401038 488903 o [rhx].rax

Qoooooon 0040103 =3 ret

Command B

FPointersProject Imain+0=x7 :

Qoo0ooo0" 00401017 4870001000000 mov gword ptr [rax].0=xl d=:00000000°00404000=0000000000000000
0:000: p

FointersProject Inain+lxe:

Qoooooo0 0040101e 488d1de32f0000 lea rb=. [PointersProject!b (0000000000404008)%] d=: 00000000 00404008=0000000000000000
0:000: p

FPointersProject Imain+0xl5:

Qoo000oo00" 00401025 4870301000000 mov gword ptr [rb=x].0=xl d=:00000000°00404008=0000000000000000
0:000: p

FPointersProject Inain+lxlc:

Qoooooo0 0040102 488b00 mow rax, [rax] d=:00000000°00404000=0000000000000001

[orooos ||
| n19, Coll | SysO:<local> | Proc000:lead | Thrd 000:1378 |45/ |[OVR |CAPS | UM




Pointers Project - Calculations

rax := address a lea rax, [a]
[rax] =1 , [a] =1 mov gword ptr [rax], 1
rbx := address b lea rbx, [b]
[rbx] =1 , [b] =1 mov gword ptr [rbx], 1
[rbx] := [rbx] + [rax]

; [b] = 2
[rbx] := [rbx] * 2

; [b] = 4




Picture 2

Location : a (Address
0000000000404000)

Location : b (Address
0000000000404008)

=

0000000000000000

Register RAX

0000000000404000

0000000000000001
Register RBX
0000000000000001 w— |
0000000000404008
0000000000000000 Register RDX
0000000000000000

0000000000000000




Adding numbers using pointers

» [rbx] := [rbx] + [rax]
[rax] and [rbx] mean contents of memory cells whose addresses (locations) are
stored in rax and rbx

* In C language we write:
*pb =*pb + *pa;

* In Assembler we use instruction add

We cannot use both memory addresses in one step (instruction):
add [rbx], [rax]

We can only use add [rbx], register

register := [rax]

[rbx] := [rbx] + register

* In Assembler we write:

mov rax, [rax]

add [rbx], rax

* In WinDbg disassembly output we see:
00000000°0040102c 488b00 mov rax, [rax]
00000000°0040102f 480103 add [rbx],rax



File Edit Wew Debug Window Help

= HH=| Bl o o 22 EEEEO [F 32 Al 2

Registers 2 BT @ C:% dmiitri' training-64' Part2' Pointers' PointersProject.ass B
Cuﬂumhanl _text SEGHEHT AI Wirkual: IDDDDDDDDDD4D4DDD | Previous I Nem |
I Reg |?alue M B=in PROC JDEphymeat Caad I
e 1 — lea . [a] goooooooToodo04000 1 =
. goooooooTood404008 2
W - et nov qvord ptr [rax]. 1 00000000 00404010 0
3 T lea rbx, [b] 00000000 00404018 0
IEX nowv gword ptr [rbx]. 1 00000000 00404020 0
bo ész?a mov Tax, [raz] 00000000 00404028 0
Thp HH]« rax 00000000° 00404030 0
=l 0 I - gooooooo 00404038 0
rdi 0 imul guord ptr [rbx] 00000000 00404040 0
r8 12££78 now [rbx]. rax 00000000 00404048 0
9 0 - . -| 000000007 00404050 ]
=i rel aooooooo 00404058 1] =
< AWKl | 14 lnnnnnnnncnndndnen i =
Disassembly mE
Cffset: I | Previous I M et |
goooooooT 00401017 48=70001000000 mow gword ptr [rax].0xl
Q0000000°0040101e 483d1de3zZ2f0000 lea rbx. [PointersProject!b (00000000004040087]
goooooo0 00401025 4870301000000 mow gword ptr [rbx].0xl
Q0000000 " 0040102 488L00 mows rax, [rax]
DDDDDDDD‘DD4DIDE£ 480103 add rhx].rax
) 48ff=0 ] 3
DDDDDDDD‘DD4DIDEE 48f72hb imul qwnrd ptr [rbx]
goooooooT 00401038 488903 mow [rbx].rax
goooooooT0040103b =3 ret
Qoooooo0 0040103 oo int 3
Qoooooo0 0040103d oo int 3
Command E

FPointersProject Imain+0xl5:

Qoo000oo00" 00401025 4870301000000 mov gword ptr [rb=x].0=xl d=:00000000°00404008=0000000000000000
0:000: p

FPointersProject Inain+lxlc:

Qoooooo0 0040102 488b00 mow rax, [rax] d=:00000000°00404000=0000000000000001
0:000: p

FPointersProject Imain+0xlf ;

Qoooooo0 0040102f 4280103 add [rbx].rax d=:00000000°00404008=0000000000000001
0:000: p

FPointersProject Imain+l=x22

Qoo0Qoo0" 00401032 48fifcO inc rax

[0:000>

tn2t, Coll | SysO:<local> | Proc000:lead | Thrd 000:1378 |45 |[OVR |CAPS | UM



Pointers Project - Calculations

rax := address a lea rax, [a]
[rax] =1 , [a] =1 mov gword ptr [rax], 1
rbx := address b lea rbx, [b]
[rbx] =1 , [b] =1 mov gword ptr [rbx], 1
[rbx] := [rbx] + [rax] mov rax, [rax]

; [b] = 2 add [rbx], rax
[rbx] := [rbx] * 2

; [b] = 4




Picture 3

Location : a (Address
0000000000404000)

Location : b (Address
0000000000404008)

=

0000000000000000

Register RAX

0000000000000001

0000000000000001

0000000000000002

Register RBX

0000000000000000

0000000000404008

Register RDX

0000000000000000

0000000000000000




Multiplying numbers using pointers

e [rbx]:=[rbx]* 2
Means multiply contents of the memory whose address is stored in rbx by 2

* In C language we write:
*pb = *pb * 2; or *pb *= 2;

* In Assembler we use instruction imul (integer multiply)
imul qword ptr [rbx]

Means [rbx] := [rbx] * rax, so we have to put 2 into rax, but we already have
1 in rax so we use inc rax before imul to increment by 1

* In WinDbg disassembly output we see:

00000000°00401032 48ffcO inc rax

00000000 00401035 48£f72b imul gword ptr [rbx]
00000000°00401038 488903 mov [rbx] , rax



‘I_[ C:' dmiktri’ training-644 Part2' Pointers' PointersProject.exe - WinDbg:6.4.0007.0

File Edit Wew Debug Window Help

= 2= &elEo] 8 BlEREEmEED [E 2 A 2

=
Cuﬂumhe”.l mﬂud IDDDDDDDDDD4D4DDD | Previous I Nem |
IREg |?alue " lea rax. [a] JDEmmﬁDmmt Duad I
rax 4 — nov guord ptr [rax]. 1 00000000 00404000 1 =
Thox 404008 lea rhax, [b] 00000000° 00404008 4
nov qword ptr [rbz]. 1 00000000 00404010 0
rgx SBEleSa new Tax, [rax] 00000000 00404018 0
ICE 12EE78 add [rbx]. rax 00000000 00404020 0
=D inc Tax 00000000 00404028 0
rbp o imul gvord ptr [rb=] 00000000° 00404030 0
r=i a nov [rbx]. rax 00000000 00404038 0
rdi u - 00000000° 00404040 0
) 12££78 | ret 00000000 004040458 i
9 0 - R | loooooooo: oo4o4050 i
-3 m3in F 00000000 00404058 0 i
1 Ml “FI | Ml 4 lnnnnnnnnc nndandnan n d|
Disassembly mE
Cffset: I | Previous I Mext |
gooooooo 0040102 488k00 Mo rax, [rax]
00000000 0040102 4801073 add [rh=].rax
00000000 00401032 48ffc0 inc rax
00000000 00401035 48£72b imul gword ptr [rhx]
00000000-00401038 483303 o [rh=].rax
00000000 0040103c oo int 3
00000000 0040103d oo int 3
00000000 0040103 oo int 3
00000000 0040103 oo int 3
00000000 00401040 oo int 3
Command B
FPointersProject Imain+l=x22
00000000 00401032 48ffc0 inc rax

0:000: p

FPointersProject Imain+0=x25;

Qo000000 00401035 48fi72b imul gword ptr [rbx] d=:00000000°00404008=0000000000000002
0:000: p

FPointersProject Imain+0x23

Qo000000" 00401038 488903 mov [rbx].rax d=: 000000007 00404008=0000000000000002
0:000: p

FPointersProject Imain+l=2b:

Qoooooo0"0040103b =3 ret

[0-000>

n2s, Coll | SysO:<local> | Proc000:lead | Thrd 000:1378 |45 [OVR |CAPS | UM



Pointers Project - Calculations

rax := address a lea rax, [a]
[rax] =1 , [a] =1 mov qword ptr [rax], 1
rbx := address b lea rbx, [b]
[rbx] =1 , [b] =1 mov qword ptr [rbx], 1
[rbx] := [rbx] + [rax] mov rax, [rax]

; [b] = 2 add [rbx], rax
[rbx] := [rbx] * 2 inc rax

; [b] = 4 imul [rbx]

mov [rbx], rax




Picture 4

Location : a (Address
0000000000404000)

Location : b (Address
0000000000404008)

L

0000000000000000

Register RAX

0000000000000001

0000000000000004

0000000000000004

Register RBX

0000000000000000

0000000000404008

Register RDX

0000000000000000

0000000000000000




What's next?

More practice with binary and hexadecimal notations.
Bits, bytes, words, double and quad words.

Pointers to bytes, double and quad words.

Pointers as variables. Null pointer.

We will rewrite our arithmetic C project using pointers as
variables.



