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Crash Dump Tools

* TestDefaultDebugger
* SystemDump
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TestDefaultDebugger
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TestDefaultDebugger (...)

o

a2 TestDefaultDebugger NET [ = || & [[£3]

.NET version

Crash Me

TestDefaultDebugger MET

i

e Unhandled exception has occumed in your application. i you click
(9) Cortinue, the application will ignore this emor and attempt to continue. I
S you click Quit, the application will close immediately.

Stack empty.

otz |

See the end of this message for details on invoking -
just-indime (JIT) debugging instead of this dialog boo.

Exception Texd
System. InvalidOperation Exception: Stack empty.

at System Collections. Stack. Pop()

at WindowsApplication1.Form 1 button1_Click (Object sender, EventArgs )

at System Windows . Forms . Control OnClick(Event frgs &)

at System Windows Forms.Button OnMouseUp{MouseEvent Args mevent)

at System Windows . Forms Control WmMouse Up(Messaged m, MouseButtons butte =
1| 1] [

k
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SystemDump

SystemDump for 86 and x64 platforms - | I:Ilﬂ

De=scription:
Session 10 hangs = STOP ERROR )

N —
Exit

Abouk

K

[T always on top

Bug check in: IEI 3 minutes

e .
o
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DumpCheck

* Explorer extension

e Command line version

Helps to check dump file type before sending it:

* User memory dump

* User mini dump
Complete memory dump
Kernel memory dump
Kernel mini dump
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DumpCheck (...

& C\dmitry",31316233-dump2

File Edit “iew Favorites  Tools  Hel F
Citrix DumpCheck | - | .
= Back = = - | €20 Search 0 Folders | B~
@ Citrix DurmpCheck w1.4 - written by Dmitry Yostokow et ID Coldmitry|31316233-dump2 j & Go
Dump has been opened and closed successfully!
File and Folder Tasks ¥ Minidurp
@type: Complete memoty c@
Other Places ¥
Details ¥
Open \With. ..
Perforce k
__.}_'_C_j TextPad
= add to archive. .

2 add to "MEMORY . rar"
B Compress and email. ..

g Cikrix DumpCheck w1.4 - writken by Dmitey Wostokow

Loading Dunip File [C:\Documents and Setringshall UsersiApplication DatalMicrosoftiDr Watsonuser_corrupted.dmp] %C'J_ml:_'ress to "MEMORY.rar" and email
ERROR: Directory nok present in dump (RY& Dx20202020) £ WinZip *
Could not initialize dump File [C:Documents and Settings)All UsersiApplication DatalMicrosoftDr Check the Durnp
W'atsomiuser_corrupted.dmp], Win32 error 1392
"The File or directory is corrupted and unreadable,” Send To 2
OpenbumpFile Failed, 0:x30070570 cub
Copy
@p i5 CorFUpE o nok access@ Create Shorkout
Delete
Rename
Properties
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GUI Troubleshooting Tools

* WindowHistory

* RepairCBDChain

* MessageHistory

m -




Start, Stop and Send Log (SSSL)

[ ]
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Intro: Windows

B untitled - Notepad O] =|

File Edit Format Yew Help
He'llo world! ]

Top level window
{Class: Notepad]

Va =l
/

Child window
{Class: Edit)

4 .
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WindowHistory

. (64-bit)
. (Mobile)

e windowHistoryb4 ;IEIEI

Options

Save

v Include child windows

Exit
¥ Record changes Update frequency (seconds): I 5 _IQ
nable Tips ¥ Realtime About

Captured windows;

Start kime: 19:15:22:812
Format kime: 19:15:23:921
Screen size of primary display monitor: 16001200

J BEE

Handle: 00010044 Class: "GoToMyPC" Title: "GoToMyPC"
Captured at: 19;15:22:543
Process IO 375
Thread ID: &f&
Parent: O
acreen position {,k,r,b): {0,0,0,00
Client rectangle {I,t,r,b): (0,0,0,0)
Wizible: False
Window placement command: SW_SHOWNORMAL
Foreground; False
Hungapp: False
Minimized: false
Maximized: False
Window style: W3_CLIPSIELINGS WS _POPUP WS_POPLIPWINDOW
Extended window stvle; Wa_Ex_PALETTEWINDOW W3_ExX_TOOLWINDOW Wa_Ex_TOPMOST

Relationship (Z-arder and owner): -
| | 3
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WindowHistory (...)

i untitled - Paint iif untitled - Paink

PIDTID: dbc.gcd
HWMND: 1d06bc

Title: "untitled - Paint"
Class: "MSPaintapp"

File: Edit View Image Colors Help File Edit Miew|[WindowHistoryTip]

[windowHiskory Tip]
PIC. TID: dbc.Scd
HWrD: 18068
Title: " 1
Class: "&Fx:0000000100000000:5" |
Parent HWHMND: 1d06da

Parent Title; ™

Parent Class: "AFxFrameOriiewdzy"

llllllllllllll llllllllllllll
I_ T NN I_ NI | I | (e

|F|:|r Help, click Help Topics on the Help Menu, i |F|:|r Help, click Help Topics on the Help Menu, i

e .
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WindowHistory (......)

Handle: 000505B4 Class: "Notepad" Title: "Untitled - Notepad"

Captured at: 21:55:14:633

Process ID: 908

Thread ID: a8

Parent: 0

Screen position (I,t,r,b): (302,277,712,644)
Position changed at 21:55:16:926 to (I,t,r,b): (-4,-4,1028,772)
Position changed at 21:55:19:790 to (l,t,r,b): (-32000,-32000,-31840,-31976)
Position changed at 21:55:24:607 to (I,t,r,b): (-4,-4,1028,772)
Position changed at 21:55:26:259 to (I,t,r,b): (302,277,712,644)

Visible: true
Window placement command: SW_SHOWNORMAL
Placement changed at 21:55:16:926 to SW_SHOWMAXIMIZED
Placement changed at 21:55:19:790 to SW_SHOWMINIMIZED
Placement changed at 21:55:24:607 to SW_SHOWMAXIMIZED
Placement changed at 21:55:26:259 to SW_SHOWNORMAL
Foreground: true
Foreground changed at 21:55:19:790 to false
Foreground changed at 21:55:24:607 to true
Foreground changed at 21:55:29:965 to false
HungApp: false
Minimized: false
Minimized changed at 21:55:19:790 to true
Minimized changed at 21:55:24:607 to false
Maximized: false
Maximized changed at 21:55:16:926 to true
Maximized changed at 21:55:19:790 to false
Maximized changed at 21:55:24:607 to true
Maximized changed at 21:55:26:259 to false

m © 2007 Citrix Systems, Inc.—All rights reserved




WindowHistory (.........)

Window style: WS_BORDER WS_CAPTION WS_CLIPSIBLINGS WS_DLGFRAME WS_GROUP WS_MAXIMIZEBOX
WS_MINIMIZEBOX WS_OVERLAPPEDWINDOW WS_POPUPWINDOW WS_SIZEBOX WS_SYSMENU WS_TABSTOP
WS_THICKFRAME WS_TILEDWINDOW WS_VISIBLE

Style changed at 21:55:16:926 to WS_BORDER WS_CAPTION WS_CLIPSIBLINGS WS_DLGFRAME WS_GROUP
WS_MAXIMIZE WS_MAXIMIZEBOX WS_MINIMIZEBOX WS_OVERLAPPEDWINDOW WS_POPUPWINDOW
WS_SIZEBOXWS_SYSMENU WS_TABSTOP WS_THICKFRAME WS_TILEDWINDOW WS_VISIBLE

Style changed at 21:55:19:790 to WS_BORDER WS_CAPTION WS_CLIPSIBLINGS WS_DLGFRAME WS_GROUP
WS_ICONIC WS_MAXIMIZEBOX WS_MINIMIZE WS_MINIMIZEBOX WS_OVERLAPPEDWINDOW WS_POPUPWINDOW
WS_SIZEBOXWS_SYSMENU WS_TABSTOP WS_THICKFRAME WS_TILEDWINDOW WS_VISIBLE

Style changed at 21:55:24:607 to WS_BORDER WS_CAPTION WS_CLIPSIBLINGS WS_DLGFRAME WS_GROUP
WS_MAXIMIZE WS_MAXIMIZEBOX WS_MINIMIZEBOX WS_OVERLAPPEDWINDOW WS_POPUPWINDOW
WS_SIZEBOXWS_SYSMENU WS_TABSTOP WS_THICKFRAME WS_TILEDWINDOW WS_VISIBLE

Style changed at 21:55:26:259 to WS_BORDER WS_CAPTION WS_CLIPSIBLINGS WS_DLGFRAME WS_GROUP
WS_MAXIMIZEBOX WS_MINIMIZEBOX WS_OVERLAPPEDWINDOW WS_POPUPWINDOW WS_SIZEBOX
WS _SYSMENU WS_TABSTOP WS_THICKFRAME WS_TILEDWINDOW WS_VISIBLE

Extended window style: WS_EX_ACCEPTFILES WS_EX_OVERLAPPEDWINDOW WS_EX_PALETTEWINDOW WS_EX_WINDOWEDGE
Relationship (Z-order and owner):
GW_CHILD: 000405C4
GW_HWNDFIRST: 00040032
GW_HWNDFIRST changed at 21:55:24:607 to 0001008A
GW_HWNDLAST: 00010090
GW_HWNDNEXT: 000904C2
GW_HWNDNEXT changed at 21:55:19:790 to 0001009C
GW_HWNDNEXT changed at 21:55:24:607 to 0004057A
GW_HWNDPREV: 000C0502

[.]
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WindowHistory (............)

Child windows:

Handle: 000405C4 Class: "Edit" Title: ""
Captured at: 21:55:14:633
Parent: 505b4
ID: f

Client rectangle (l,t,r,b): (-2,-2,400,319)
Position changed at 21:55:16:926 to (I,t,r,b): (-2,-2,1022,728)
Position changed at 21:55:26:259 to (l,t,r,b): (-2,-2,400,319)

Visible: true
Window style: WS_CHILD WS_CHILDWINDOW WS_VISIBLE WS_VSCROLL
Extended window style: WS_EX_CLIENTEDGE WS_EX_OVERLAPPEDWINDOW
Relationship (Z-order and owner):

GW_CHILD: 00000000

GW_HWNDFIRST: 000405C4

GW_HWNDLAST: 000505C6

GW_HWNDNEXT: 000505C6

GW_HWNDPREV: 00000000

GW_HWNDOWNER: 00000000

Handle: 000505C6 Class: "msctls_statusbar32" Title: ""

Captured at: 21:55:14:633
Parent: 505b4
ID: 401

Client rectangle (l,t,r,b): (0,0,402,20)
Position changed at 21:55:16:936 to (l,t,r,b): (0,0,1024,20)
Position changed at 21:55:26:259 to (l,t,r,b): (0,0,402,20)

Visible: false

Window style: WS_CHILD WS_CHILDWINDOW WS_CLIPSIBLINGS
Extended window style:

Relationship (Z-order and owner):

[.]
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Intro: Window Messages

* Message ID (WM_xxx, EM_xxx, LB_xxx, ...)

e 2 parameters (wParam and IParam)

Example (from MSDN): WM_LBUTTONDOWN

wParam

MK_CONTROL The CTRL key is down.

MK _LBUTTON The left mouse button is down.
MK_MBUTTON The middle mouse button is down.
MK_RBUTTON The right mouse button is down.
MK_SHIFT The SHIFT key is down.

IParam

The low-order word specifies the x-coordinate of the cursor. The coordinate is relative to the upper-left corner of the
client area.

The high-order word specifies the y-coordinate of the cursor. The coordinate is relative to the upper-left corner of the
client area.

m © 2007 Citrix Systems, Inc.—All rights reserved




RepairCBDChalin

o (64-bit)
Immediately restores clipboard functionality on client and server

From 9.100 [#112636] this has been already implemented on client side
(not activated by default)

© 2007 Citrix Systems, Inc.—All rights reserved
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RepairCBDChain (...

Client S

File Edit Format Wew Help Copy Clipboard Clioboard File Edit Format Yew Help
ipboar
o wor Td! >l P % Hello worTd! |

N =l

WM_DRAWCLIPBEOARD

Ird-party application Data

T

WM _DRAWCLIPBOARD

%I wiical2.exe Data > wrshell.exe

Wi _DRAWCL IPBOARD

wfica3i2.exe

%

m © 2007 Citrix Systems, Inc.—All rights reserved




RepairCBDChain (......

Client S

File Edit Format Wiew Hel i File Edit Format ‘iew Hel
=_— = = =R Copy > Clipboard Clipboard == = = ==

Paste
Empty ; | J
=

O ‘wor

WM_DRAWCLIPBOARD

WM_DRAWCL IPBOARD

%I wrfical2.exe wrshell.exe

wificald2.exe

m © 2007 Citrix Systems, Inc.—All rights reserved




RepairCBDChain (.........

_ialx]

File Edit Format Wiew Help

Client

0O ‘wor

Copy >. Clipboard

AT

3. Receives
messages
again

WM_DRAWCLIPBEOARD

i
e

Server
[P untitled - Note -10| x|
Clioboard File Edit Format Mjew Help

ipboar
P % Hello world! -]
7~ =

Data
Data wizhell.exe

2. Insert
RepairCBDChain
1. Find
wfica3i2.exe
wh_DRAWCLIPEOARD
wifical2.exe

%

m © 2007 Citrix Systems, Inc.—All rights reserved
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RepairCBDChain (............

e

File Edit Format Wiew Help

Hello world!|

wfica32.exe

WM DRAWCLIPBOARD

Client
X
Paste | Clipboard

“lle

Y
= N

WM_DRAWCLIPBOARD
< Data
wifical2.exe

s

m © 2007 Citrix Systems, Inc.—All rights reserved

Server

Clipboard C

=

File Edit Format Yew Help

WM_DRAWCLIPBEOARD

Data

i

Jrd-party application

WM _DRAWCLIPBOARD

wizhell.exe

.e




RepairCBDChain (...............

[P untitled - Note

File Edit Format

=10l x|

Wiew  Help
- Paste

Client

=K
[~

wiicai2.exe

m © 2007 Citrix Systems, Inc.—All rights reserved

Clipboard
Empty

wiicai2.exe

Server

Clipboard

WM_DRAWCLIPEOARD

JRI=TEY

File Edit Format Mjew Help

Wi _DRAWCL IPBOARD

wizhell.exe




RepairCBDChain (..................

Client
[P untitled - Noke - 10| x|
File Edit F LW Hel
Eile Edi grmaI Wiew  Help | Paste | Clipboard
Hello world!| ﬂ,\
= S
WM_DRAWCLIPBOARD
wiicai2.exe
Vi
- Data
WM DRAWCLIPBOARD
wiicai2.exe

s

m © 2007 Citrix Systems, Inc.—All rights reserved

Server

Clipboard C

/|\

[P untitled - Noke -10| x|
File Edit Format Mjew Help

WwM_DRAWCLIPBOARD

2. Inzert

RepairC|

BOChain

%I wrshell.exe

Data

1. Find

,&

3. Receives
messages
again




Intro: Message Processing

* Synchronous: window sends a message to itself or another
window and waits for a return (SendMessage)

* Asynchronous: window posts a message to itself or another
window and continues to execute its own code
(PostMessage)

© 2007 Citrix Systems, Inc.—All rights reserved



Intro: Message Processing (...)

User space Kernel space Physical space

User process

thread's
message loop Message queues

while [Getl‘u‘lemage}—( |<

Keyboard

T~

DispatchMessage Mouse
PostMessage or
SendMessage to
another thread's
window
Top level window title
ICA

m © 2007 Citrix Systems, Inc.—All rights reserved



MessageHistory

{5

Messages

Save
v SendMessage [ User [ Paint
Exit
[ Circular buffer W IPostiessage \I Kevboard/ [ Timer [ Misc
About
Captured messages:
Skart time: 17:54:3 (=
Format time: 17:54:13 -

Mumber of messages sent: 1785
Mumber of messages posted: 32

PID.TID: bfc.a04

HWMD: 0x0000000000010074

Zlass: "Progman’

Title: "Program Manager"

17:54:5:15 5 WM_SIZE (0x5) wParam: 0x0 IParam: 0x0 SIZE_RESTORED Width/Height (client area
HWMD: 0x0000000000010076

Class: "SHELLDLL_Deftiewm"

Title: ™

17:54:5:15 5 WH_WINDOWPOSCHANGING (0x46) wPararm: Ox0 Param: OxafS00

PID.TID: bfc.afo

HWHD: Q000000000001 0060 -
1| 3

m © 2007 Citrix Systems, Inc.—All rights reserved
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MessageHistory (...)

PID.TID: c20.cOc

HWND: 0x002501D4

Class: "wMFService006600CA004"

Title: "Microsoft Outlook7718 - MetaFrame Presentation Server Client [SpeedScreen On]"
17:58:53:671 S WM_WINDOWPOSCHANGING (0x46) wParam: 0x0 IParam: 0x12ef6c¢

HWND: 0x003F08DC

Class: "Transparent Windows Client"

Title: ""P "b24 of 24 - Clipboard"b”Sltem collected. - \\Remote"
17:58:53:671 S WM_NCCREATE (0x81) wParam: 0x0 IParam: 0x12ea78
17:58:53:671 S WM_NCCALCSIZE (0x83) wParam: 0x0 IParam: 0x12ea64
17:58:53:671 S WM_CREATE (0x1) wParam: 0x0 IParam: 0x12ea78

17:58:53:671 S WM_SIZE (0x5) wParam: 0x0 IParam: 0x230087 SIZE_RESTORED Width/Height (client area):
135/35

17:58:53:671 S WM_MOVE (0x3) wParam: 0x0 IParam: 0x48b05b7 Left/Top: 1463/1163
17:58:53:671 S WM_SHOWWINDOW (0x18) wParam: 0x1 IParam: 0x0 Window in being shown

HWND: 0x004E0332

Class: "WFClip"

Title: "WFClip"

17:58:53:484 S WM_DRAWCLIPBOARD (0x308) wParam: OxdOaa0 IParam: 0x0

HWND: 0x0094036E

Class: "TWI Link"

Title: ""

17:58:53:671 S WM_WINDOWPOSCHANGING (0x46) wParam: 0x0 IParam: 0x12ef6c

m © 2007 Citrix Systems, Inc.—All rights reserved




MessageHistory (......)

18:8:3:125 P WM_KEYDOWN (0x100) wParam: 0x10 IParam: 0x2a0001 Virtual key code: VK_SHIFT Previous key state:
"up before" Repeat count: 1 Scan code: 0x2a

18:8:3:359 P WM_KEYDOWN (0x100) wParam: 0x48 IParam: 0x230001 Virtual key code: VK_H Previous key state: "up
before" Repeat count: 1 Scan code: 0x23

18:8:3:359 P WM_CHAR (0x102) wParam: 0x48 IParam: 0x230001 Character code: 0x48 'H' Previous key state: "up
before" Transition state: "pressed" Repeat count: 1 Scan code: 0x23

18:8:3:437 P WM_KEYUP (0x101) wParam: 0x48 IParam: 0xc0230001 Virtual key code: VK_H Repeat count: 1 Scan code:
0x23

18:8:3:484 P WM_KEYUP (0x101) wParam: 0x10 IParam: 0xc02a0001 Virtual key code: VK_SHIFT Repeat count: 1 Scan
code: Ox2a

18:8:6:484 P WM_KEYDOWN (0x100) wParam: 0x90 IParam: 0x1450001 Virtual key code: Previous key
state: "up before" Extended key Repeat count: 1 Scan code: 0x45

18:8:6:578 P WM_KEYUP (0x101) wParam: 0x90 IParam: O0xc1450001 Virtual key code: Extended key
Repeat count: 1 Scan code: 0x45

18:8:7:156 P WM_KEYDOWN (0x100) wParam: 0x90 IParam: 0x1450001 Virtual key code: Previous key
state: "up before" Extended key Repeat count: 1 Scan code: 0x45

18:8:7:218 P WM_KEYUP (0x101) wParam: 0x90 IParam: 0xc1450001 Virtual key code: Extended key
Repeat count: 1 Scan code: 0x45

m © 2007 Citrix Systems, Inc.—All rights reserved




Printing tools

* StressPrinters

CITRIX




StressPrinters

StressPrinters for 32-bit and 64-bit platforms

StressPrinters

~Printer drivers —Prinker creation setktings
[ GoToMyPC UPD Driver Base printer name: I HF Lazerlat 4000 Series PCL
HP LaserJet 4000 Series PCL
CJHF Laserlet 4000 Ser!es PCLa Printer port name: ILF‘TI: j
HF LaserJet 4050 Series PCL Load
[ Lexmark Optra R Flus Series
Print processor: I Winprink
= Cipkions
+P Options =) The number of concurrent add events: 1 =
Pre-processing command: Maximurn delay between add and delete [ - —
(in miliseconds): =l
Post-processing command: The number of times to repeat the tesk; | 1 =

[~ keep printers created during lask iteration
( Timeout (jn minutes): 1 |*,

N—

[T verbose mode

LI_I ﬂ [™ &pply these settings ko all printers

m © 2007 Citrix Systems, Inc.—All rights reserved
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StressPrinters (...

StressPrinters Output Log = | I:Ilﬂ

Launching crd. exe /C addprinteré4.exe -name "HP LaserJet 4000 Series PCL" -port "LPT1:" -driver "HP LaserJet 4( ﬂ Clase
MO process has been created. PID: Fdc (40600 =
Launching crd. exe [ addprinterad, exe -name "HP LaserJet 4050 Series PCL" -port "LPT1:" -driver "HP Laserlet 4C
ZMD process has been created. PID: 530 (1328) Save Iog

--- Beqgin Log for "HP LaserJet 4000 Series PCL" ---
Logaing is in progress. ..

--- End Log For "HP LaserJet 4000 Series PCL" ---

--- Beqgin Log For "HP LaserJet 4050 Series PCL" ---
addPrinter Wer 2,01 {c) Citrix 2006-2007 (pid: 3732)

MYARMIMNG: Ehread id 0x90c may be stuck on ClasePrinter Far printer HP LaserJet 4050 Series PCL1I
Time elapsed: 90 seconds, Done with O errors,

--- End Log For ™ et B LY

Stress kests have not finished For the Following drivers after 1 minukes(s):

HF Lasetlet 4000 Series F'CL|

m © 2007 Citrix Systems, Inc.—All rights reserved



Miscellaneous tools

* ADSCleaner

] .
CITRIX © 2007 Citrix Systems, Inc.—All rights reserved
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ADSCleaner

. (64-bit)

Lists and (optionally) cleans file streams created by Citrix memory
optimization code

File streams (attributes)

HTFS file HTF5S file reference

File name: Security
ream ream rearm notepad.exe o
File contents Additional file
(default unnamed | | Stream contents
data attribute) (named data
attribute)

m © 2007 Citrix Systems, Inc.—All rights reserved
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ADSCleaner (...

lllll ApS Cleaner

Deleted 1 skream(s) in M:\program files)vrwarelvmmare toolsiyMwaredervice, exe
Deleted 2 streamis) in M:Yprogram Files\vmwarelvmware tools\YMwareTray exe (16
Deleted 1 skream(s) in M:\program files\vrwarelvmimare toolsiMwarelser exe (15
Deleted 2 streams) in M:Yprogram Files\winrarRarExt.dll {Z50380)

Deleted 2 skream(s) in M windows\system32ihafs. dil (2048000

Total: freed 7341 KB
Failed ko clean the Following streams:

M windowst system32 W CdfHelper dilYDO-W2KS-CP34, 1 $DATA
M hwindowssystem32y CdfHelper, dilYDO-W2K3-CPS4,. 3:4DATA

e .
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Suggested Reading

(ISBN-13: 978-0-9558328-0-2)

Windows® Debugging Notebook: Essential Concepts, WinDbg
Commands and Tools

(ISBN-13: 978-1-906717-00-1 Forthcoming: July, 2008)
Crash Dump Analysis for System Administrators
(ISBN-13: 978-1-906717-02-5 Forthcoming: August, 2008)
DebugWare: The Art and Craft of Writing Troubleshooting Tools
(ISBN-13: 978-0-9558328-3-3 Forthcoming: September, 2008)

© 2007 Citrix Systems, Inc.—All rights reserved



http://www.amazon.com/Memory-Dump-Analysis-Anthology-1/dp/0955832802/ref=pd_bbs_sr_2?ie=UTF8&s=books&qid=1210157387&sr=8-2

Questions?

4 .
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