i
|

Defect

A
Detect

Windows
Debugging*

Accelerated

Version 4.0

Dmitry Vostokov
Software Diagnostics Services




Published by OpenTask, Republic of Ireland

Copyright © 2024 by OpenTask
Copyright © 2024 by Software Diagnostics Services
Copyright © 2024 by Dmitry Vostokov

All rights reserved. No part of this book may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means without the publisher's prior written permission.

Product and company names mentioned in this book may be trademarks of their owners.

OpenTask books and magazines are available through booksellers and distributors worldwide.
For further information or comments, send requests to press@opentask.com.

A CIP catalog record for this book is available from the British Library.
ISBN-13: 978-1912636-72-3 (Paperback)

Revision 4.00 (February 2024)



Contents

ADOUL ThE AUTROT ...ttt ettt e bt e s b e s ae e st e st e e bt e bt e bt e sbeesaeeeateeateebeenbeesbeesanenane 5
Presentation SHAES @and TranSCriPT....c..eii et e e e e et te e e e st te e e e e baeeeeassbaeeeanstaeeeannsaeeeesnteeeeansseeesansens 7
REVIEW OF X624 DiS@SSEMIDIY...cciiniiiiiiieee e e et e e s st e e e s be e e e s bt e e e eabeeesesabeeeesanbeeesennseeeesnnsees 39
PraCliCE EXEITISES eeierieeeiiitiee ittt ettt ettt e et e e sttt e e st e e s eab et e s s s b et e e e mbe e e e e mbe e e e s mbe e e s s mre e e e enre e e e e mbeeessanreeesannreeesenrans 51
=T Lol Y3 U | B O PSPPSR 57
(=T L of Y= U | PSP TR OPPTPPPR 66
EXEICISE UDZ ..ttt a e s a e e s a e e s a e e s bt e s rae e s 89
=T Lol YT U | B 1 PSPPSR 106
=T Lol YT U | B 7 PO UTTPURP 130
T Lol Y U B 1 S PO P SRR 137
EXEICISE UDB ...ttt ettt e e s e e st e s e e e s nres 156
=T Lol Y= U | TP PP PPPTO 167
EXEICISE UDS..... ettt e sttt e s e s e s e e e s 176
T Lol Y3 A L I PP PUT P RSRP 187
T Lol Y3 (A PP P TP PSRP 213
T Lol Y3 (D 1 T PSPPSR PRURP 235
=T Lol Y3 A 1 O PSP PTT PR 275
=T Lol Y= 1V 1 0 I PP P TS PPPRO 310
=T Lol Y 1 S PP P ST PPPR 341
EXEICISE RDL2 ..ottt b e st b e b e s bbbt a e e b e s b e s a e sbe e s ra e e 353
PN o] 0= o Vo L PSP STR 369
Complete Stack Traces fromM X624 SYSLEM . ..uuiii ettt e e et e e e stee e e e sbee e e e sabaeeeesnbaeesesnbaeeessnseeeessnsees 371



Exercise UD1

Goal: Learn how code generation parameters can influence process execution behavior.
Elementary Diagnostics Patterns: Error Message or Crash.
Memory Analysis Patterns: Message Box or Exception Stack Trace; Constant Subtrace.

Debugging Implementation Patterns: Break-in; Scope; Variable Value; Type Structure; Code Breakpoint.

1. Launch WinDbg.
2. Open \AWD4\AppD1A\x64\Release\AppD1A.exe executable by choosing File \ Launch executable menu
option:

3 WinDbg 1.2308.2002.0 = O X

©

Start debugging

Start debugging

[»

¥ Recent

Save workspace

Open source file 2/ Launch executable

Launches a new process for a given executable and attaches the debugger to it. (Ctrl + E)
Supports Time Travel Debugging

Settings

Attach to process
About Supports Time Travel Debugging

Exit =] Open dump file

il

Open trace file

&

>

)~

Connect to remote debugger

Connect to process server

Attach to kernel

'
(=
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We get the executable file loaded and ready for a debugging session:

EC:\AWD4\AppD1A\x64\ReIease\AppD1A.exe-C:\AWD4\AppD1A\x64\ReIease\AppD1A.exe - WinDbg 1.2308... — | X
Home View Brea... Tim... Mo... St Sou... Me... Co A
Step Out {'} Step Out Back D Restart —0 ' 3
T St el = @ Py
{*} StepInto  {*} Step Into Back M Stop Debugging - :
Break Go o Settings [Source| Assembly  Local Feedback
+ (P stepOver [} Step Over Back Back = Detach Help +
Flow Control Reverse Flow Control End Preferences Help
'E Command X v
%’ Symbol search path is: srv* |Z|
@ Executable search path is:
ModLoad: ©0007ff7 8ac30008 00ee7ff7 8ac56000 AppD1A.exe
ModLoad: ©00007ff9 55530000 ©0007ff9 55747000 ntdll.dl1
ModLoad: ©0007ff9 55030000 ©00R7ff9 55014000 C:\WINDOWS\System32\KERNEL32.DLL
ModLoad: ©00007ff9 52870000 ©0007ff9 52c16000 C:\WINDOWS\System32\KERNELBASE .d11
ModLoad: ©00007ff9 54130000 ©0007ff9 542ded00 C:\WINDOWS\System32\USER32.d1ll
ModLoad: 0000719 53190000 0000719 531b6e0e C:\WINDOWS\System32\win32u.dll
ModLoad: 00007119 54220000 ©00Q7ff9 54309000 C:\WINDOWS\System32\GDI32.d1ll
ModLoad: ©00007ff9° 52c200080@ ©0007ff9 52d38000 C:\WINDOWS\System32\gdi32full.d1l1l
ModLoad: ©0007fT9 5230000 000079 52fcalee C:\WINDOWS\System32\msvcp_win.d1l1l
ModLoad: 0000719 53000000 ©00e7ff9 53111000 C:\WINDOWS\System32\ucrtbase.dll
(60c4.7a38): Break instruction exception - code 80000003 (first chance)
ntdll!LdrpDoDebuggerBreak+0x30:
00719 5560b784 int |Z|
Kl []
0:000> || |
| Locals > £ X ||Threads v & X |
Name V¢ TID Index Thread E‘
0x7a38 0x0 AppD1A!wWinMainCRTStartup (0000|z|
Kl | [ [ | [] ‘
| Locals | Watch Threads | Stack Breakpoints |
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From now on, we only show the output from the command window unless we need another view.

Microsoft (R) Windows Debugger Version 10.0.25921.1001 AMD64
Copyright (c) Microsoft Corporation. All rights reserved.

CommandLine: C:\AWD4\AppD1A\x64\Release\AppD1A.exe

3k 3k 3k >k 3k sk 5k ok 5k %k sk kok Path Validation Summar‘y 3k 3k 3k 3k 3k >k >k 3k ok ok %k >k sk k
Time (ms)

Response
Deferred

Symbol search path is: srv*

Executable search path is:

ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:

000071 {7 8ac30000
000071 19" 55530000
000071 19" 55030000
000071 19" 52870000
000071 19" 54130000
00007119 53190000
00007119 5420000
000071 19" 52c20000
000071 19" 52130000
000071 19" 53000000

00007117  8ac50000
00007ff9" 55747000
00007f19" 55014000
00007119 52c16000
00007119 542de000
00007119 531b6000
00007119 54309000
00007ff9" 52d38000
000071 19" 52fca000
00007119 53111000

Location
srv*

AppD1A.exe
ntdll.dll

C

aNaNeoNeNaNaNe)

: \WINDOWS\System32\KERNEL32.DLL

: \WINDOWS\System32\KERNELBASE.d11
: \WINDOWS\System32\USER32.d11

: \WINDOWS\System32\win32u.dll

: \WINDOWS\System32\GDI32.d1l1l

: \WINDOWS\System32\gdi32full.d1ll
: \WINDOWS\System32\msvcp _win.dll
: \WINDOWS\System32\ucrtbase.dll

(60c4.7a38): Break instruction exception - code 80000003 (first chance)

ntdll!LdrpDoDebuggerBreak+0x30:

000079 5560b784

int 3

4, Open a log file (useful when the output doesn’t fit into the buffer and we need to search for something):

0:000> .logopen C:

\AWD4\D1A. log

Opened log file 'C:\AWD4\D1A.log'

5. The Im command lists loaded modules and their addresses (it also shows whether symbols files are loaded):
0:000> 1m
start end module name

0000717  8ac30000

0000717 8ac50000

AppD1A

C

(private pdb symbols)

C:\ProgramData\Dbg\sym\AppD1A.pdb\926ED291EC994719BDODFB167D2EB42E1\AppD1A. pdb
KERNELBASE
gdi32full
msvcp_win

0000719 52870000
0000719 52c20000
0000719 52130000
000071f9" 53000000
0000719 53190000
0000719 54130000
0000719 54220000
00007ff9" 55030000
00007ff9" 55530000

00007119 52c16000
00007119 52d38000
000071 19" 52fca000o
00007119 53111000
00007119 531b6000
00007119 542de000
00007119 54309000
000071 19" 55014000
000071 19" 55747000

ucrtbase
win32u
USER32
GDI32
KERNEL32
ntdll

(deferred)
(deferred)
(deferred)

(deferred)
(deferred)
(deferred)
(deferred)
(deferred)
(pdb symbols)

C:\Programbata\Dbg\sym\ntdll.pdb\58A282C24AEE7EQ@3A8CF8CBOA782CEQC1\ntdll.pdb
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6. We continue process execution using the g command. We may get an error message box:

,@ CANAWDA\AppD1A\x64\Release\AppD1A.exe - CANAWDAAppD1A\x64\Release\AppD1A.exe - WinDbg 1.2308... — Oa X
Home View Brea... Tim... Mo... Scri... Sou... Me... Co... A
II {'}" Step Out {'} Step Out Back Restart =L S o E
: le—| :

Step Into Step Into Back B Stop Debuggin
Break Go ("} step ("} step Go 2 22 Settings |Source| Assembly  Local Feedback

. {} stepOver *{}StepOverBack pgax & Detach Help ~

Flow Control Reverse Flow Control End Preferences Help

ModLoad: ©0807ff9 51860000 00007119 51878000 C:\WINDOWS\SYSTEM32\kernel.appcore.dll
ModLoad: ©00007ff9° 52ebo000 00007119 52122000  C:\WINDOWS\System32\bcryptPrimitives.dll
c11entcore\w1ndows\advcore\ctf\u1m\t1m cpp(800) \MSCTF. dll'@@ee7FF954A565D9 (caller: 00007

4l

sia)sibay

clientcore\windows\advcore\¢” =~ "7 T T T9007FF954A565D9: (caller: 00007
ModLoad: ©@007ff9 54e20000 @ Error x fstem32\sechost.dll
ModLoad: ©0007ff9° 52fdoooe @ fstem32\bcrypt.dll

ModLoad: 00007ff9 54b950000
ModLoad: 00007ff9 3fbavoee
ModLoad: 00007ff9 2b3e0000
ModLoad: @0007ff9 54510000
ModLoad: ©0007ff9 2020000

_ fstem32\OLEAUT32.d11

Qﬁ' Cannot initialize the program (STEM32\textinputframework.dll
- rstem32\0leacc.dll

rstem32\clbcatq.dll
rstem32\ApplicationTargetedFeat
ModLoad: 00007ff9 47160000 | rstem32\twinapi.appcore.dll
ModLoad: 00007ff9 50130000 Ou: wystem32\WinTypes.dll
ModLoad: @0©007ff9  12ffoo0e 00ee7ff9 13435600 C \Windows\System32\uiautomationcore.dll
ModLoad: 00007ff9 1070000 00007119 1e085000  C:\Windows\System32\threadpoolwinrt.dll

L | []

*BUSY* Debuggee is running...

000000

Locals v 2 X ||Threads > £ X
Name Vi

< | | »
Locals | Watch Threads | Stack Breakpoints

Note: Instead of an error message box, we may get exceptions. In such a case, we have to ignore any first chance

exceptions until we come to a second chance exception (the crash scenario), for example:

0:000> g

ModLoad: 00007ff9 6caf0000 00007ff9 6cb21000  C:\WINDOWS\System32\IMM32.DLL

(1588.7e98): Access violation - code c@000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

USER32!StringDuplicatelW+0x20:

00007ff9° 6dfd4864 66392c41 cmp word ptr [rcx+rax*2],bp ds:0bc8acfo 00000000=????

0:000> g

(1588.7e98): Access violation - code c0000005 (!!! second chance !!!)
USER32!StringDuplicateW+0x20:

00007119 6dfd4864 66392c41 cmp word ptr [rcx+rax*2],bp ds:@bc8acfo 00000000=????

69



There, we see that the crash happens in the USER32 module with the following CPU state:

0:000> r
rax=0000000000000000
rdx=0bc8ac{000000000
rip=00007ff96dfd4864
r8=000000cc248ff4co
r11-0000000000000000
r14=0000000000000000
iopl=0 nv up
€s=0033 ss=002b ds=
USER32!StringDuplicat

rbx=000000cc248ff4c0
rsi=000000cc248ff450
rsp=000000cc248ff350
r9=0000000000000080
r12=0000000000000000
r15=0000000000000000
ei pl zr ac po nc
002b es=002b fs=00
elW+0x20:

rcx=0bc8acf000000000
rdi=0bc8acf000000000
rbp=0000000000000000
r10=000001d56€280000
r13=0000000000000000

53 gs=002b

ef1=00010254

A

41

00007119 6dfd4864 66392c41 cmp word ptr [rcx+rax*2],bp ds:@bc8acfo” 00000000=2????
7. In the case of an error message box, we break in using the Break button:

;@ CNAWD4\AppD1A\x64\Release\AppD1A.exe - C\NAWDA\AppD1A\x64\Release\AppD1A.exe - WinDbg 1.2308... — | X

“ Home View Brea... Tim... Mo... Scri... Sou... Me... Co...
II {'}' Step Out {'} Step Out Back Restart =L B 0 E
Step Into Step Into Back B Stop Debuggin ’
Break | Go ("} step ("} step e 2 - Settings |Source| Assembly  Local Feedback
. {}' stepOver *{}StepOverBack g, 4= Detach Help ~
Flow Control Reverse Flow Control End Preferences Help

§ Command X

@ ModLoad: 00007ff9 51860000 ©00O7ff9 51878000 C:\WINDOWS\SYSTEM32\kernel.appcore.dll

@ ModLoad: 00007ff9 52eb000e ©0007ff9 5222000 C:\WINDOWS\System32\bcryptPrimitives.dll

clientcore\windows\advcore\ctf\uim\tim.cpp(800)\MSCTF.d11!00087FF954A565D9: (caller: 00007

clientcore\windows\advcore\ctf\uim\tim.cpp(800)\MSCTF.d11!00087FF954A565D9: (caller: 00007

-~

ModLoad: ©60007ff9 54e20000 0©0LB7ff9 54ec8000 C:\WINDOWS\System32\sechost.dll

ModLoad: @@ee7ff9 52fde0ee eeee7ff9 5218000 C:\WINDOWS\System32\bcrypt.dll

ModLoad: ©0007ff9 54b90000 000079 54c67000 C:\WINDOWS\System32\OLEAUT32.d11

ModLoad: ©00007ff9 3fbabBee 0ee7ff9 3fceabovd C:\WINDOWS\SYSTEM32\textinputframework.dll
ModLoad: ©0007ff9 2b3e0000 000079 2b449000 C:\WINDOWS\system32\0Oleacc.d11l

ModLoad: ©00e07ff9 54510000 000079 545c0000 C:\WINDOWS\System32\clbcatqg.d1ll

ModLoad: ©0007ff9 202e0000 0079 20b2b0O0OO C:\WINDOWS\system32\ApplicationTargetedFeat
ModLoad: @0ee7ff9 47160000 ©0007ff9 473e5000  C:\Windows\System32\twinapi.appcore.dll
ModLoad: ©0007ff9 506130000 079 5106000 C:\Windows\System32\WinTypes.d1ll

ModLoad: 00007ff9 12ffo000 00e7ff9 13435000 C:\Windows\System32\uiautomationcore.dll
ModLoad: 600079 1070000 ©0LB7ff9 1e©85000 C:\Windows\System32\threadpoolwinrt.dll

v

4 4
*BUSY* Debuggee is running...
Locals v 2 X ||Threads v & X

Name \Y%
4 »
Locals | Watch Threads | Stack Breakpoints

(60c4.356¢c): Break instruction exception - code 80000003 (first chance)

ntdll!DbgBreakPoint:
00007119 555d3060 int

3
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8. We switch to the original thread #0 and check its stack trace:

0:001> ~0s
win32u!NtUserWaitMessage+0x14:
00007119 5319154 ret

0:000> kL

# Child-SP RetAddr Call Site

00 000000e9” d54ff5a8 00PO7ff9 541316¢6 win32u!NtUserWaitMessage+0x14

01 000000e9” d54ff5b0 ©00O7ff9 5413152b USER32!DialogBox2+0x172

02 000000e9 d54ff660 ©POO7ff9 54122666 USER32!InternalDialogBox+0x127

03 000000e9 d54ff6cO ©POO7ff9 541a8fc9 USER32!SoftModalMessageBox+0x826
04 000000e9” d5411800 000079 541a9da8 USER32!MessageBoxWorker+0x341

05 000000e9” d54ff9b0 00079 541a9e2e USER32!MessageBoxTimeoutW+0x198
06 000000e9” d54ffabd 00007117 8ac31e7f USER32!MessageBoxW+0x4e

07 000000e9 d54ffafo 00RO7ff7 8ac31l68a AppD1A!wWinMain+0x7f

08 (Inline Function) -------- R AppD1A!invoke_main+0x21

09 000000e9” d54ffb50 00079 5504257d AppD1A! scrt_common_main_seh+0x106
@a 00000Pe9” d54ffb90 000O7ff9 5558aa58 KERNEL32!BaseThreadInitThunk+0x1d
Ob 000000e9” d54ffbcO 0000000 VOO ntdll!RtlUserThreadStart+0x28

9. We also set the source search path:

0:000> .srcpath+ C:\AWD4\AppD1A\AppD1A
Source search path is: SRV*;C:\AWD4\AppD1A\AppD1A

fkokkkokkkkkkkk Path validation summary *¥¥¥sskoskskokokkkokk

Response Time (ms) Location
Deferred SRV*
oK C: \AWD4\AppD1A\AppD1A

Note: If you get a second chance exception (the crash scenario) instead of an error message box, then the default
analysis command gives us the source code:

0:000> lanalyze -v
3k 3k 3k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok sk ok ok ok sk ok ok ok Sk ok ok ok Sk ok ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* *

& Exception Analysis &
* *
3k sk ok ok 3k 3k 3k 3k 3k 3k ok ok 3k sk ok k ok ok ok K sk sk ok ok 3k 3k 3k sk ok sk ok ok 3k K 3k 3k ok k ko ok ok ok ok ok sk sk ok ok ok 3k ok K 3k 3k ok ok 3k 3k 3k 3k ok 3k dk K k 3k ok ok 3k 3k 3k 3k 3k ok %k k Kk

KEY_VALUES_STRING: 1

Key : AV.Fault
Value: Read

Key : Analysis.CPU.mSec
Value: 1093

Key : Analysis.DebugAnalysisManager
Value: Create

Key : Analysis.Elapsed.mSec
Value: 1811

Key : Analysis.Init.CPU.mSec
Value: 2749

Key : Analysis.Init.Elapsed.mSec
Value: 1229233

Key : Analysis.Memory.CommitPeak.Mb
Value: 89

Key : Timeline.0S.Boot.DeltaSec
Value: 698874

Key : Timeline.Process.Start.DeltaSec
Value: 1228

Key : WER.OS.Branch
Value: co_release

Key : WER.OS.Timestamp
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Value: 2021-06-04T16:28:00Z

Key : WER.OS

.Version

Value: 10.0.22000.1

NTGLOBALFLAG: 470

PROCESS_BAM_CURRENT_THROTTLED: @

PROCESS_BAM_PREVIOUS_THROTTLED: @

APPLICATION_VERIFIER_FLAGS: ©

EXCEPTION_RECORD:
ExceptionAddress:
ExceptionCode:
ExceptionFlags:
NumberParameters:

(.exr -1)

000071f96dfd4864 (USER32!StringDuplicatel+0x0000000000000020)
00005 (Access violation)

00000000
2

Parameter[0]: 0000000000000000
Parameter[1]: ffffffffffffffff
Attempt to read from address ffffffffffffffff

FAULTING_THREAD: 00007e98
PROCESS_NAME: AppD1A.exe
READ_ADDRESS: ffffffffffffffff

ERROR_CODE: (NTSTATUS) 0xc0000005 - The instruction at @x%p

EXCEPTION_CODE_STR:
EXCEPTION_PARAMETER1:

EXCEPTION_PARAMETER2:

STACK_TEXT:

000000cc” 24811350
000000cc” 2481380
000000cc” 248ff3do
000000cc” 24811730
000000cc’ 248ff7c0
000000cc” 2481840
000000cc” 248ff8a0
000000cc” 248ff8e0
000000cc’ 2481910

STACK_COMMAND :

FAULTING_SOURCE_LINE:

FAULTING_SOURCE_FILE:

C0000005

00007119 6dfd7fda
000071f9" 6dfd7d6b
000071f9" 6dfd7c49
00007116 Bbc7116d
00007116 Bbc7105C
000071f6" Obc7166a
000071f9" 6d8c54e0
00007119 6e44485b

0000000000000000

FEFEFFEFFEFFEFFE

: 000000cc’ 248ff4co
: 000000cc” 248760
: 000000cc” 2481810

referenced memory at Ox%p. The memory could not be %s.

ObcB8acf0 00000000 0000RBCcC” 248fT450 0000VVVVO 00OV :
000000cc” 248ff4d0 00000000 PVVVVVRY BVR7f9  6dff5a00 :

: 00007116 ©bc70000
: 00007ff6" 0bc70000

00000000° 00000000 000001d5 6deb529e 000D VROVVVVa

~0s ; .cxr ; kb

FAULTING_SOURCE_LINE_NUMBER: 84

FAULTING_SOURCE_CODE:

C:\AWD3\AppD1A\AppD1A\AppD1A. cpp

C:\AWD3\AppD1A\AppD1A\AppD1A. cpp

= MAKEINTRESOURCE (IDC_APPD1A);

80: wc. lpszMenuName
81: wc.lpszClassName = szWindowClass;
82:
83: return RegisterClass(&wc);
> 84: }
85:
86: //
87: //  FUNCTION: InitInstance(HINSTANCE, int)
88: //
89: //  PURPOSE: Saves instance handle and creates main window

SYMBOL_NAME :

appdla!MyRegisterClass+8d

MODULE_NAME: AppD1A

IMAGE_NAME:

FAILURE_BUCKET_ID:

OS_VERSION:

BUILDLAB_STR: co_|

OSPLATFORM_TYPE :
OSNAME :
FAILURE_ID_HASH:

Followup:

10.0.

AppD1A.exe

INVALID_POINTER_READ_c0000005_AppD1A.exe!MyRegisterClass

22000.1

release

x64

Windows 10

{0e59b433-475d-53b5-9229-de642189649b}

MachineOwner

72

USER32!StringDuplicateW+0x20
USER32!InitClsMenuNameW+0x76

: USER32!RegisterClassExWOWW+0x113

: USER32!RegisterClassW+0x59

: AppD1A!MyRegisterClass+0@x8d

: AppD1A!wWinMain+@x5c

: AppD1A!__scrt_common_main_seh+0x106
: KERNEL32!BaseThreadInitThunk+0x10

: ntdll!RtlUserThreadStart+0x2b



10. In the case of an error message box, we switch to the WinMain thread stack frame:

0:000> .frame 7
07 000000e9" d54ffafo@ 000O7ff7 8ac31l68a AppD1A!wWinMain+0x7+ [C:\AWD4\AppD1A\AppD1A\AppDl1A.cpp @ 44]

Note: We see a source code window immediately to the left of the command window:

3 C\AWD4\AppD1A\x64\Release\AppD1A.exe - C\AWDMAppD1A\x64\Release\AppD1A.exe - WinDbg 1.2308... — O X

Home View Brea... Tim... Mo... Scri... Sou... Me... Co... ~
’ {7} step Out {'} Step Out Back D Restart - ouoi]
I I 1 "I:J 10101
{*} Step Into i : !

{*} Step Into Back M Stop Debugging -
Break Go Go Settings |Source| Assembly  Local Feedback
. {F stepOver *{} Step Over Back Back = Detach Help +
Flow Control Reverse Flow Control End Preferences Help
7y 35 // Initialize global {[_ 1ld- RetAddr Call Site -
z 36 LoadString(hInstance, 00 0000PPe9 d54ff5a8 VLBE7ff9 541316c6 win32u!NtUse
37 LoadString(hInstance, 01 0000Pee9 d54ff5b0 B0OO7fT9 5413152b USER32!Dialc
38 if (!MyRegisterClass(l 02 00000Pe9 d541f660 BVOO7fT9 541aab66 USER32!Inter
39 03 000000e9 d54ff6cO BOOO71T9 541a8fc9 USER32!Softh
40 MessageBox(NULL, | 94 00000Re9 d5411800 ©PVR7ff9 541a9da8 USER32!Mess:
41 } 85 0000Pee9 d541f9b0 BBVR7fT9 541a9e2e USER32!Mess:
42 86 000PPRe9 d54ffab@ @BVR7ff7 8ac3le7f USER32!Mess:
43 // Perform applicatiol 97 000PPRe9 d54ffaf@ BPRY7ff7 8ac3l68a AppD1A!wiinp
44 if (!InitInstance (hIi @8 (Inline Function) -------- B AppD1A!invok
45 { 89 0000PRe9” d54ffb50 ©RRR7ff9  5504257d AppD1A!__ scr
46 return FALSE; Ba 0000Pee9” d54ffbo9@ ©PRR7ff9 5558aa58 KERNEL32!Bas
47 } @b 00000ee9” d54ffbco ©POPPORO ©OPOLRRR ntdl1l!RtlUse
48 0:000> .frame 7
49 hAccelTable = LoadAcc: 07 0000eLe9” d54ffafo 0077 8ac3168a AppD1A!wWinM
50 A
51 // Main message loop: 4 »
5?2 whila (GatMaccaoa(f&mail "
r | e:eee> |
Locals v £ X | Threads > £ X
Name - TID Index Thread -
hAccelTable 0x0 ~| | 0x7a38 0x0 AppD1A!wWinMainCRTStartup (0000~
4 4 4 4
Locals | Watch Threads | Stack Breakpoints

Note: In the case of a second-chance exception (the crash scenario), we get a similar stack trace and also set the
appropriate stack frame in our code that called Windows API:

0:000> k

# Child-SP RetAddr Call Site

00 000000cc” 2481350 ©PLRO7Ff9" 6dfd7fda USER32!StringDuplicatelW+0x20

01 000000cc” 2481380 ©0RO7Ff9" 6dfd7d6b USER32!InitClsMenuNameW+0x76

02 000000cc” 248ff3d0 ©0RO7Ff9" 6dfd7c49 USER32!RegisterClassExWOWW+0x113

03 000000cc” 2481730 ©0RO7ff6 Obc7116d USER32!RegisterClassW+0x59
04 000000cc” 248Ff7cO 0000716 Obc7105C AppD1A!MyRegisterClass+0x8d [C:\AWD3\AppD1A\AppD1A\AppD1A.cpp @ 84]
05 000000cc” 2481840 0©PLRO7ff6 BObc7166a AppD1A!wWinMain+@x5c [C:\AWD3\AppD1A\AppD1A\AppDl1A.cpp @ 41]
06 (Inline Function) -------- R AppD1A!invoke_main+@x21
[d:\a@1\_work\43\s\src\vctools\crt\vcstartup\src\startup\exe_common.inl @ 118]

07 000000cc’ 248ff8a0 00VO7ff9" 6d8c54e0 AppD1A!__scrt_common_main_seh+0x106
[d:\a@1\_work\43\s\src\vctools\crt\vcstartup\src\startup\exe_common.inl @ 288]

08 000000cc” 248180 0VOO7Ff9" 6e44485b KERNEL32!BaseThreadInitThunk+0x10
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09 000000cc” 24811910 00VVVVO" BOVOVLOO ntdl1l!RtlUserThreadStart+0x2b

0:000> .frame 4
04 000000cc” 248ff7cO ©PRO7Ff6 Bbc7105¢C AppD1A!MyRegisterClass+0x8d [C:\AWD3\AppD1A\AppD1A\AppDl1A.cpp @ 84]

11. The yellow source code highlighting points to the next line to be executed if we dismiss the message box.
Therefore, we need to investigate the previous call to the MyRegisterClass function. Inside, it returns the result of
the RegisterClass Windows API call:

ATOM MyRegisterClass(HINSTANCE hInstance)

{
WNDCLASS wc;
wc.style = CS_HREDRAW | CS_VREDRAW;
wc. lpfniWndProc = WndProc;
wc.cbClsExtra = 0;
wc.cbWndExtra = 0;
wc.hInstance = hInstance;
wc.hIcon = LoadIcon(hInstance, MAKEINTRESOURCE(IDI_APPD1A));
wc.hCursor = LoadCursor(NULL, IDC_ARROW);
wc . hbrBackground = (HBRUSH) (COLOR_WINDOW+1);
wc.1lpszMenuName = MAKEINTRESOURCE (IDC_APPD1A);
wc.lpszClassName = szWindowClass;
return RegisterClass(&wc);

}
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We put a code breakpoint at the line number #86 (right-click or F9):

E C\AWDAAppD1A\x64\Release\AppD1A.exe - C\NAWDAAppD1A\x64\Release\AppD1A.exe - WinDbg 1.2308... — O X
Home View Brea... Tim... Mo... Scri... Sou... Me... Co... A
Step Out {'} Step Out Back D Restart — 0 ! 3
LI ol = @ Py
{*} StepInto  {*} Step Into Back M Stop Debugging - '
Break Go Go Settings |Source| Assembly  Local Feedback
. {)*stepOver ¥} Step Over Back Back 4 Detach Help ~
Flow Control Reverse Flow Control End Preferences Help

§ AppD1A.cpp ¥ Command X 5
@ 0 - IpTWITaPT ' [«] # Child-SP RetAddr
g 77 WC-chlsExtPa = 0; 00 0000VRe9” d54ff5a8 0OVO7FF9 5413166
78 wc . cbWndExtra = 0; 91 000009 d54ff5b0 0OPO7FF9 5413152b
79 wc.hInstance = hInstance; 02 000000e9” d54ff660 QPRR7TT9" 541aa666
80 wc.hIcon = LoadIcon(hInstz 03 0000009 d54FT6cO PPRO7TT9 541a8fc9
81 wc.hCursor = LoadCursor(NULL 04 0POPPVe9” d5ATF800 PPPO7Tf9 541a9das
82 wc.hbrBackground = (HBRUSH) (COLOR_ 05 000PPPRe9” d54ffIbe PPRB7FF9 541a%e2e
83 wc. lpszMenuName = MAKEINTRESOURCE 06 0PEPORe9” d54ffabd 0ORO7Ff7 8ac3107f
84 wc.1lpszClassName = szWindowClass; D 07 0000009 d54ffafe 00007ff7 8ac3l68a
85 @8 (Inline Function) -------- T
— potuve Boofctapflacel Gucd: 09 0Pe0Be9” d54ffb5e ©Pee7ff9 5504257d
Copy Ctrl+C Pa 00PPPe9” d54Ffb90 PPEB7TT9 5558aa58
| . ob 00PPEe9” d54FFbcO PPOBBBRE VOO0
nsert or Remove Breakpoint F9
0:000> .frame 7
Enable or Disable Breakpoint Ctrl+F9 ir @7 0eePRee9” d5Affaf® ©0EO7FF7 8ac3168a H
Run to Cursor F7
- : : - oo | ] o
Set Instruction Pointer to Current Line Ctrl+Shift+l E|
Go to Disassembly a LoErEe
Locals v % X [|Threads v & X
Name |Z| TID Index Thread E
hAccelTable 0x0 I~||| ox7a38 0x0  AppD1A!'wWinMainCRTStartup (0000]|
[« | D1 [ | D
Locals | Watch Threads | Stack Breakpoints
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Then we restart our debugging session:

B C\AWDMAppD1A\x64\Release\AppD1A.exe - CAAWDAAppD1A\x64\Release\AppD1A.exe - WinDbg 1.2308... — O X
“ Home View Brea... Tim... Mo... Scri... Sou... Me... Co... A
II ’ {7} step Out {'} Step Out Back - <) ouoi] o E
10101
M) stepinto  {¥] Step Into Back M Stop Debugging — | —
Break Go o Settings |Source|Assembly  Local Feedback
. {}* stepOver *{] Step Over Back Back ™ Detach Help ~
Flow Control Reverse Flow Control End Preferences Help
23l AppD1A.cpp X ¥ Command X 5
= 0 WC. IPTITRMaPToC = WNapToC, —| # Child-SP RetAddr "
g 77 wc.cbClsExtra = 0; 00 00P00Re9” d54ff5a8 079 541316¢C6
78 wc . cbWndExtra =9; 01 00PEERe9  d54ff5bo @ORE7Ff9 5413152b
79 wc.hInstance = hInstance; 02 00PEPPe9” d5AFF660 PPRO7FFY 54123666
8e wc.hIcon = LoadIcon(hInsts 03 000ePPe9” d5AFf6cO PPRO7FFY 541a8fc9
81 wc.hCursor = LoadCursor(NULL 04 000000e9" d54Ff300 PPRO7Ff9 541a9das8
82 wc . hbrBackground = (HBRUSH) (COLOR_ 05 PPPPPRe9” d54ffobe ©PPR7FFY  541a9e2e
83 wc . IpszMenuName = MAKEINTRESOURCE— @6 @0@0@0e9” d54ffab® @0@07ff7 8ac3107f
84 wc.1lpszClassName = szWindowClass; 07 000BPReY” d54ffafo PEEV7ff7 8ac3168a
85 i 08 (Inline Function) --------"---o----
® =86 return RegisterClass(&wc)ff 09 9PEeRRe9” d54ffb50 PPRB7FF9 5504257d
87 } Qa P0PPPRe9 d54ffbo90 PEVB7Tf9 5558aa58
88 @b 00000Re9” d54ffbchd ©PPPEEEO™ PPEBEAON
89 // _ _ 0:000> .frame 7
96 //  FUNCTION: InitInstance(HINSTANCE, ir 07 00PPERe9  d54ffafd PROO7FF7 8ac3168a
91 // M
92 // PURPOSE: Saves instance handle and c P >
93 // h
< » 9:000>
Locals v s X || Threads v & X
Name - TID Index Thread -
hAccelTable 0x0 ~|| o0x7a38 0x0  AppD1A'wWWinMainCRTStartup (0000+
« 3 < 3
Locals | Watch Threads | Stack Breakpoints

Microsoft (R) Windows Debugger Version 10.0.25921.1001 AMD64
Copyright (c) Microsoft Corporation. All rights reserved.

CommandLine: C:\AWD4\AppD1A\x64\Release\AppD1A.exe

Response Time (ms) Location

Deferred srv*

Symbol search path is: srv*

Executable search path is:

ModLoad: ©0007ff7 8ac30000 00007ff7 8ac50000  AppDlA.exe

ModLoad: ©0007ff9 55530000 ©0007ff9 55747000 ntdll.dll

ModLoad: 00007ff9 55030000 0©0007ff9 5504000  C:\WINDOWS\System32\KERNEL32.DLL
ModLoad: 00007ff9° 52870000 00007ff9 52c16000  C:\WINDOWS\System32\KERNELBASE.d11l
ModLoad: ©0007ff9 54130000 0©0007ff9 542de000 C:\WINDOWS\System32\USER32.d11
ModLoad: ©0007ff9 53190000 0©0007ff9 531b6000 C:\WINDOWS\System32\win32u.dl1ll
ModLoad: 00007ff9 542e0000 00007ff9 54309000  C:\WINDOWS\System32\GDI32.d1ll
ModLoad: 00007ff9° 52c20000 00007ff9 52d38000  C:\WINDOWS\System32\gdi32full.dll
ModLoad: 00007ff9 52130000 00007ff9 52fcak@@®  C:\WINDOWS\System32\msvcp_win.dll



ModLoad: 00007ff9 53000000 00007ff9 53111000  C:\WINDOWS\System32\ucrtbase.dll
(6b40.93ec): Break instruction exception - code 80000003 (first chance)
ntdll!LdrpDoDebuggerBreak+0x30:

00007119 5560b784 int 3
12. We then resume execution until we hit the breakpoint:
0:000> g

ModLoad: 000079 53ef0000 00007ff9 53121000 C:\WINDOWS\System32\IMM32.DLL
Breakpoint 1 hit

AppD1A!MyRegisterClass+0x82:

00007ff7 8ac31182 lea rcx, [rsp+20h]

,@ C\AWDA\AppD1A\x64\Release\AppD1A.exe - C\NAWDA\AppD1A\x64\Release\AppD1A.exe - WinDbg 1.2308... — a X
“ Home View Brea... Tim... Mo... Scri... Sou... Me... Co... A
’ {7} Step Out {'} Step Out Back D Restart ~L 1 onoi]
I I = </> ioioi|

P} stepinto  {*) Step Into Back ‘ B Stop Debugging

Break Go o Settings |Source| Assembly  Local Feedback
. [P stepOver [} step Over Back Back = Detach Help ~
Flow Control Reverse Flow Control End Preferences Help
& AppDi1A.cpp X 5 5
< /b WC. LpTNWNarroc = wnuvrcEl - 0000 5 ST 5000 El
3 77 wc.cbClsExtra = 9; ModLoad: ©0007ff9 54130000 00007ff9 542de@0O C
78 wc.cbWndExtra = 0; ModLoad: ©@@87ff9 53190800 00007ff9 531b6000 C
79 wc.hInstance = hInsta ModLoad: ©0007ff9 5420000 00007ff9 54309000 C
80 wc.hIcon = LoadIc ModLoad: ©0@87ff9 52c20000 00007ff9 52d38000 C
81 wc.hCursor = LoadCu ModLoad: ©0@07ff9 5230000 00007ff9 52fcaeee C
82 wc . hbrBackground = (HBRUS ModLoad: ©0007ff9 53000000 00O7Ff9 53111000 C
83 wc.1lpszMenuName = MAKEIN (6b40.93ec): Break instruction exception - code
84 wc.1lpszClassName = 52W1nd[] ntdl1l!LdrpDoDebuggerBreak+0x30:
85 00007ff9 5560b784 int 3
© a6 return RegisterClass(&wc); 0:000> g
87 } ModLoad: @eee7ff9 53efo000 00007ff9 53121000 C
88 Breakpoint 1 hit
89 // _ AppD1A!MyRegisterClass+@x82:
90 //  FUNCTION: InitInstance(HINS P0007ff7 8ac31182 lea rcx, [rsp+20h] H
91 //
92 // PURPOSE: Saves instance han [«] | [:]
93 // []
Kl b e
Locals v X X ||Threads v & X
Name E TID Index Thread |Z|
wc E 0x93ec 0x0 AppD1AlwWinMainCRTStartup (0000|Z|
K1 | DK | D
Locals | Watch Threads | Stack Breakpoints
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13. We can now expand local structures in the Locals window (for example, wc):

,@ CNAWDANAppD1A\x64\Release\AppD1A.exe - CNAWDANAppD1A\x64\Release\AppD1A.exe - WinDbg 1.2308... — O X

Home View Brea... Tim... Mo... Scri... Sou... Me... Co... ~
’ {7} step Out {'} Step Out Back D Restart =1 onol|
Il 3 e | o)

) stepinto  {¥] Step Into Back - B Stop Debugging

Break Go 0 Settings |Source| Assembly  Local Feedback
. (P stepover *{} Step Over Back Back = Detach Help ~
Flow Control Reverse Flow Control End Preferences Help
’g AppD1A.cpp X ¥ Command X 5
= o "“C‘;"”’ECKg'"O”"“ - \MBRUSL] ModLoad: @@007f9° 53efe0ee 0e007ff9 5321000  C |
@ :i wc.lpsz?EnUN:me : MAEFIE Breakpoint 1 hit
- we.ipsztlassiame = Szhin AppD1A!MyRegisterClass+@x82:
. @0e07ff7 8ac31182 lea rcx, [rsp+2eh]
© 86 return RegisterClass(&wc);
87 }
4
1 I— ] [o:ee0>
Locals AP & Threads > & X
Name Z TID Index Thread
= we 0x93ec 0x0 AppD1A!wWinMainCRTStartup (00007ff
style 03 0x896c 0x1  ntdlliTopWorkerThread (00007ff9'5556509C
IpfnWndProc 0x7ff78ac31260 : AppD .
cbClsExtra 0 0x8d00 0x2 ntdll!TppWorkerThread (00007ff9°5556509C
cbWndExtra 0 0x8880 0x3 ntdll'TppWorkerThread (00007ff9°5556509C
hlnstance 0x7ff78ac30000
hlcon Oxea81133
hCursor 0x10003
hbrBackground 0x6
IpszMenuName 0x6d : "--- memory rear
IpszClassName 0x7ff78ac4ad10 : "APP[lEl
Kl | L1 Jd | []
Locals | Watch Threads | Stack Breakpoints

We can also dump this variable using type information:

0:000> dt wc
Local var @ 0xel7d2ff760 Type tagWNDCLASSW
+0x000 style 3
+0x004 lpfnWndProc . Ox00007ff7 8ac31260 int64 AppDl1A!WndProc+0
+0x00c cbClsExtra : 0no
+0x010 cbWndExtra : 0no
+0x014 hInstance : 0Xx00007ff7 8ac30000 HINSTANCE_
+0x01c hIcon : Ox00000000° 0ea81133 HICON_
+0x024 hCursor : Ox00000000° 00010003 HICON_
+0x02c hbrBackground : Ox00000000° 0006 HBRUSH_
+0x034 lpszMenuName . OXx00000000 0000006d "--- memory read error at address ©x00000000° ©00OV6d -
+0x03c lpszClassName : Ox00007ff7 8ac4adle "APPD1A"
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14. We can also list all other local variables and parameters for the current frame:

0:000> dv /i /V
prv param ©000000el” 7d2ff7c0 @rsp+0x0080 hInstance
prv local ©000000el” 7d2ff760 @rsp+0x0020 wc

0x00007ff7 8ac30000
struct tagWNDCLASSW

Note: Since all structure members seem to be valid (lpszMenuName read error can be ignored because in the source
code, it is specified as an integer resource index), let’s compare it with another application that doesn’t crash.

15. Launch another instance of WinDbg and launch \AWD4\AppD1B\x64\Release\AppD1B.exe executable. We
get the following output:

Microsoft (R) Windows Debugger Version 10.0.25921.1001 AMD64
Copyright (c) Microsoft Corporation. All rights reserved.

CommandLine: C:\AWD4\AppD1B\x64\Release\AppD1B.exe

3k 3k 3k >k 3k 3k 5k Kk %k %k %k k path Validation Summar'y 3k 3k 3 3k %k >k >k 3k 3k 5k Xk %k k 3k

Response Time (ms) Location

Deferred srv*

Symbol search path is: srv*

Executable search path is:

ModLoad: ©0007ff6 bcc80000 00007ff6 bccavood  AppD1B.exe

ModLoad: ©0007ff9 55530000 00007ff9 55747000 ntdll.dll

ModLoad: ©0007ff9 55030000 00007ff9 55014000 C:\WINDOWS\System32\KERNEL32.DLL
ModLoad: ©0007ff9 52870000 0©0007ff9 52c16000 : \WINDOWS\System32\KERNELBASE.d11
ModLoad: 00007ff9 54130000 0©0007ff9 542de000 : \WINDOWS\System32\USER32.d11
ModLoad: ©0007ff9 53190000 00007ff9 531b6000 : \WINDOWS\System32\win32u.dll
ModLoad: ©0007ff9 5420000 00007ff9 54309000 : \WINDOWS\System32\GDI32.d11
ModLoad: 00007ff9° 52c20000 00007ff9 52d38000 : \WINDOWS\System32\gdi32full.d1ll
ModLoad: 00007ff9 52130000 00007ff9 52fca000 : \WINDOWS\System32\msvcp_win.dll
ModLoad: 00007ff9 53000000 00007119 53111000 : \WINDOWS\System32\ucrtbase.dll
(2228.62e4): Break instruction exception - code 80000003 (first chance)
ntdll!LdrpDoDebuggerBreak+0x30:

0000719 5560b784 int 3

aNeoNeNeNeaNaNe!

16. We open a new log file:

0:000> .logopen C:\AWD4\D1B.log
Opened log file 'C:\AWD4\D1B.log'
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17.
is running):

F# C\AWD4\AppD1B\x64\Release\AppD1B.exe - WinDbg 1.2308.2002.0

Home View Brea...
II {'} Step Out {'} Step Out Back
{*} Step Into  {*} Step Into Back

Break Go

« {} Step Over

Flow Control

sia)sibay

Reverse Flow Control

Tim...

Restart

o
{} Step Over Back gack =& Detach

B Stop Debugging

If we run it via the g command, we don’t get any exceptions. We also see that the Debuggee (our program)

Viod H
ModLoad: ©0007ff9 51860000 00007ff9 51878000

ModLoad: ©0007ff9 52eb@@00 0000719 52122000
clientcore\windows\advcore\ctf\uim\tim.cpp(800)\MSCTF.d1]l!00BO7FF954A565D9: (caller: 00007

- 0 X
Mo... Scri... Sou... Me... Co... N
Settings |Source| Assembly  Local Feedback
Help ~
End Preferences Help
CI \WINDOWS\SYSTEM3ZNTeXtonaping.all E
C:\WINDOWS\SYSTEM32\kernel.appcore.dll
C:\WINDOWS\System32\bcryptPrimitives.dll

clientcore\windows\advcore\ctf\uim\tim.cpp(800)\MSCTF.d11!00007FF954A565D9: (caller: 00007

ModLoad: 0000719 54e20000 ©ROO71f9 54ec8000 C:\WINDOWS\System32\sechost.dll

ModLoad: @©0007ff9 52fdeeoe 0eee7ff9 52ff8000  C:\WINDOWS\System32\bcrypt.dll

ModLoad: 0000719  54b90000 00007139  54c67000 C:\WINDOWS\System32\OLEAUT32.d11l

ModLoad: ©0007ff9 3fbakeeo 0eee7ff9 3fceadd C:\WINDOWS\SYSTEM32\textinputframework.dll

ModLoad: ©0007ff9 2b3e0000 00007ff9 2b449600 C:\WINDOWS\system32\0Oleacc.dll

ModlLoad: ©0007ff9 54510000 ©087ff9 545c0000 C:\WINDOWS\System32\clbcatqg.dll

ModLoad: ©0007ff9 202e0000 ©0OO7ff9” 20b2b000 C:\WINDOWS\system32\ApplicationTargetedFeat

ModLoad: 00007119 47160000 @OO7ff9 473e5000  C:\Windows\System32\twinapi.appcore.dll

ModLoad: 0000719 50130000 0000713 5106000 C:\Windows\System32\WinTypes.dll

ModLoad: ©0007ff9  12ff0000 @0007ff9 13435000  C:\Windows\System32\uiautomationcore.dll

Kl ol

*BUSY* |bebuggee is running... |

Locals v 5 X ||Threads v 5 X
Name \'

4| | »

Locals | Watch Threads | Stack Breakpoints
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18. So we click on the Home \ Break button:
3 C\AWD4\AppD1B\x64\Release\AppD1B.exe - WinDbg 1.2308.2002.0 — O X
Home View Brea... Tim... Mo... S eco Sou... Me... CDs ~
II {'} Step Out {'} Step Out Back Restart ."‘ Q E
Step Into Step Into Back M Stop Debuggin :
Break | Go ("} Step ("} step o 3 el Settings |Source| Assembly  Local Feedback
+ {} sStepOver *{} Step OverBack pgack & Detach Help ~
Flow Control Reverse Flow Control End Preferences Help

4l

od . T \WINDUWS \SYSTEM3Z\TeXtonaping.arl
ModLoad: ©0007ff9 51860000 0000719 51878000 C:\WINDOWS\SYSTEM32\kernel.appcore.dll
ModLoad: ©0807ff9 52eb0oed ©0ee7ff9 52122000 C:\WINDOWS\System32\bcryptPrimitives.dll
clientcore\windows\advcore\ctf\uim\tim.cpp(800)\MSCTF.d11!00007FF954A565D9: (caller: 00007
clientcore\windows\advcore\ctf\uim\tim.cpp(800)\MSCTF.d11!00007FF954A565D9: (caller: 00007

sia)sibay

ModLoad: ©0007ff9 5420000 0000719 54ec8000 C:\WINDOWS\System32\sechost.dll

ModLoad: 0000719  52fdoeee eeee7ff9  52ff8000 C:\WINDOWS\System32\bcrypt.dll

ModLoad: ©0807ff9 54b90000 00ee7ff9 54c67000 C:\WINDOWS\System32\OLEAUT32.d11l

ModLoad: ©0807ff9 3tfbaleee ©0eee7ff9 3fceadlo C:\WINDOWS\SYSTEM32\textinputframework.dll
ModlLoad: ©0807ff9 2b3e0B00 0LRB7fT9 2b449000 C:\WINDOWS\system32\0Oleacc.d1ll

ModLoad: ©0007ff9 54510000 0000719 545c0000 C:\WINDOWS\System32\clbcatqg.dll

ModLoad: 0000719  202e0000 00007139  28b2b000 C:\WINDOWS\system32\ApplicationTargetedFeat
ModLoad: ©0007ff9 47160000 @@ER7ff9 473e5000  C:\Windows\System32\twinapi.appcore.dll
ModLoad: ©0007ff9 50130000 00007ff9 5106000 C:\Windows\System32\WinTypes.d1ll

ModLoad: ©0007ff9 12ffo000 @eee7ff9 13435000  C:\Windows\System32\uiautomationcore.dll

L]

*BUSY*|bebuggee is running...

Locals

Name

|

Locals

Watch

Ve
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19.

And then on Home \ Restart (or the .restart command):

hd

B3 C\AWDA\AppD1B\x64\Release\AppD1B.exe - WinDbg 1.2308.2002.0 — O
“ Home View Brea... Tim... Mo... Scri... Sou... Me... Co...
II } {7} step Out {'} Step Out Back =L <) Iuollgl' o E
*) stepinto {7} Step Into Back M Stop Debugging - = '
Break Go = 0 A Settings |Source| Assembly  Local Feedback
+ {}* stepOver “{} Step Over Back g, % Detach Help ~
Flow Control Reverse Flow Control End Preferences Help
§ Command X
@ clientcore\windows\advcore\ctf\uim\tim.cpp(800)\MSCTF.d1]l!000O7FFO54A565D9: (caller: 00007 .
a clientcore\windows\advcore\ctf\uim\tim.cpp(800)\MSCTF.d11!00007FF954A565D9: (caller: 00007
ModLoad: ©0007ff9 54220000 000O7ff9 54ec8000  C:\WINDOWS\System32\sechost.dll
ModLoad: @@@e7ff9° 52fdo0ee e0ee7ff9 52ff8000  C:\WINDOWS\System32\bcrypt.dll
ModLoad: 0@@e7ff9 54b90000 00ee7ff9 54c67000  C:\WINDOWS\System32\OLEAUT32.d1ll
ModLoad: ©@807ff9° 3fbakoee 000e7ff9 3fceadd®  C:\WINDOWS\SYSTEM32\textinputframework.dll
ModLoad: ©@@07ff9° 2b3e000@ 00079 2b449000  C:\WINDOWS\system32\0leacc.dll
ModLoad: ©@@e7ff9 54510000 ©0e07ff9 545c0000  C:\WINDOWS\System32\clbcatq.dll
ModLoad: @0007ff9 202e0000 0OLO7fT9 20b2b000 C:\WINDOWS\system32\ApplicationTargetedFeat
ModLoad: ©@@e7ff9 47160000 00OR7ff9 473e5000  C:\Windows\System32\twinapi.appcore.dll
ModLoad: ©00e7ff9 56130000 00007ff9 5106e000 C:\Windows\System32\WinTypes.dll
ModLoad: ©@0007ff9 12ff0000 00ee7ff9 13435000 C:\Windows\System32\uiautomationcore.dll

(2228.55d4): Break instruction exception - code 80000003 (first chance)
ntdl1l!DbgBreakPoint:
00007119 555d3060 int

4

0:001> |
Locals v 5 X | Threads v & X
Name Ve | TID Index Thread —
0x62e4 0x0 AppD1B!wWinMainCRTStartup (00007fft w
4 4 4 4
Locals | Watch Threads | Stack Breakpoints

20.

0:000> g

We get the following output:

ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:

00007119 53ef0000
000071 19" 4920000
00007 9" 53b60000
00007119 543d0000
00007119 54240000
00007119 55100000
00007 9" 20230000
00007ff9" 51860000
000071 19" 52eb0000

00007119 5321000
000071 19" 4f9cb0o00o
00007ff9" 53ee€9000
000071 19" 5447000
00007119" 54b90000
00007119 55127000
00007ff9" 202€0000
0000719 51878000
00007ff9" 52122000

aNelNaNaNaNeNaNe!

C

: \WINDOWS\System32\IMM32.DLL

: \WINDOWS\system32\uxtheme.d1ll

: \WINDOWS\System32\combase.dll

: \WINDOWS\System32\RPCRT4.d11l

: \WINDOWS\System32\MSCTF.d11l

: \WINDOWS\System32\msvcrt.dll

: \WINDOWS\SYSTEM32\TextShaping.dll

: \WINDOWS\SYSTEM32\kernel.appcore.d1l1l

: \WINDOWS\System32\bcryptPrimitives.dll

clientcore\windows\advcore\ctf\uim\tim.cpp(800)\MSCTF.d11!00007FF954A565D9: (caller:
00007FF954A5720C) LogHr(1l) tid(62e4) 8007029C An assertion failure has occurred.

clientcore\windows\advcore\ctf\uim\tim.cpp(800)\MSCTF.d11!00007FF954A565D9: (caller:
00007FF954A5720C) LogHr(2) tid(62e4) 8007029C An assertion failure has occurred.

ModLoad: ©0007ff9 5420000 0©0007ff9 54ec8000
ModLoad: ©0007ff9 52fd000e 00007ff9 528000
ModLoad: 00007ff9° 54b90000 00007119 5467000

C
C
C

: \WINDOWS\System32\sechost.dll
: \WINDOWS\System32\bcrypt.dll
: \WINDOWS\System32\OLEAUT32.d11

82



ModLoad:
ModLoad:
ModLoad:
ModLoad:

00007119 3fbabooo ©0LV7ff9” 3fceadodod
00007119 2b3e0000O ©OLO7fT9" 2b449000
00007119 54510000 ©0LO7ff9" 545c0000
00007119 202e0000 00LO7f9" 20b2b00O0O

C:\WINDOWS\SYSTEM32\textinputframework.dll
C:\WINDOWS\system32\0Oleacc.dll
C:\WINDOWS\System32\clbcatq.d1ll

C:\WINDOWS\system32\ApplicationTargetedFeatureDatabase.dll

ModLoad:
ModLoad:
ModLoad:

00007119 47160000 ©0OO7fT9 473e5000
00007119 50130000 ©0VO7ff9" 5106000
00007119 12ff0000 0000719 13435000

C:\Windows\System32\twinapi.appcore.dll
C:\Windows\System32\WinTypes.dll
C:\Windows\System32\uiautomationcore.dll

(2228.55d4): Break instruction exception - code 80000003 (first chance)
ntdll!DbgBreakPoint:
00007119 555d3060 int 3

0:001>

.restart

Microsoft (R) Windows Debugger Version 10.0.25921.1001 AMD64
Copyright (c) Microsoft Corporation. All rights reserved.

CommandLine: C:\AWD4\AppD1B\x64\Release\AppD1B.exe

kkokkkkkkkkk*k* path yalidation summary >k 3k 5k >k >k 5k %k >k 5k %k >k 5k %k %k

Response
Deferred

Time (ms)

Symbol search path is: srv*
Executable search path is:

ModLoad:
ModLoad:
ModLoad:

00007116 bcc80000O 0OLO7fT6 bccakooo
00007119 55530000 ©0VO7ff9" 55747000
00007119 55030000 00079 55014000

Location
srv*

AppD1B.exe
ntdll.dll
C:\WINDOWS\System32\KERNEL32.DLL
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ModLoad: ©0007ff9 52870000 00007ff9 52c16000 C:\WINDOWS\System32\KERNELBASE.d11
ModLoad: 0000719 54130000 00007ff9 542de000 C:\WINDOWS\System32\USER32.d11l
ModLoad: ©0007ff9 53190000 ©0007ff9 531b6000 C:\WINDOWS\System32\win32u.dll
ModLoad: ©0007ff9 542¢0000 0©0007ff9 54309000 C:\WINDOWS\System32\GDI32.dl1l
ModLoad: ©0007ff9 52c20000 0©0007ff9 52d38000 C:\WINDOWS\System32\gdi32full.dll
ModLoad: 00007ff9 52130000 00007ff9 52fcak@@®  C:\WINDOWS\System32\msvcp_win.dll
ModLoad: 00007119 53000000 00007ff9 53111000 C:\WINDOWS\System32\ucrtbase.dll

(7738.8430): Break instruction exception - code 80000003 (first chance)
ntdll!LdrpDoDebuggerBreak+0x30:

00007119 5560b784 int 3

21. Since we want to compare the same behavior of the RegisterClassW function, we need to put a breakpoint
to break in when this function is about to be executed. Then, we would see the WNDCLASS structure passed to it.
We set a pattern-matching breakpoint using the bm command:

0:000> bm *!RegisterClassW
0: 00007ff9 529f6a50 @!"KERNELBASE!RegisterClassW"
1: 0000719 54131130 @! "USER32!RegisterClassi

22. Indeed, we hit the breakpoint immediately:

0:000> g
ModLoad: 00007ff9  53ef0000 00007ff9 53121000
Breakpoint 1 hit

USER32!RegisterClassW:
00007119 54131130 push

C:\WINDOWS\System32\IMM32.DLL

rbx

We get an identical stack trace prior to RegisterClassW when we compare it with the previously running instance of

AppD1A.exe (kL command omits source code references, ; * is for comments):

0:000> kL; * AppDi1B

#
00
o1
02

Child-SP

0000006 " c2defc48
0000006 " c2defc50
00000061 c2defcdd

RetAddr

00007ff6 bcc8118d
00007ff6 bcc8105c
00007ff6 bcc8168a

Call Site
USER32!RegisterClassW
AppD1B!MyRegisterClass+0x8d
AppD1B!wiWinMain+0x5c

03 (Inline Function) --------"-------- AppD1B!invoke_main+0x21

04 0000006 c2defd40 00007ff9 5504257d AppD1B! __scrt_common_main_seh+0x106
05 00000061 c2defd80 ©0PO7ff9 5558aa58 KERNEL32!BaseThreadInitThunk+0x1d
06 00000061 c2defdbd 00000000 VOO0 ntdll!RtlUserThreadStart+0x28

0:000> kL; * AppDi1A

#
00
o1
02
03
04
05

Child-SP

000000el” 7d2ff740
000000el1” 7d21f7c0O
(Inline Function)
000000el1” 7d211820
000000el” 7d211860
000000el” 7d211890

RetAddr

00007ff7 8ac3105c
00007ff7 8ac3168a
00007119 5504257d
00007ff9 5558aa58
00000000 V0VVVV0O

Call Site
AppD1A!MyRegisterClass+0x82
AppD1A!wWinMain+0x5c
AppD1A!invoke_main+0x21
AppD1A!__scrt_common_main_seh+0x106
KERNEL32!BaseThreadInitThunk+0x1d
ntdll!RtlUserThreadStart+0x28

Note: In the case of an AppD1A crash, we have to execute the .cxr command to reset the current stack frame to #0
before executing the kL command.

23.

0:000>
01 0000006f c2defc50 00716 bcc8lO5c¢

We choose frame #1, which called the RegisterClassW function, and immediately get access to the wc
variable (we also note that the function MyRegisterClass source code is identical to AppD1A):

.frame 1

AppD1B!MyRegisterClass+0x8d [C:\AWD4\AppD1B\AppD1B\AppD1B.cpp @ 87]
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0:000> dt wc * AppDi1B
Local var @ @x6fc2defc70 Type tagWNDCLASSW
+0x000 style : 3
+0x008 lpfnWndProc : 0x00007ff6 bcc81260
+0x010 cbClsExtra : @no
+0x014 cbWndExtra : @no
+0x018 hInstance : 0x00007ff6 bcc80000 HINSTANCE_
+0x020 hIcon : 0x00000000 ©425127a HICON__
+0x028 hCursor : 0x00000000 00010003 HICON___
+0x030 hbrBackground : 0x00000000° 00000006 HBRUSH___
+0x038 lpszMenuName : Ox00000000 VPOVVO6d "--- memory read error at address 0x00000000° 0000006d ---"
+0x040 lpszClassName : 0x00007ff6 bcc9adle "APPD1B"

int64 AppD1B!WndProc+0

24, But if we look at the AppD1A structure variant, we see its members have different offsets:

0:000> dt wc * AppDiA
Local var @ 0xel7d2ff760 Type tagWNDCLASSW
+0x000 style : 3
+0x004 lpfnWndProc : 0x00007ff7 8ac31260
+0x00c cbClsExtra : @no
+0x010 cbWndExtra : @no
+0x014 hInstance : 0x00007ff7 8ac30000 HINSTANCE
+0x01c hIcon : Ox00000000 ©ea81133 HICON_
+0x024 hCursor : 0x00000000 00010003 HICON_
+0x02c hbrBackground : 0x00000000° 00000006 HBRUSH
+0x034 lpszMenuName : Ox00000000 00PPRO6d "--- memory read error at address 0x00000000 0000006d ---"
+0x03c lpszClassName : 0x00007ff7 8ac4adl® "APPD1A"

int64 AppD1A!WndProc+@

Note: In the case of an AppD1A crash scenario, we have to switch to frame #4 first.

25. We close logs in both WinDbg instances:

0:000> .logclose * AppDiA
Closing open log file C:\AWD4\D1A.log

0:000> .logclose * AppDi1B
Closing open log file C:\AWD4\D1B.log

Note: We recommend exiting WinDbg after each exercise to avoid possible confusion and glitches.

26. The problem was partially fixed without changing alignment by using a different, bigger WNDCLASSEX
structure and the RegisterClassExW Win32 API function. We launch \AWD4\AppD1C\x64\Release\AppD1C.exe in
another WinDbg instance:

Microsoft (R) Windows Debugger Version 10.0.25921.1001 AMD64
Copyright (c) Microsoft Corporation. All rights reserved.

CommandLine: C:\AWD4\AppD1C\x64\Release\AppD1C.exe

kkokkkxkkkkkkk* path yalidation summary 3k 3k >k 3k 5k 5k sk sk sk kR k ok k

Response Time (ms) Location

Deferred srv*

Symbol search path is: srv*

Executable search path is:

ModLoad: 00007ff6° dod30000 00007ff6 dod50000 AppD1C.exe

ModLoad: 00007119 55530000 00007119 55747000 ntdll.dll

ModLoad: ©0007ff9 55030000 00007119 55014000 C:\WINDOWS\System32\KERNEL32.DLL
ModLoad: ©0007ff9 52870000 00007119  52c16000 C:\WINDOWS\System32\KERNELBASE.d11
ModLoad: ©0007ff9 54130000 00007119  542de000 C:\WINDOWS\System32\USER32.d1l1
ModLoad: 00007119 53190000 00007ff9 531b6000 C:\WINDOWS\System32\win32u.dll
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ModLoad:
ModLoad:
ModLoad:
ModLoad:

00007119 5420000 0©0OO7T9 54309000
00007119 52c20000 ©0LO7ff9 52d38000
00007119 52130000 ©0LO7ff9" 52fcav0o
00007119 53000000 0©0PO7ff9" 53111000

C:\WINDOWS\System32\GDI32.d11

C:\WINDOWS\System32\gdi32full.d1ll
C:\WINDOWS\System32\msvcp win.dll
C:\WINDOWS\System32\ucrtbase.dll

(8b48.7758): Break instruction exception - code 80000003 (first chance)
ntdll!LdrpDoDebuggerBreak+0x30:
00007119 5560b784 int 3

0:000> bm *!RegisterClassExW

0:000> g

ModLoad: 00007ff9° 53ef0000 00007ff9 53121000

Breakpoint 1 hit
USER32!RegisterClassExW:

00007119 5413ef30 sub

0:000> kL

#
00
o1
02
03
04
05
06

Child-SP

00000052  c2lef7e8
00000052" c21lef7f0
00000052" c21ef870
(Inline Function)
00000052  c21ef8d0
00000052  c21ef910
00000052" c21ef940

rsp,38h

RetAddr

00007ff6 dod31laa
00007f16° dod3105c
00007ff6° dod3169a
00007ff9° 5504257d
00007119 5558aa58
00000000 V00RO

0: 00007119 529f6a20 @!"KERNELBASE!RegisterClassExW"
1: 00007119 5413ef30 @!"USER32!RegisterClassExW"

C:\WINDOWS\System32\IMM32.DLL

Call Site

USER32!RegisterClassExW
AppD1C!MyRegisterClass+0xaa
AppD1C!wWinMain+@x5c
AppD1C!invoke_main+0x21
AppD1C!__scrt_common_main_seh+0x106
KERNEL32!BaseThreadInitThunk+ex1ld
ntdll!RtlUserThreadStart+0x28

0:000> .frame 1
01 0000052 c21lef7f0 0LEO7Ff6" dOd3105¢

AppD1C!MyRegisterClass+0xaa [C:\AWD4\AppD1C\AppD1C\AppD1C.cpp @ 87]
0:000> dv /i /V

prv param 00000052 c21ef870 @rsp+0x0080
prv local 00000052 c21ef810 @rsp+0x0020

0x00007ff6" dod30000
struct tagWNDCLASSEXW

hInstance
wcex

Note: Adding a new extra member in the new structure shifts the remaining members and sets the same layout as in
AppD1B:

0:000> dt wcex * AppDiC

Local var @ ©0x52c21ef810 Type tagWNDCLASSEXW
+0x000 cbSize : Ox50
+0x004 style : 3
+0x008 lpfnWndProc :
+0x010 cbClsExtra : 0no
+0x014 cbWndExtra : @no
+0x018 hInstance : 0x00007ff6 dod30000 HINSTANCE__
+0x020 hIcon : ©x00000000° ©0b11998 HICON_
+0x028 hCursor : 0x00000000 00010003 HICON_
+0x030 hbrBackground : 0x00000000 00000006 HBRUSH_
+0x038 lpszMenuName : Ox00000000 0000006d "--- memory read error at address 0x00000000 0000006d ---"
+0x040 lpszClassName : Ox00007ff6 ded4adlie "APPD1C"
+0x048 hIconSm : Ox00000000 Pec19f2 HICON_

0x00007ff6" dod31270 int64 AppD1C!WndProc+0
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0:000> dt wc * AppDi1B
Local var @ @x6fc2defc70 Type tagWNDCLASSW
+0x000 style : 3
+0x008 lpfnWndProc : 0x00007ff6 bcc81260 int64 AppD1B!WndProc+0
+0x010 cbClsExtra : Ono
+0x014 cbWndExtra : @no
+0x018 hInstance : 0x00007ff6 bcc80000 HINSTANCE_
+0x020 hIcon : Ox00000000 ©0425127a HICON_
+0x028 hCursor : 0x00000000 00010003 HICON_
+0x030 hbrBackground : 0x00000000° 00000006 HBRUSH_

+0x038 lpszMenuName : Ox00000000 0000006d "--- memory read error at address 0x00000000 0000006d ---"

+0x040 lpszClassName : 0x00007ff6 bcc9adle "APPD1B"

Note: AppD1A wasn’t working because of structure member alignment. This models an old Windows 3.x project that

was ported to x64. It had the minimum alignment in the past to reduce memory consumption:

AppD1A Property Pages

? X

Code Generation Enable Function-Level Linking  Yes (/Gy)

Languag(_e Enable Parallel Code Generation
Precompllled Headers Enable Enhanced Instruction Set Not Set
Output Files

Floating Point Model Precise (/fp:precise)
Enable Floating Point Exceptions
Create Hotpatchable Image

Browse Information
External Includes

Advanced
) Spectre Mitigation Disabled
All Options o
. Enable Intel JCC Erratum Mitigatic No
Command Line ] .
. Enable EH Continuation Metadate
P Linker

b Manifest Tool Enable Signed Returns

I> Resources

Configuration: Release v Platform: Active(x64) v Configuration Manager...
4 Configuration Properties Enable String Pooling
General Enable Minimal Rebuild No (/Gm-)
Advanced Enable C++ Exceptions Yes (/EHsc)
Debugging Smaller Type Check No
VC++ Directories Basic Runtime Checks Default
4 C/CH++ Runtime Library Multi-threaded (/MT)
Gz ed BRIy 1 Byte (/Zp1) ’
Optimization Security Check Enable Security Check (/GS)
Preprocessor Control Flow Guard

[>» XML Document Generator

Struct Member Alignment
I> Browse Information

- Specifies 1, 2, 4, 8, or 16-byte boundaries for struct member alignment.  (/Zp[nhum])
I> Build Events
D Crietmama Riild CHam

Note: AppD1B was working because the alignment was changed to default. AppD1C still used the same 1-byte

alignment, but because the bigger structure shifted members of the substructure, it didn’t fail the Windows API call

(or didn’t crash).
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